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LIU CHUAN

RED HAT CERTIFIED SYSTEM ADMINISTRATOR

Red Hat Enferprise Linux 7

/L RED HAT
Wﬁ/ CERTIFIED

SYSTEM
ADMINISTRATOR

‘ redhat

DRICTOR, GLOML CERTACATION PROGRAMS

2015.02-04 - CERTIFICATE NUMBER: 120-128-491

UM PR B (RHCSA) E457R 1
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%F49 RHEL 7 2% t94cifit F . M —k, BPAET BN 2R R A EHRFR
A 1E 89 Linux 2%, mREFa &R PR E LR,

4o RER LB P GITF T 0E, H—E RN )G 4 e X B F» Linux %R
WARWEE, EREHMLEE T AFREEEES, TUTRAE D 2L KRR &
RF M, FRER, N TEFEMAK. AERRANT M Linux A %54 R
RHCE # B %, “TVAA— T Xig %05 Z3re932 DA .
https://www.linuxprobe.com/training,

TEE] 1-15 % P L E RS RZEAIBERE S “Linux”, Ji4H “Red Hat Enterprise Linux
764007, I N7 Hedl.

FEEINES ||

EEFPANEFRE
IHEEHAN AP AR (E Rt ?

FERRERSR

©) Microsoft Windows(W)
@ Linux(L)

() Novell NetWare(E)

(© 5olaris(S)

) VMware ESX(X)

O HA(0)

hiE=(V)
[Red Hat Enterprise Linux 7 64 {i -

l<t—2® ] [F—#mw>|[ my |
B 1-15  SEHEERGR AR

Y UYL T, e EZ R N7 i, i 1-16

Jios

BERINLRS N BRI/ %5k 20.0GB (EARIA] ), RigHE “TF—47 %
1, WE 1-17 iR,
M A SCREE” Fed, aniEl 1-18 B
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FRERNES L] FRERHAS i
B EERane
EEALRER L8452 s el e
S ERROV): ERNAREREA— BB T PRI EVANNERE T - L IHRIR
: o EEERERNREINERER « EHEMEmEEA -

Linuh i3 45 —SRaIHE
BEL: B (GB)(S): ‘ ZU-‘U‘ =

F:\VmwareworkStation\LINUX\LinuxProbe FEE(R). . Bt Red Hat Enterprise Linux 7 64 {3 Aiichv): 20 GB
£ IR I T AT B A B - .

O St e (0)

©) SRR Mis ST (M)
;@jﬂiﬁ%ﬁ: B EEHTE H 2 BRI, [EAlRE SR AT RN
44

(<@ [F—sm>][ ms | =T [<e=m | [F—sm=][ =z |
B 1-16 i BN B e ik iz B 1-17 B KRR/
FEELES (S
Bk S IR R

= HER RN, - SAFSAIL 274 Red Hat Enterprise Linux 7 64 {i -

HERATIREH R
=t g Linux@hiZiR 4 ¥ —S0EHHE
s F:\VmwareWorkStation\LINUX\LinuxProbe
P Workstation 12.0
BERG: Red Hat Enterprise Linux 7 64 {3
W 20 GB, 4
MTE: 2048 MB
FAERIERREE HAT
HAhEE: CD/DVD, USB {#ilzE, fTEM, B
[ eexEg©.. |

(<=2 | =& |[ =& |

F1-18  FEAUMLAY BCE S i

ERBAE 1-19 PR A m S, EBCEBIPLR SN TR E S 2GB, AR
AT 1GB. W A IR S BA TR TERE, IBAWELBOKE NAERE I E N 2GB, KA
BHWHLR G NAFR B R KBEA NE,

MY B ML PERE S CPU AbPEES (AR DL S B A BRER A A2 O, TP B3Ik 2
fie, nE 1-20 s,
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B [
& s ik
_— Eﬁfggméﬁm#m&ﬂmﬁgo M A 4 MB
[ B 1 s
)% CD/DVD (SAT.... Baftall M TE(M): 20482 wB
TR AT
USB {ZHIZE i oo
dEe ST e
ESIFTE, I P
B 5T =hts .
Sls7s SR o L @ Frunn
468 e
e g g REAERe)
168 4 6336 MB
- B
236 MB 2048 MB
128 MB
B4 ME O EipIsF PR RS
32MB 1024 MB
16 MB
3MB
4MB
& B M) 768 MB FIEEIRFAF - ALl
BT E LR NI
BEIN(A).. #i2(R)
[ za || =m |
El 1-19 BB N E
=103 ]
% i HES
o fufe 2GB AHEEFR(P):
[ phigeg 8 - MBI LA ()
- ?Ik;é\giﬂ%-hﬁgt )
Topsisms NeT AR LA &
3 uss f=hizs i \
DR Bt EMESE
IATET e Bt (B -
BanE B [ B EE(D)

AMD-V/RVI(V)

B EA(A). . #E(R)

C=im [ wm |
Bl 1-20 BEESHLA RS

FeIRBE A BEIE N ZE “fii ] 1SO Bafg SCfF” Ahkrp TR 448 RHEL REcE% i,
1-21 fiR,
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oE #E B
. 7 2 GB (0
O 4hEee 8 FEEhEdiEE(0)
)3 CD/DVD (SAT... EEhizNl ;
TEFsEmE NAT 5
USE foisE THE © RSN (P):
= bt :
EATE, T D
LI R © 0 150 g (M)

F:\ISO images\RHEL-server-

(D). | [ sre) |

[ =m [ = |

K121 BRI IR &

VM REAUBLE PR P St T 3 Rl erg MZs i, ni o emist . NAT i 5103
PUEE, X HLEEHE L EHURT, 4l 1-22 B

b= ]
. oo B
. 7 2 GB 2EC)
e 8 BERHEE(0)
“J§F CD/DVD (SAT... [F{E{#MAEIT# F\ISO images\RHEL-...
BTl TREH A, FlEE
USB s L O E=te): EEEEmERs
VB Bahtaml ; . 5(P)
= HE i BBl A (
Esns R O NAT f2(N): F TR 4 P Heht
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O BEH (L) HEEEE
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© LAN EER(L:
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> B MRS T LS BN R Z 2L T — ARG, AT ] LA i 4 B
EHLHI R R DT SRR
> NAT #&3: ik VM LAY 26 e 55 AA% B b A AOFE T, A5 3 e e SLAR AP

B FEHLAT DUE S P B ALY AN, FEEAL NAT KL IR X6 0 A 4 28 1Y i
VMnet§,

> RENEX: (GLEDPLANR EYLSP B ENLERE, AREVIRISNG, eI FAL

BRI R 5% 7 A 4 2 R 2 VMnet1
it USB #iil#s . AR, fTEIM & EAFENR SR BEER . B K50 LUk
AR ARG K MRS, B0k A CAES G LR b B AT, ARG HRd “OCH”
s, WE 1-23 Fis,

=it ]
&5 W= 30 B
T 7E 268 (V] i 30 FERA(3)
[ hiEge 8
“)%F CD/DVD (SAT... EIE{ER# F\ISO images\RHEL-s... | ~ Boies
L[ MENIE @ BEREATEMEWL)
Bers Bz O EEEMBEE(S):
S e ()

1

R NSRS HEM):
2560 x 1600

lidoted
B AT ARRAEFIATFRX):

(768 MB Git) -

B (R)

[ =m [ =m |

123 e e AP LAC A
A0 (0] R DRI ) 5 B RS ity “oeii” $E, WNIE 1-24 B REAUILAY 2RI C
IR SE 1 o
HAEPNMA 1-25 FrRigFminy, iR EEILE S8RCE M T 2 PRIEREA
J& TR Linux REEZIRME
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FRETAS (|

SRR BN
BT HIER A, - #5511 %At Red Hat Enterprise Linux 7 64 fis

B EAT G R RS
i Linuxglt g2 458 —RR g
s F:\WmwareWorkStation\LINUX\LinuxProbe
o Workstation 12.0
BIERG: Red Hat Enterprise Linux 7 64 {i
i 20 GB, 4
FITE: 2048 MB
frdinmlEE REME,
HihigE: 8 -~ CPU .5, CD/DVD

S

(<r—s®)[ =% |[ =a |
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\\\\\

- DAEERY Linux RS ZIME RHCE AIE G 9% B 2= 105

@

A S —— D3RR - VMiware

WD REED BENW SN ERED ZEH)

£l0=8

A ER X | [T Linwdh ERAY —K -
ﬁ LinwGfizix A5 SR NS

FRER
RlEmEunes

v R
L2 2GB
0 gmss 8
e FREE(SCST) 20GB
“JCD/DVD (SATA) IFFSFAH Fu.
folz s RS
wETE gl

~ @A

TEUAbER AT AR

v EHHFRES
S B
REY: oL
EAIRETE: Workstation 12.0 eI

INUX\LinuxProt iR SEITR v

K125 REAUUBILIC sl i S

1.3 REIEHI Linux RS

%% RHEL 7 o CentOS 7 R &M}, EAYHMNN CPU 5 2 54 VT ( Virtualization
Technology, M AL+ AR ). BTl VT, 48 M2 ik B IHE VLR UE 73 %1 1 Z A4k 3 PR IX,
IE bR BE YR DX R SRR R G 0Y — TR R, A B 2 o v ] 2SS B AL
DLV A BEFN AR BC L 1k AR e BT IR AR ] AR R Al o H e A H IS R TN AR
K, MAEAET =TI, EM CPU St & &3 FF VT 1. QR IFE RIS AR 4
/R “CPU ANICHF VT HR” MR B, 18 5 8 f i O 28 A2 BIOS H 4l VT 44k 2
REJT ) B AT,

TERAUNE A h By TR R R BFE B RHEL 7 REE4 A,
N 1-26 U7 o FE AL T, Test this media & install Red Hat Enterprise Linux 7.0 Fl Troubleshooting
FIVEFH 23 SRR 3 A e R 1 5 1222 LA S Sl = o s P e o B 485 1) 07 ) BB 4% Install
Red Hat Enterprise Linux 7.0 BETUR %44 Linux R4t
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Red Hat Enterprise Linux 7.8

Install Red Hat Enterprise Linux 7.8

Test this media & install Red Hat Enterprise Linux 7.8

Troubleshoot ing

K 1-26 RHEL 7 R4 40355 AL

B ORI I S TG a2 iit% . Iremt il R A7E 30~60 #5, W2 RE, g 1-
27 FiiRo
PR R G185 5 By Continue #2240, WA 1-28 Az,

~

i

HiEE R A1 B A P, B4 Linux A% A 69 Linux 44~ 4552 69
HieFE L, MIEFXBLFARGHED, defree I Z LA “BH7. “2%”, @
free 4442 Linux 245 FPHAER RS A NGRS, HEE 2 R ERTFRG, RE
EAAEAT Linux A ah%nin, EAF| X% Linux 942G EZETHFT, BH, L%
R E R IE LG LT AR — T ZE R LA, ReRIEHIE Linux £ Hfe e L—A2
BT, ERZEAM? | wREHFEABFPILZEES, LTAEH 128 Pitf7ikdE,

~ Press the key to begin the installation process.

?.2516221 sd Z:0 [sdal Assuming drive cache: urite through
?.2524591 =d [=dal Assuming drive cache: urite through
?.253073]1 sd 2:0 [sdal Assuming drive cache: urite through
1 Started Shouw outh Boot Screen.
1 Reached target Paths.
1 Reached target Basic System.
racut-initqueue[9031: mount: sdeus/sr® is write-protected, mounting read-only
1 Started dracut initqueue hook.
Starting dracut pre-mount hook...
1 Started dracut pre-mount hook.
1 Reached target Initrd Root File System.
Starting Reload Configuration from the Real Root...
1 Started Reload Configuration from the Real Root.
1 Reached target Initrd File Systems.
Starting dracut mount hook...

1 Started dracut mount hook.
1 Reached target Initrd Default Target.

Bl 1-27 221 S r R AL
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RED HAT ENTERPRISE LINUX 7.0 INSTALLATION
Bus

« redhat

WELCOME TO RED HAT ENTERPRISE LINUX 7.0.

What language would you like to use during the installation process?

English  English >| Il English (United States)

English (United Kingdom)

Afrikaans  Afrikaans
ARICE  Amharic English (India)
awall  Arabic

Pl Assamese
English

(

English (Australia)

(

(

Asturianu  Asturian {
(

(

(

English (Canada)
Denmark)
English (Ireland)
Benapyckan  Belarusian English (New Zealand)
Borapeku  Bulgarian English (Nigeria)
I Bengali English (Hong Kong SAR China)

Type here to search a

Kl 1-28 BERGENLEES

1E 2228 B v B SOFTWARE SELECTION 3£35, 4l 1-29 fis .

RHEL 7 G054 il S vl LIARE P (7 R R VR R GE ) FEA AR, 143 Linux 3R
Gt FESERI R 5545 . SCIFIRSS 7% . Web IR 55 25 8 TAE A, Uk U578 St v s 2 Server
with GUI BLBEHe4, AR5 ZE AR Done #AHRITT, 4nf& 1-30 iR,

>

x:

XA AL —AFHE, HLEFRNNENTEIOS RAHAPHLAREREMT —4)
“BOEARATL R &k A", HSRE A F A R TR RIAIRIR ok 09 5 T K
A, NEEZMLERAILEAGMIRE R KR T, @A XH— K bBE B 6 RELE
AHFFARAN, 4R EB T HIAM Minimal Install #4540 % % RHEL 7 4 %,
RAFHRSTARRIUT, BREBERRS, H—E B &

INSTALLATION SUMMARY RED HAT ENTERPRISE LINUX 7.0 INSTALLATION
w redhat
Eus
DATE & TIME KEYBOARD
Americas/New York timezone English (US)

LANGUAGE SUPPORT
English (Urited States)

SOFTWARE

INSTALLATION SOURCE SOFTWARE SELECTION
Local media Server with GUI
SYSTEM
INSTALLATION DESTINATION NETWORK & HOSTNAME
A Automatic partitioning selected Not cornected
Quit

i\ Please complete items marked with this icon before continuing to the next step.

Fl 129 2% R5 5w
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SOFTWARE SELECTION RED HAT ENTERPRISE LINUX 7.0 INSTALLATION

———
Done

Base Environment Add-Ons for Selected Environment
Minimal Install Backup Server
Basic functionality Software to centralize your infrastructure's
Infrastructure Server backups.
Server for operating network infrastructure services DNS Name Server
This package group allows you to run a DNS name
File and Print Server server (BIND) on the system.
File, print, and storage server for enterprises Directory Server

Machine and user identity servers

Basic Web Server E-mail Server

Server for serving static and dynamic internet content Allows the system to act as a SMTP and/or IMAP &
mail server

Virtualization Host FTP Server

Minimal virtualization host Allows the system to act as an FTP server

@ Sserver with GUI

Server for operating network infrastructure services, File and Storage Server
with a GUI, CIFS, SMB, NFS, iSCSI, iSER, and iSNS network
storage server.

Hardware Monitoring Utilities
A set of tools to menitor server hardware.

& 1-30 BEHERG A
IR [7 %) RHEL 7 240445 £ 500, ¥l NETWORK & HOSTNAME 3£/ , ¥ Hostname
FBr BN linuxprobe.com, A5 /E AR Done #5241, NE 1-31 fiiR,
R 324 F2 BT, Bl INSTALLATION DESTINATION SEIURE SR 24 A T 1 B o1
Xo MEHSATFESA TS, B A2 AR Done #2401 RI W], 4l 1-32 7R,

ikH TRAA XA SRR A 2 RN R Linux B B, #—TF o
Ry xwR” ¢ RERME, BA Linux & %4k3% FHS ( Filesystem Hierarchy
Standard, A A% B RLEMATAE) I RF M E FELTHEGRRDEE, XHHA
BAEF 6 FPiF#mAg, F LBt xE LT RAEXILFNRFZERAE, FRNE
BHTHRAETE, 5K SLRAREERAF, FRELEZBE PR, ARR
— R4, BATRAEZETROGEER Y, FaHoRXAST AR AELEAN L GEF
Mo PrvAik# KT R4S 2R F], BATH 69X RAZ T L EFAF,
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NETWORK & HOSTNAME RED HAT ENTERPRISE LINUX 7.0 INSTALLATION

Ethernet (eno16777736) —
[p] ot note7777360) [ o

@@= Disconnected
Hardware Address O0:0C:29:36:06:F7

Speed 1000 Mb/s

+ Configure

Hostname

Bl 1-31 B E MR LA

INSTALLATION DESTINATION RED HAT ENTERPRISE LINUX 7.0 INSTALLATION

Device Selection

Select the device(s) you'd like to install to. They will be left untouched until you click on the main menu's
"Begin Installation” button.
Local Standard Disks

20.48 GB
VMware, VMware Virtual S

sda / 969.23 KB free

Disks left unselected here will not be touched.

Specialized & Network Disks

Add a disk...

Disks left unselected here will not be touched.
Other Storage Options
Partitioning
@ Automatically configure partitioning I will configure partitioning

Full disk summary and bootloader.. 1 disk selected; 20.48 GB capacity; 969.23 kB free

Bl 1-32 RGULAEH ks

1R A1 3228 3 0m, #f; Begin Installation #5405 BNl & 2 L 2& 005, 7E AL #EEE ROOT
PASSWORD, K 1-33 Fiis.
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CONFIGURATION RED HAT ENTERPRISE LINUX 7.0 INSTALLATION
Eus

USER SETTINGS

ROOT PASSWORD USER CREATION
Root password is not set No user will be created

i Creating lvmpv on /dev/sda2

WOULDN'T IT BE GREAT TO
FOCUS ONLY ON DEVELOPING APPS?

That's what Platform-as-a-Service is all about. redhat.com/openshift

i1y Please complete items marked with this icon before continuing to the next step.

[#l 1-33 RHEL 7 &4t 124258 A
SRIGEE root BHE LI SERD,, 2 5 O A WS N2t 2 IS EAY Done %
HATTLIERIA, A 1-34 iR, XETEZSU—5), LR DL SEC8 m g, S0
FriEamEg, (BRI rh—EE il root B HL A B BB E SR, &N RG0K k™ B iYL
A[n)

ROOTPASSWORD RED HAT ENTERPRISE LINUX 7.0 INSTALLATION

e

The root account is used for administering the system. Enter a password for the root user.

Root Password: #sesss
Weak

Confirm: LELL L]

 The password you have provided is weak: The password is shorter than & characters. You will have to press Dene twice
= .
to confirm it.

K 1-34 B root B H G AU

Linux RGEHITRE—MBAE 30~60 7345, TRt BIARIMLO SR AT . 38 58 hin
i Reboot %41, W&l 1-35 Pizs,
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CONFIGURATION RED HAT ENTERPRISE LINUX 7.0 INSTALLATION
@us

« rednat

Complete!

Red Hat Enterprise Linux is now successfully installed on your system and ready for you to use! Go ahead

and reboot to start using it!

Reboot

Ly Use of this product is subject to the license agreement found at fusr/share/redhat-release/EULA

FE 1-35 RELHEEW

ARG BRI RSRIVIRL S E, Hiidi LICENSE INFORMATION i3, 4% 1-36
NS

redhat INITIAL SETUP RED HAT ENTERPRISE LINUX SERVER 7.0 (MAIPQ)
1dl
~ Bus
LOCALIZATION

LICENSE INFORMATION
License not accepted

USER SETTINGS

USER CREATION
No user will be created

auir

2. Please complete items marked with this icon before continuing to the next step.

Rl 1-36 REWIE A

#EHT T accept the license agreement & #EHE, SRS B 2 LMY Done %41, Al 1-
37 BiRo
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LICENSE INFORMATION RED HAT ENTERPRISE LINUX SERVER 7.0 (MAIPO)

License Agreement;

END USER LICENSE AGREEMENT RED HAT(R) ENTERPRISE LINUX(R) AND RED HAT APPLICATIONS

This end user lice:

< agreement ("EULA") governs the use of any of the versions of Red Hat Enterprise Linux, certain other Red Hat software applications that include or

and any related upda

urce code, appearance, structure and organization (the "Programs”). regard

of the delivery mechanism.

1. License Grant. Subject to the following terms, Red Hat, Inc. (‘Red Hat") grants to you a perpetual, worldwide license to the Programs (most of which include multiple
software components) pursuant to the GNU General Public License v.2. The license agreement for each software component is located in the software component's
source code and permits you to run, copy, madify, and redistribute the software component (subject to certain obligations in some cases), both in source code and binary
code forms, with the exception of (a) certain binary only firmware components and (b) the images identified in Section 2 below. The license rights for the binary only

firmware companents are located with the components themselves. This EULA pertains solely to the Programs and does not Limit your rights under or grant you rights

that supersede, the license terms of any particular component.

2. Intellectual Property Rights. The Programs and each of their components are owned by Red Hat and other licensors and are protected under copyright law and under
other laws as applicable. Titte to the Programs and any component, or to any copy, modifcation, o merged portion shall remain with Redl Hat and other licensors,

@ Iaccept the license agreement.

& 1-37  [AIEVFAT 3R

IR (1] 3] 4 Ak S J5 2 FINISH CONFIGURATION #£35, B & 3| Kdump R %
MRS B, QR R SIK RGN, T UG % Enable kdump & EHE, 4R
Jei ¥t Forward #4241, W&l 1-38 fis .

*» Kdump

Kdump

Kdump is a kernel crash dumping mechanism. in the event of a system
crash, kdump will capture information from your system that can be
invaluable in determining the cause of the crash. Note that kdurmp does
require resenving a portion of system memory that will be unavailable for
other uses,

¥ Enable kdump?

Kdump Memory Reservation ® Automatic Manual

Memory Currently Reserved (MB): 161

Advanced kdump configuration
# Configures where to put the kdump /procimcore fles

# This fle contains a series of commands to perform (in order) when a

# kernel crash has happened and the kdump kernel has been loaded. Direc
# this file are only applicable to the kdump initramfs, and have no effect if
# the root filesyster is mounted and the normal int scripts are processed

#

# Currently only one dump target and path may be configured at once

# if the configured dump target fails, the default action will be preformed

# the default action may be configured with the default directive below, If th
# configured dump target succedes

#

# Basics commands supported are:
# raw <partition> - Will dd proc/vmcore into <partitions
# Use persistent device names for partition devices,

# such as /devivg/<devnames>.,
# nfs <nfs mount> - will mount fs and copy fprocivmcore ta
# <mnt> jvar/crash/%HOST-%DATE/, supports DNS,

Forward

& 1-38  Z&5H] Kdump IR 45

TEANE 1-39 iR B RGE TR AL, #EH No, 1 prefer to register at a later time H.3E
il SRJ5 5ty Finish #2480 o AL T B S AN TN R G0 0t I 22 0 SE S B VR AN AR 7 T AR 34 e
SN

AL AR RHEL 7 RELL N —RWER G, RATL T LE 2R 509060
S, ANl 1-40 FroR o AR R PR BRI IE T English (United States), 285 5iifi Next
T
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Subscription Management Registration

E 1-39 AT RS ATt

K 1-40 REMETIXE
Bt R G i ARIRZEANERE R English (US), $R)5Fds Next #2401, WK 1-41 fis,

Bl 1-41  BE RS ASRIRZS R

A RHEL 7 Z G At — A< i (43538 FH P, i - 9 P 2458 linuxprobe , %15°4 redhat,
SRJE ity Next #41, Qnf&l 1-42 s,
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Bl 1-42 G EAS 38 F
T IRE 1-43 IR ER I B RS IRTIX, SR Bl Next #2241,

Kl 1-43  RE RGAFIX
TEE 1-44 Fr7s B A1 Hp 55 Start using Red Hat Enterprise Linux Server #7241, H#L0
Kl 1-45 FronpgStii. 2k, RHEL 7 RGESEH T aaB i) M TR MESIT iR~
Linux £&IE,

K 1-44 RGP ILEE R A
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.
@ Applications Places |4 Help 4 @ Tuel620 D linuxprobe

GNOME Help
Page View Go Bookmarks
B Getting Started v

€»

Getting Started

o o C =

N
Use windows and workspaces Switch tasks Respond to messages

Common Tasks

Browse the web Change the date, time andtimezone  Change the wallpaper
Connect to online accounts Respond to messages Use the system search
Use windows and workspaces Get online Switch tasks
GNOME Help

About

El 145 RELWVGH FHE

1.4 ZE root HERABE

FH i EEgE NSRRI C AR E T, PSR Linux REERYEH L TIFAH
fic, FU AT ER LA AT LASE U R 0 i T AR (HR, APREUEH— WA, B Z Rk
A Linux REMMEHZE, §—E Bl AT, %205 Linux RIS G HERE AT
WNZE . WRERINEET 7 —%& Linux R258, ZeifiE 2 RHELT R&48. A2, SREmdt
1T MR

[root@linuxprobe ~]# cat /etc/redhat-release
Red Hat Enterprise Linux Server release 7.0 (Maipo)

g Linux R FNVI G SR WA, #TEA LA e #EdEA N g Am, i 1-
46 P,

Red Hat Enterprise Linux Server, with Linux 3.10.8-123.el?7.x86_5b4
Red Hat Enterprise Linux Server, wWwith Linux B-rescue-112e8c6ed55941b2974»

Use the T and {4 keys to change the selection.
Press 'e’ to edit the selected item, or 'c’ for a command prompt.
The selected entry will be started automatically in 5s.

Kl 1-46 Linux 25| S5 M
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1F linux16 SEOXATHIRIG BN “rd.break” S8, SRIGTE T Ctrl + X HEHRBITE
U AR, AL 1-47 R

insmod xfs
set root="hdB,msdosl’
if [ x$feature_platform_search_hint = xy 1; then
search ——no-floppy —-fs-unid ——set=root —-hint-bios=hdB,msdosl —-hin~
t-efi=hdA,Msdosl —-—-hint-baremetal=ahciB,msdosl --hint="hdf,msdosl’ SfdbScGa-A~
Ja-4647-87ee-b225adBf5a54
else
search --no-floppy --fs-uuid --set=root 5fdbBcBA-Bada-4647-87ee-h225%

linux16 suvmlinuz-3.18.8-123.el17.x86_64 root=-UUID-B39848c2-4663-4223-a7~
F2-eB87bf143e52d ro rd. luM. lu=rhelsroot crashkernel=auto rd.luM.lv=rhel/suap us
onsole. font=latarcyrheb-sunib vconsole.keymap=us rhgb quiet LANG=en_US.UTF-8 -

Tnitrd16 #initramfs-3.18.8-123.e17.x86_64. img +
Press Ctrl-x to start, Ctrl-c for a command prompt or Escape to

discard edits and return to the Menu. Pressing Tab lists
possible completions.

B 1-47 AR BN e A
K30 Fhdfa, HEARIRG R Z0oRER, ik 1-48 iR,

2.685897] sd 6:0:0:0: [sdal Assuming drive cache: write through
Z.6867571 =d [=dal Assuming drive cache: write through
2.7?06651 sd 6:0:0:0: [sdal Assuming drive cache: write through

Generating "/runsinitranfs/rdsosreport.txt"
i ntemng emergency mode. Exit the shell to continue.
Type " journalctl” to view system logs.

[fou might want to save “/runsinitranfs/rdsosreport.txt” to a USB stick or /boot
fter mounting them and attach it to a bug report.

jsuitch_root -t _

Kl 1-48  Linux RGNS SRR
W‘ﬁ(fﬁﬁ/\ﬂ?ﬁ/‘}, LrERGUH G HAEEEE, SRIGRERT LAd T 8S linuxprobe Sf% 5%
Linux R4t T o 2T PATRCRANE 1-49 PR .

2.072750]1 sd 2:0:0:0: [sdal Assuming drive cache: write through
2.0743311 =d Z [sdal Assuming drive cache: write through
2.0881691 =d Z2:0 i [sdal Assuming drive cache: write through

Generating “/run/initranfs/rdsosreport . txt"

Entering emergency mode. Exit the shell to continue.
Type " journalctl™ to view system logs.

You might want to save "srunsinitramfs/rdsosreport.txt” to a USB stick or sboot
fter mounting them and attach it to a bug report.

# mount —o remount,rw /sysroot
lswitch_root:## chroot ~/sysroot
lsh—-4 .21 passud

hanging password for user root.

leu passuord :

[Retype new password:

Ipasswd: all authentication tokens updated successfully.
lsh-4.2# touch ,.autorelabel

jsh— 4 21 exit

jswitch_root:/# reboot

K 1-49 H'E Linux &4 root 45 H 01 251
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mount -o remount,rw /sysroot
chroot /sysroot

passwd

touch /.autorelabel

exit

reboot

1.5 RPM (4II84EEIES)

7E RPM (ZLIRHFAE B ) AT Z AT, ZAEAE Linux R58 P80 L RER RIS 6L
M7 Z%e . FIIAE Linux R 2R TP —FAER R . B 2R Oom s, R 24K
A I 55 TR P AUAL B BE DR, 75 2B e N 5% (A AT 2 AR I DR Z OB HOBIOC 2R, DRI
PR — AR, AR ERA R E AR mRAEE, HE R . T EAE
LRE T RS R R B BB AR Y | PERHOBIOC R, T RIEEA TR | 5 |
HIE . A, TR A R X RE R AR R

RPM AL A i Pk 6 (AR 561 . RPM A 1% Windows RGEH Il mdR, £
SEGE— R RSO, PR SRR BIFRERS A S OBOC & . HAT RPM YIL 3B 228
AARPPAAT, BRI RO A RRIELIR RS T 1o & 1-1 B—L% 1 RPM a4,
YRR ZHCEEA], REGRAD R SE% T,

* 11 EHH RPM KA HS
a2 URI T ECS (C5R rpm -ivh filename.rpm
FHARAF I 245 5 rpm -Uvh filename.rpm
Sl QL RIN iR (C52 rpm -e filename.rpm
AR E B a4t rpm -gpi filename.rpm
G A SO B A A4 X rpm -gpl filename.rpm
A SCIRE T RPM 9245 2 rpm -gf filename

1.6 YumBHBREE

JAE RPM RERSHS B P AP E R OG ORIIC &, (HIRBLA S Bha e\ 5y [ CoR Rk,
A LERTVER A AT RE SR D RFERA MBIOC R, AEX A0 T 2B 2R AR R 1Y o
Yum BPFE PR T i — P R 2 B RS 2 BT B IR o Yum R PFG 2 mT LA
ARG P B R BT BT A S AR SR RO O 22, ARJS AL S IS5 & T 3R R4
KBRS Yum G ERBORIFMIIE 1-50 Fi7R o

Yum FAFEEEHE) RPM BT DU R Z00E B J7 A, n] USSR =5 kA, 4
RWATLUE A C SR, (Linux #LiZiX 4%) BEHRMEMRGEIR (HEBRE S h R T
) Bt s T RE AR RPM L0, Jo SR X S i . 8 1-2 B h—
SEH UL Yum 5%, YRR EAN A —ARIELETRRIAT
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Yum 8P )i |
e

Gk ]

Bl 1-50  Yum PG EARITNA

*1-2 EIH Yum &4

W 1M
yum repolist all ST B
yum list all GG TR AR
yum info BREE B EERMEGER
yum install REBZRK BRI
yum reinstall BHEZHR TR
yum update RiEaZH FHRAR A
yum remove R{EZHR R
yum clean all HRITE GG
yum check-update Fer 2 T BB
yum grouplist BE RGP ELERENREA
yum groupinstall BHEA LR E A F 2
yum groupremove 3R{EH Pl i I 20
yum groupinfo HFEA AR E IR A R R

1.7 systemd #JRLHTE

Linux #21E R G HLL R X HERY, BIM BIOS FFif, SRJ5#EA Boot Loader, FHiI
HAGNE, RIEWZETIIGRE, BER PR iife. WIneEFRIE R Linux REH
B, BEHRESM Linux REHPHICHPIGA TAE, AP RS EN TIEREE.
ZI1F RHEL 7 RAECLEH T ARV GRS System V init, 1EARH BT
systemd FIR AL HEFE MR S5 o WSR2 Hi2% > /& RHEL 5 5 RHEL 6 &%4t, WJHES A1,
systemd ®JURALIERE AR 55 R H T 9 & a shbLi), FFPLEE BEAS 2 T A/ NPT, BAR systemd
VIR AL RE IR 55 AT AR Z B Re e AL 3, (H H AT 2 T I 4 M8 A

>

>
>
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Pl 1. systemd #IHGALHERR IR 55 19T & AR Lennart Poettering SEHR F-2LIE /A F , X1k
HAB RGP 2RI

F 20 systemd WIERIEEREAR S UM ATHE Linux R4 FiafT, “WIFF" T UNIX RS H.
H 5 3. systemd 55 TN syslogd. udev. cgroup ZER%5 1 TAE, AHEH O M
HAEHE R 55 o

M5 4 T systemd WAL HEREIR S5, RHEL 7 REARK, MiAH S 30H
Nz, SHPESME,



\\\\\

(Linux FLiZiX A%

- DAEERY Linux RS ZIME RHCE AIE G 9% B 2= 105

TCit/EFE, RHEL7 RGEFE systemd WAL IR IR 55 © &t — M REE 352, by
“BATHRR” XAMEE, Linux REEAER S BT RE PR TAE, HinFEEsSuE 245
Ry X | SR ah & R IR S 55, X Bt n] LIBAE 2—A— A9 5JC ( Unit ), systemd F H

br (target) fGF T System V init 1

AT

EATYON I,

iz

X X R 1-3 s

*=1-3 systemd 5 System V init B9 X5 LA AEFH

System V init IE1TZR systemd B #RAFR 1EF
Al

0 runlevelO.target, poweroff.target FHL
1 runlevell.target, rescue.target B Pt
2 runlevel2.target, multi-user.target R TR 3
3 runlevel3.target, multi-user.target EA RN &N T
4 runleveld.target, multi-user.target TR 3
5 runlevel5.target, graphical.target Z M P EDE A
6 runlevel6.target, reboot.target G
emergency emergency.target B2 Shell

AR RGBT Hingecoh “ZHP, TERIE” B, T M nadite
FH P B AR S92 3 /ete/systemd/system/ H 5 :

[root@linuxprobe ~]# 1ln -sf /lib/systemd/system/multi-user.target /etc/systemd/
system/default.target

WRAEE Z %A RHEL 6 &25¢, oiE B4 B service, chkconfig 254 K4S
FRARGRS ., I AIAERE LRI T, RNFE RHEL 7 &RGeH 28 systemetl A4 45 FAR
5511 2 1-4 F13k 1-5 r/n RHEL 6 R4 H System V init 7745 RHEL 7 R4EH systemetl 74>
FXTEL, BERTLUERE T — T, REmETHhaaw e,

=14 systemctl SIEREHER. ER. 51k, T3, EERSZEESS
System V init f5 %
systemctl §5% ( RHEL 7 &% 1EH
( RHEL 6 %% ) Y s %)
service foo start | systemctl start foo.service | BAsiRS
service foo | systemctl restart
Y , FIH RS
restart foo.service
service foo stop systemctl stop foo.service (AN S5
service foo reload | systemctl reload foo.service | EFFMNZACE S (ALKIEARS )
service foo status | systemctl status foo.service | &FMRSGFIRE

#1-5  systemctl HERSZSHANEE. TEE. EESRINTREEIRESEFERTS
System V init #5 <
y N systemctl #5< ( RHEL 7 &4t ) EH
( RHEL 6 %%t )
chkconfig foo on | systemctl enable foo.service FHLA R Bh
chkconfig foo o
- systemctl disable foo.service THHLA B 3h g sh
o
chkconfig foo systemctl is-enabled foo.service BERERS ES N
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THHLA A 5)
systemctl list-unit-files - | EESNYN T RS
chkconfig --1list =
type=service HJE s 525 AL

S

- AR BGRE R T ARG AR S TR
& N T RPN G e S e it

- EFHEAUPLZE Linux RGENT, A2 n R E R SE, MIAJEZ1EHE RHELT &
GfROLEL?

2. JERCE S A SRR T RHEL 7 &2%651%, 1) VMware Workstation & #I#1L2fd H
B L RE ) 5 B a7 208, AL R R IR G Se A T3 T 7 i R 58
WA —FE,

. RPM (ZLIE#MAAAEBRES ) RA LM RGE A, X

% . RPM .24 CentOS. Fedora. openSUSE %$4k% Linux Z45%H, T EMIRLER!

. fAiR RPM 5 Yum BMA-GEERIVER
Z:RPM J& N T AL L A2 24 52 T Yum 8GR R T R DR R0 22 R AR O &R

. RHEL7 RG:RHT systemd 1ERWIIRILHERR, AR WA F FA MRS iz 1 RAS
& WATmS “systemctl status Il 4% service” T EF MRS SR, H RS &G
fY.service AJ LI I
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BT L AE RN Linux Ay

AEHBETUTARE:

SR K4 F Y Shell;
PATHEEI XS
BERREIEGS;
REGURBSENH2;
TEBFRUIMGS;
XA RETL;
XHEREEGS;
FTEEHESHEERETS.

YV VV VYV V V V V

AEEE NI RGNEA Shell LIS R SVER, SRIF 41 Bash fEREAR 19 4 KIEHIF2]
Linux 4B, 2280w RIS e A DU n] LAl & B 505 i & 528, RERE
Wl R TARRR, a2 A CAHEEER, en] LUS AT REMFRIR R SRR AE

AR ADRGHR AL 1 B2 A B Se ) BB Linux 54, BEATS REETAE  RGRE .
TAEES . SCfF. Hg, ITEESE SRS UG, i Fidar & N RIA T h &~/
W, ARG A T I 2 ) X SRR Y Linux A4, 4R 5~ B 2R i & Ak

5 Al 5 TR A

2.1 3BAIFFEH Shell

HEARYE, THENE AR iR . FHE . RS . A/ A AR R A R, T
TR PR {15 £ 25w R H BB E RS A TR AR PU 2 R A% Linux 245800 A% 1 57 58 %
BE R PR A A E . VR S AT 45 . FILAT L, RENEIHT RN IE #2817 R e K%
T, P LGN S, TR P s R T R R ORI T
PP SRS R B AAL, LU H W TAEMTE, WK 2-1 iR,

WATH RS, Linux REPALEEIZATH ((LamPiEEE s [Logical Volume Manager,
LVM]) SR s, IORHIREAIR 1T a4 N A E h iR, (E15Fr%E. (B2, REEIEMAT
HHASORPEH T IIASKTERAER 0 TAE, A U2 T8 TAEMZ I, 62 Linux 4>
SR R IEME S AT, PR, BB T EARS T Linux a2 TS MNHFER G GEUR,
R FE BN R LR EASE Linux RECREIEIH, T2 hiade TR BHaE s
IR &, AR AN UL S =R
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R EAR %

REHRMEN

i

K 2-1 H/MY Linux REAI3CH.

Shell BEIEXFEM— AT T H . Shell (WAL NGETE ) 2412 N SHE ()
ZIAEEE, P —2ea 4 R Lo, TRt TE FHARR A FRE MRk 55 2 e i 2 T4
AR EIELINE R GEAE N BF L I Linux RGN Y 20 /2 Bash ( Bourne-Again SHell )
ff A% . U Linux REERE Bash fRRESAE N am AT E2A LUT 4 BRE, 3525 7T LIAE
A Ja s 2 T P2 TAEh A A 2 Linux RG22 AL, BIEMNOHZ FEf].

> GEE R AR G A T B Linux 6745

> A S EAL T AT LA AT LU Tab fkb 4

> HAER KA BRI ;

> HASTHBAE AR

2.2 WITEEEHHS

BESR Linux REPCELA T Bash X ALK “BIFET, B8 N RIA LEU 17
TEABREEE T o EARER . SRS RS, (URET i AR BB, b %R
PRSP LR R G AR ar S S5, e, AT RS T USR], HARR—E
S, P E ] LRt a T B BFLRUR ) T A Ml R 8 SN
WS BB RABIFRSE —ENTARRZE, —ERBIIE Linux S r8m, i
AT Linux 54 AA% SURIXRERY -

A (WASH) (XA

o)
k=t

ER, AR, S X QR AT 2 MR o

AR R—URAE EAL B SCIE . Fsk . JHPAEREIR, Mir &S 80T UM L (Se8R a1t
TARR), dnl URIA 20 CRANTFRENEES ), P20 Bl -5 -1 AT (R i M3 2-1 ), Linux
MPALPITa S RZIEN N SEIEIE IR, SHRUET ZRAN R fir S A RAS B A A= 8O o
P, BEARRTEATCA IS, AT ACHERIIRE, MFTERMRIERREAT .

* 21 WLEHH KBRS EERX RO
KAz man --help
A% man -h

AEEHIAETRESA . “Linux REPAIRAL S, TELFEHA G2 T U2
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EHE TAETBE T — AN Linux a4, FREHEAGRRIE TA ML S50 7
TR, FATHE man XAN1E AR P N #AEE L2220 Linux 4 7. X TH
IERESERE R, ST DGt 2-2 B 2-3. & 2-4 FE] 2-5 k2] Gnfaf#E RHEL 7 248k
1T Linux 74>,

BRI\ EHLE S HA R ATRINGE R m A P, FfE B ARG Z R, RATATH
A “Notlisted” BETUCR YIS root B By, X408 RHEL7 &40 T k6 6L
et FEASCRIR T R A — 33 /N it o 17 A0 SR FRAT T FHER ALY linuxprobe FH P25 3 FHLH,
A 232 B kAT U 2 B3R o 2 S AR R T Ik AT, FRATTZ R AR A
RESEINAE FRASLE . T2 T EF 10N root 45 PR 51 A ] P 2 [H 1 X 5], A= P2 BREE I
oz EER BEm], FRATESAES 5 BB A RS, B AU 2 root 45734 01 B
oy, Wk 2-2 FiR.

« redhat

Bl 2-2 w8 “RHIH” I, Y= root EHLH By,
£ RHEL 7 RG0S s Bbn A 5, 785 = B £ Open in Terminal 74,
FFTIF—A Linux RGeS 1400, WK 2-3 Ui,

5
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M Applications Places ) O) Wed14:46 8 root

New Folder
inal

Openin T,

Organize Desktop by Name

 Keep Aligned

Change Desktop Background

1/4 @
&l 2-3 £ Linux &4t L3 TFardAT

TEMA T2 5 A man man /72 KA A man fird H S TBIE R, WK 2-4 iR,

4 @ Fril5:58 9 root

root@localhost:*/Desktop

File Edit View Search Terminal Help
[root@localhost Desktop]# man man

&l 2-4 A% man iy ROHE BIE B

gk 0 4 s RO AT BN TE] 2-5 Bz i3 15 S
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7= MR Linux &40 52008 RHCE IE 5 2 5 58

4) &) Wed14:49 & root

root@Linuxprobe:+/Desktop "

File Edit View Search Terminal Help
Manual pager utils MAN(1)

man

- an interface to the on-line reference manuals

man [-C file] [-d] [-D] [--warnings[=warnings]] [-R encoding] [-L

locale] [-m systeml,...
[--regex|--wildcard] [-=

11 [-M path] [-S list] [-e extension] [-i|-I]

names-only] [-a] [-u] [--no-subpages] [-P

pager] [-r prompt] [-7] [-E encoding] [--no-hyphenation] [--no-justifi-

cation] [-p
[[section] page

string] [-t] [-T[devicel] [-H[browser]] [-X[dpil] [-Z]
)

man -k [apropos options] regexp ...

man -K [-w|-W] [-S list] [-i|-I] [--regex] [section] term ...

man -f [whatis options] page

man -1 [-C file] [-d] [-D] [--warnings[=warnings]] [-R encoding] [-L
locale] [-P pager] [-r prompt] [-7] [-E encoding] [-p string] [-t]
[-T[device]] [-H[browser]] [-X[dpil] [-Z] file ...

man -w|-W [-C file] [-d] [-D] page ...

man -c [-C file] [-d] [-D] page ...

man [-?V]

DESCRIPTI

an(1l) line

TE man iy

+=2-2

h for helg

&l 2-5 man fir&-A93E BIE B

AENE BRI, BT AL i R R S R 2-2

man &P ERREURRIE

i

2 A

fi) T~ B —

PaGe down

fi]) T~ B —

PaGe up ) L #— Tt
home E%Eﬁﬁﬁﬁ
end HiERTER T

/

M EZETFHERIEASCHE, 0 “/linux”

2 MR Z FARREA G, I “2linux”
n SE L EN T — MY R S50

N TE N E MR BN S

q 1B AR Bl SR

—BoRUF, AT man 5> AF BIRFBNEEBISIRKRZ, WERSEE A TR BISC
PIE B HREH TR, F—RARXAZE R RESEEA S H . man fiv 4 AH )

{5 B EER N 2-3 FiR
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%23 man @S HENERMNEEURE X

LHIRIR REEX

NAME A 24 FR

SYNOPSTS SRR EUE ik

DESCRIPTION el

EXAMPLES s (B R R )

OVERVIEW R

DEFAULTS NN

OPTIONS BARGRT RS CEra)

ENVIRONMENT WA &

FILES FHEN S

SEE ALSO FHOC KL

HISTORY Yy s SR 7

2.3 ERRGIERS

SR B 32 0 XA R X B e D) T 2 AR B is sy ) LUBH I p B R A 6
ZEMIAY , BEATRETCIAAEATT rp R B FELE 2 Fif Wit i) a4 o (EAHIHEG, Z P LUX R HE, i
DU € 055 Sy Mok Linux 645 S0ARASS &, FOEI R e P R EOR , TiA 5
AT A S HER) B A5 h L L BT

X3t 2 0 FH T 30— A7 (0 B ) 4 B T A Linux Ay 2 dE 0L L A9, B8, 402K, 18
B TR A 5 B RS TR SRR, ARG SR AR 4 5 ORI 32 5 14 B gt A
HPR . WBAR R BCR ROBOR R, X A0TSR AR, PRI AR (5 X 0 7 X 1 A A

%2,
1. echo®@%

echo iy 4> 78 Z v 2407 5 AR s 4R U PO M, A% X0 “echo [FAF R | $A4E ],
flan, 5 EFLFE “Linuxprobe.com” #2285 b4 24 «

[root@linuxprobe ~]# echo Linuxprobe.Com

(PRl (LS e A RN IR Y

Linuxprobe.Com

N, FRAME IS AR Ry AR HUE BE SHELL UM, JPR S B 54 |

[root@linuxprobe ~]# echo $SHELL
/bin/bash
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2. date &

date A H T s L B RGNS H Y, A%l “date (B [+ 2 AOA% 0]
HFAER KA date #5HHEIALL “+7 SIFL IS8, RIATH AR E A& ORI HH R G ry

[

FYY, OREAE HR T AR n] AT a0 Bt 09 i 4 -S4 e A X0t st e £ S 4 5 31—

Ao i, TSRS A SRR AE-H-HT iR H TR “backup-2017-9-1.tar.gz”, H
1R EE MRS A FRERE A T B B SO & B[R] 1 date A4 rh i WA 2 800%

LA 2-4 FR
* 2-4 date @SS HIARIER
SH 3!

5t Bk#E [ Tab ]
$H /N (00~23)
5T /N (00~12)
%M o34 (00~59)
%S # (00~59)
%7 AAETIER LR

F IR AR Y RS A1 date A Q0F Bz«

[root@linuxprobe ~]# date
Mon Aug 24 16:11:23 CST 2017

IR AR -H /NIRRT iR s UE R Y AT RS [E Y date fiv 1R PR -

[root@linuxprobe ~]# date "+%Y-%m-%d %$H:%M:%S"
2017-08-24 16:29:12

B ARG Y AT A E S 2017 4E 9 A 1 H 8 5 30 431 date f 21l R s

[root@linuxprobe ~]# date -s "20170901 8:30:00"
Fri Sep 1 08:30:00 CST 2017

PRI date fir & IFF HEBRIA ROR A S HTHY R GTITE], 7R B -

[root@linuxprobe ~]# date
Fri Sep 1 08:30:01 CST 2017

date @ HHIZH %) ATHRER S KELGFEPIHEILK . XS ARG X 7 5% 1 i

)BT IH , BREC RO, BRE VT Y AT ) o XS R S R S5 R AT R .

[root@linuxprobe ~]# date "+%j"
244
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3. reboot 5%

reboot fvA F T H )8 &4, HA&EA N reboot.
i T AL PR 2 B B BB RS IR A A AR, D ERIA R BESE F root 45 3L 615k
wE, Hadnr.

[root@linuxprobe ~]# reboot

4. poweroff ff &

poweroff 7T T X R %Ge, HAEN poweroff,
ZAiA 5 reboot T AHIE], HLI I KA AF IR A AR, KRN R root B GUA
ARG, HAar S

[root@linuxprobe ~]# poweroff

5. wget @4

weet fir & HI TEL S R RS, A% “weet [Z8] T ML

WREERA Linux REERE B, HATAE TifF—T weet i S MS UL EMEM, K5
BN FHEAEREERIAT, DA EQ TR, JHHE EZE L UF# Linux REAECES
BT, TLASEREEAR TR ARG E TR G PR TR A SRR . R 2-5 B weet T
RIS RS EBITER

#* 2-5 wget fr SHISHARAEH
S8 1ER

-b Ja B R
-P P EEEE H R
-t IR RZEAREL
-c Wi ri it
-p TEOTE N ITA R, ARE R P
-r BT

SR wget v WA B IIRCE R AP AR B EOR pdf A= S0, X3
By SEHE B A5 M http://www.linuxprobe.com/docs/LinuxProbe.pdf, $AAT1Z% v 4 5 19 T i 8UR:
I

[root@linuxprobe ~]# wget http://www.linuxprobe.com/docs/LinuxProbe.pdf
--2017-08-24 19:30:12 -- http://www.linuxprobe.com/docs/LinuxProbe.pdf

Resolving www.linuxprobe.com (www.linuxprobe.com)... 220.181.105.185
Connecting to www.linuxprobe.com (www.linuxprobe.com) [220.181.105.185]:80...
connected.

HTTP request sent, awaiting response... 200 OK

Length: 45948568 (44M) [application/pdf]
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Saving to: ‘LinuxProbe.pdf’

100% [ >] 45,948,568 32.9MB/s in 1.3s

2017-08-24 19:30:14 (32.9 MB/s) - ‘LinuxProbe.pdf’ saved [45948568/45948568]

Rk, M weet ar2 89T 2 www.linuxprobe.com X3 P ) BTG T 080G LA &
S, T ESEES H MR Y AL N — 44 8 www.linuxprobe.com A H P, AT
YEH)fiT4 A wget -1 -p http://www.linuxprobe.com, ZAr4 AIHATEE AT,

[root@linuxprobe ~]# wget -r -p http://www.linuxprobe.com
--2017-08-24 19:31:41-- http://www.linuxprobe.com/

Resolving www.linuxprobe.com... 106.185.25.197

Connecting to www.linuxprobe.com|[106.185.25.197]:80... connected.
HTTP request sent, awaiting response... 200 OK

Length: unspecified [text/html]

Saving to: 'www.linuxprobe.com/index.html'

.................. BHE NI TR e
6. psfd
ps A TAR RGP IFRERE, 2N “ps [0,

P ERE TR — R T A S AR — T —— B A X A Z i E, XEA
Bk H, X2 Iiid w2 ps ar 55 3 mAVEIEAFEOREICA, RIS 5
AN MR S5 BERRARRT B Y PID 55, ps #r4-(9H WS EA B A/EHTANER 2-6 iR .

#* 2-6 ps B LHISHLUIKIER
S8 1ER
-a TR R (AR HA T iR )
-u PP LR At A s
-x SR B P A s )

Linux RGEHZHEFTE LR, WERAER GHMAEEEN], Wal LR GEmTERE. 1E
Linux RGP, A 5 Fi WIGHERRIRAS , 050hisfT . sl Anl bl fseSiEi, HaA
& AT PR

> R (B17 ): HRIEEIETEEs TS aEFs

> S (HR#R): BERRALTIRIR A, RSO RE SCE RS S, U R %
RE.
> D ( REIHlf ): RN RS RS, BT kil fir S A GERH IR

> Z(E%): #Reg& b, HRERSKRAAE, HRCHRTEH waitd() RE0REL
Ja B IR AL
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> T (f21k ). #RWEEWE LGS 5 1RETT.

AT ps aux AT eI S F BIANR 2-7 FR EERRRAS, 3 2-7 th RS2 TR
WA, T ELIEH r s (AN E SO RE

*2-7  HRERE

%ME
USER | PID (%CPU oM VSZ RSS |[TTY|STAT|START| TIME COMMAND
o7 FH [
e R VLR i DU N N T
b1l i 0] bR S B e R I e o FE AL T A | AR |4 a Bl | PRt PO
=2 Ny Sany - N G4 h—) =
A |ID 5 |G AR | (PR 2ot RS [FWBsHTE] |CPU AYRSHE]
fiij& KB)
KB)
/usr/lib/sys
root 1 0.0 0.4 53684 7628 ? Ss 07 :22 ]0:02
temd/systemd
root |2 0.0 0.0 0 0 ? S 07:22 10:00 [kthreadd]
root |3 0.0 0.0 0 0 ? S 07:22 10:00 [ksoftirgd/0]
root |5 0.0 0.0 0 0 ? S<  107:22 ]0:00 [kworker/0:0H]
root |7 0.0 0.0 0 0 ? S 07:22 ]0:00 [migration/0]

.................. BRI IAEE

o d] @ AT E] 69, [ Linux RA T GALLA KEKXZ S, REX KX
Z R A A, REXFeab XZ AR A, 128 X Fosits X Z 82 T 45
o, BHEREE—/- (BT ) BT, 54 ps &4 TAKFLAK T MRS (-), Bt
5T BB A%, ps aux #9EET

7. top 5%

top fir & HH TSl ARG 2 5 R R A HFFE R, HAEN top.
top A YRR, AESSIAEMAR REIS 4R, AR EARE Linux PR “RILRRY
Windows {E55FHLER" . top A& AT ST N 2-6 7R .
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root@linuxprobe:~/Desktop - | &
File Edit View Search Terminal Help
top - 19:19:51 up 11 min, 2 users, 1load average: 0.01, 0.17, 0.19
Tasks: 519 total, 2 running, 517 sleeping, 0 stopped, 0 zombie
%Cpu(s): 1.1 us, 0.6 sy, 0.0 ni, 97.1 id, 1.1 wa, 0.0 hi, 0.0 si, 0.0 st
KiB Mem: 3869044 total, 900604 used, 2968440 free, 924 buffers
KiB Swap: 2097148 total, 0 used, 2097148 free. 278556 cached Mem
PID USER PR NI VIRT RES SHR S %CPU %ME TIME+ COMMAND
3331 root 20 0 1755192 234352 37700 S 138.4 6.1 1:15.85 gnome-she+
3782 root 20 0 123920 1800 1068 R 6.0 0.0 0:00.03 top
1 root 20 0 53684 7612 2528 S 0.0 0.2 0:03.02 systemd
2 root 20 0O 0 [¢] 0SS 0.0 0.0 0:00.04 kthreadd
3 root 20 0 0 [¢] 0SS 0.0 0.0 0:00.08 ksoftirqgd+
5 root 0 -20 0 [¢] 0S 0.0 0.0 0:00.00 kworker/0+
7 root rt ¢] [¢] 0 0SS 0.0 0.0 0:02.05 migration+
8 root 20 0 0 [¢] 0SS 0.0 0.0 0:00.00 rcu_bh
9 root 20 0 0 [¢] 0SS 0.0 0.0 0:00.00 rcuob/0
10 root 20 0O 0 €] 0SS 0.0 0.0 0:00.00 rcuob/1
11 root 20 0 0 [¢] 0SS 0.0 0.0 0:00.00 rcuob/2
12 root 20 0 0 €] 0SS 0.0 0.0 0:00.00 rcuob/3
13 root 20 0 0 €] 0SS 0.0 0.0 0:00.00 rcuob/4
14 root 20 0O 0 ¢] 0SS 0.0 0.0 0:00.00 rcuob/5
15 root 20 0 0 [¢] 0SS 0.0 0.0 0:00.00 rcuob/6
16 root 20 0 0 ¢] @S 0.0 0.0 0:00.00 rcuob/7
17 root 20 0O 0 €] 0S 0.0 0.00 0:00.00 rcuob/8 y

Kl 2-6  top A HIIB T

TEE] 2-6 T, top AT HHATERATHT 5 A7 N RGURIARIGTHE R, HErURRE ST .

> AT RGRHE] GBATIE] BSRANRE, RGN (=ARUES B 1 R, S
SYER 1S BN R, KRN A ).

> M 24T ERRAE. IBATTPROERRE . RN SRR . kA ERR A . SRR
e

> 34T P HIBHIRE A . RGNS IR 3L B O S g AR R R
B, 2 WEBEIE A o HAE

% 3ATPKIEN A CPU KIEF LB o EX B 5, Flde “97.11d" ShE5H
97.1%% CPU & B EFRLETER,
> 41T, WENARE . NEAHE . WP HE . B NEZAR NI,
> 5 SAT: ERINAE B BIINAEE i BRI R DRIk A7
8. pidof f§ %
pidof A2 F T A5 E IR 5 HEFERY PID (8, #X0 “pidof [Z50] RS &K1

RN S (PID ) JEME—0, PRIl LI PID S X4 ARl e . ot
Al LUE AT iy 2SR A AL L sshd R 55 F2FH) PID:

[root@linuxprobe ~]# pidof sshd
2156

9. kil &<

kill A4 T ARS8 2 PID RS dEfE, #&Coh “kill [Z%0] [##E PID]”.
PRk, FAEH kil A 248 i pidof Ay 22 (Y PID AU R 45, Hidy
AT RS o X AR 5O R 25 ) o il 45 1 sshd IR %5 .
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[root@linuxprobe ~]# kill 2156

10. killall i34

killall 4> HI T2 (- 5ANE5E 24 PRI IR 55 B 0 I A 4 R, A0k “killall (240 [k
AR

HHRYE, EAEARIRS B AT 2R NE Dy 4R B 55, SRS 85X
SEPERR 2 URRRIGT, LS AT LUEHT Killall 4 KA A A RS B Pl A A it e . T
1A httpd fiz s RE/P B, REEHRH IR . T RHEL7 REEEINBA 223 httpd k55 7%
P, R R A PR R A th 2R AT, S22~ TSR A 2 R Sk

[root@linuxprobe ~]# pidof httpd
13581 13580 13579 13578 13577 13576
[root@linuxprobe ~]1# killall httpd
[root@linuxprobe ~]# pidof httpd
[root@linuxprobe ~]#

do R BAVE R AL T PAT— N4 G R FIEE, TR AT Cul+C 4
abt (AFRBEPIERE R e — AN bedest), ZHF IO 4eidtiE, R4,
o A e A AT B R A B B B AR B, BenBlE AN, T
ABERAT A ER BRI E—ANEEF, THGLEENRGE & RIAT,

2.4 RERHENBS

VEN—ZBH R Ia e N 5L AR B E R S 1A Linux Ik 55 &%, TR R AR Linux
RGBATIREHIRES), I TORSB IR S MR IML . RN RG0S WA
O R HA SRR | P OBFHER | A S PATIC  L SRAR S B A O A & BT D7k
XA ARSI, BT EEE O], IR

1. ifconfig fp %

ifconfig 74 T AREUM R ACE S MR R, #0h “ifconfig [FIZXBAT] (B4

fliH] ifconfig i 4R ATFH AL L 1T 19 R BC &5 ZOIRSSF(F B, S 324 7 0t
JEMRAFR, inet ZHUSHIEY IP Mtk | ether 280U IR MR Y EHnE (PR MAC #ihk ),
AR RX TX AR 5 A s B i RO St (B R IROImRLAS iR BN A ):

[root@linuxprobe ~]# ifconfig

enol6777728: flags=4163<UP,BROADCAST, RUNNING,MULTICAST> mtu 1500
inet 192.168.10.10 netmask 255.255.255.0 broadcast 192.168.10.255
inet6 fe80::20c:29ff:fecd4:2409 prefixlen 64 scopeid 0x20<link>
ether 00:0c:29:c4:a24:09 txqueuelen 1000 (Ethernet)
RX packets 36 bytes 3176 (3.1 KiB)
RX errors 0 dropped 0 overruns 0 frame 0
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TX packets 38 bytes 4757 (4.6 KiB)
TX errors 0 dropped 0 overruns 0 carrier 0O collisions 0

lo: flags=73<UP,LOOPBACK, RUNNING> mtu 65536
inet 127.0.0.1 netmask 255.0.0.0
inet6 ::1 prefixlen 128 scopeid 0x10<host>
loop txqueuelen 0 (Local Loopback)
RX packets 386 Dbytes 32780 (32.0 KiB)
RX errors O dropped 0 overruns 0 frame O
TX packets 386 Dbytes 32780 (32.0 KiB)
TX errors 0 dropped 0 overruns 0 carrier 0O collisions 0

2. uname @t %

uname i H T AR RRNEE REMAEFFLR, #3308 “uname [-a]”.

FE(fFH uname A4, —ESsEEHEEC T -a SHORCRMA R YT RE N NEZEAFR . £
PL& . WARZRATIRA . 94 . RGNS E]  BEPFAA PR SR | ARERAR R DL KR E R G4
PRAE(R R

[root@linuxprobe ~]# uname -a
Linux linuxprobe.com 3.10.0-123.el17.x86_64 #1 SMP Mon May 5 11:16:57 EDT 2017
x86_64 x86_64 x86_64 GNU/Linux

iy —$, WA R MRS HEAE R, WFHEAE redhat-release X, Har
AL AR B E5 AR

[root@linuxprobe ~]# cat /etc/redhat-release

Red Hat Enterprise Linux Server release 7.0 (Maipo)

3. uptime 5%

uptime H FAF RGN TG E, #2h uptime,

uptime 4> FLIRFE, BRI LR /R /1RGN E . REC BT 5 HZ i
SAEB AR R PR EERS R R G AERIT 1 535k, 5408k 15 S8 N R T
e CTF AL 5 S ), MRy, REAEREN 1|, FEA7 R hAZE
o5,

[root@linuxprobe ~]# uptime
22:49:55 up 10 min, 2 users, load average: 0.01, 0.19, 0.18

4. free 45

free HI T s AT RGP NAAIMERAEE, %208 “free [-h]”7.

AT HIE Linux RGEALHGEIEFER M ARG, 12 4E N 535 ZE 2O E AR
TEIH] free 4], AT LAZS (] -h S8 5 AE A7 30 i 2 1A A7 B Sl T A5 L
e 2-8 P AAEX it VA F il AT free -h ind 25 W N AE B, W BRI, Wil
SR SCERRAEE AFTHIBIN R, S PRk A A A S RO R

[root@linuxprobe ~]# free -h
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%28 HIT free -h S REMLEE
BER | oo | opg | BERE | RAEE | &6
=) HAFE | IAFEER NEFE
total used free shared buffers cached
Mem 1.8GB 1.3GB 542MB 9.8MB 1.6MB 413MB
-/+ buffers/cache 869MB 957MB
Swap 2.0GB 0 2.0GB

5. who fi&

who AT EEYLRPEA TP ZmfE R, #h “who [Z407,
AR BT LR s A IR AR SR ASHL P B A AR A AR T IEAE T A 1Y)
Qﬂlﬁﬁ =P l_no %‘:Z 2- 9}:T)?Z|ﬂj‘jj:}"[/fj‘ who g ?}:E{Jéd:%

[root@linuxprobe ~]1# who
#+ 29 1T who & RuZE
BEXRMAP A Linig BRI RS AT
root :0 2017-08-24 17:52 (:0)
root pts/0 2017-08-24 17:52 (:0)

6. last 5%

last fir & I T A F A RGPS I, A8 “last (B4,

fd ] last A% AT LA & B AL SR id 5% 1E' &, TIXLEFE AR EIAD\I#FE’J%EU%
HIERGE, HUILRE T LRSS HXT N A AT TOT AN E Rl L i i Hh A5 BT
FIW R GA THCE AR

[root@linuxprobe ~]# last

root pts/0 :0 Mon Aug 24 17:52 still 1logged in
root :0 :0 Mon Aug 24 17:52 still logged in
(unknown :0 :0 Mon Aug 24 17:50 - 17:52 (00:02)
reboot system boot 3.10.0-123.el7.x Tue Aug 25 01:49 - 18:17 (=7:-32)
root pts/0 :0 Mon Aug 24 15:40 - 08:54 (7+17:14)
root pts/0 :0 Fri Jul 10 10:49 - 15:37 (45+04:47)
.................. ARG FAR B

7. history 5%

history 74 FH T Bn Dl P Tl 4, #5308 “history [-¢]7.

history iy & N 1Z SN E B T B A2 o $UAT history Aé‘ﬁ%ﬂ%m%’uﬁﬁﬁﬁ)ﬂ TEA T AL
HH T AL 1000 Z5fi A ic sk . HARTEAE 1000 AEH, Tu Efﬁx/etc/prome SCHHR
HISTSIZE A5t {E ., 7E{HH history A4, QERAHFH-c SH00 &35 28 A a4 D7 il sk .
WRTUAEH 1B 2Ok EE BUT R — R4, B2, hlstory i & AR AT R
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DUk SRR ETT R

[root@linuxprobe ~]# history

1 tar xzvf VMwareTools-9.9.0-2304977.tar.gz
2 cd vmware-tools-distrib/

3 1s

4 ./vmware-install.pl -d

5 reboot

6 df -h

7 cd /run/media/

8 1s

9 cd root/

10 1s

11 cd VMware\ Tools/

12 1s

13 cp VMwareTools-9.9.0-2304977.tar.gz /home
14 cd /home

15 1s

16 tar xzvf VMwareTools-9.9.0-2304977.tar.gz
17 cd vmware-tools-distrib/

18 1s

19 ./vmware-install.pl -d

20 reboot

21 history

[root@linuxprobe ~]# !'15

anaconda-ks.cfg Documents initial-setup-ks.cfg Pictures Templates
Desktop Downloads Music Public Videos

i A A SRR B P R H 5 Y bash_history X, Linux 2GS () TF
Sk B SCPF AR R SRR SO, X B SO R 2RO R MR S5 SC, TR cat s A& H SO/
WA

[root@linuxprobe ~]# cat ~/.bash_history

BT P AEAHL AT AY Linux 64 D5 LIgg G 8, AT a4

[root@linuxprobe ~]# history -c

8. sosreport i %

sosreport 4 T RGEHC B XA {E SO 2 W SCr, #83XCh sosreport.

M Linux Z50HBIRRT 2 R AR SR A G, K EEH R e il X A 2ok i
PSE R G IR IR S IO R, DUMELROR SCRe A D BB I R i e — 28 /Nl L, IR
SO ATTRERERT T AR RS i el AN I AE AR R, IR R O A Y SR 4
SCPERL RS, 4 H R b S BAR SC R N BRI T

[root@linuxprobe ~]# sosreport

sosreport (version 3.0)

This command will collect diagnostic and configuration information from
this Red Hat Enterprise Linux system and installed applications.

An archive containing the collected information will be generated in
/var/tmp and may be provided to a Red Hat support representative.
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Any information provided to Red Hat will be treated in accordance with
the published support policies at:

https://access.redhat.com/support/

The generated archive may contain data considered sensitive and its
content should be reviewed by the originating organization before being
passed to any third party.

No changes will be made to system configuration.
Press ENTER to continue, or CTRL-C to quit. A B B ERBIAKER 2

Please enter your first initial and last name [linuxprobe.com]: ItAbEIEHEIZERBGIAENSES
Please enter the case number that you are generating this report for: Itk4ba & El

ERBINENES

Running plugins. Please wait ...

Running 70/70: yum...

Creating compressed archive...

Your sosreport has been generated and saved in:

/var/tmp/sosreport-linuxprobe.com-20170905230631. tar.xz
The checksum is: 79436cdf791327040efded48c452¢c6322
Please send this file to your support representative.

25 I{EERNESS

TAEHSRAR R P S BIE R G TR A7 . i T TAE H SR 220 RGAFAEES AR C
AR, RIS 6 B PRaUbipix ol r N A . B A 1 — T X BB SC g BT
WERARRETE R FERWIA KR, H3E Linux REMMPURR KR, 0w N R
RRPIXA—Bei ]

1. pwd # &

pwd A T s P SRR TAEH 5%, #8208 “pwd [EEH]”.

[root@linuxprobe etcl# pwd
/etc

2. cd@md

cd A8 T TAEBRAZ, #8300 “cd [HHRBFR] .

XA A N 2SR I A—A™ Linux 74 7o nTLLGELS od avAid . 2 35 e 348 [H]
MITAEE S BRTH WA H s s, BnT RIS “od -7 fr4-iR 13—k frkb i B 5%,
i “cd.” fHEA EFESE, DKM “cd ~" @A UHERRYRTH P FE B, el
“cd ~username” YIHRENHAWH A Z H ¢, Flan, FTLMER “cd 427 B9 /etc H
S

[root@linuxprobe ~]# cd /etc

IRERYTEER, AT T ik ar & Y52 bin H &
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[root@linuxprobe etcl# cd /bin

sy, ZRWE E—kayHS (Bl/ete H3t), AlHATIIT A4

[root@linuxprobe bin]# cd -
/etc
[root@linuxprobe etcl#

B AT L T 1A i DO DB P B2 H %

[root@linuxprobe etcl# cd ~
[root@linuxprobe ~]#

3. Is&d

Is AT H T Ros HRh iSCPHE R, #eaO “Is [ [0 7.

PR T AR H SRR, ST T A H 3N RS E WA I 1s fi i “-a” Z2H0R
B RSt CRUEERORSCPE ), [ “-17 SRT AR SRR YE . R/ PEEAE o KX
PIANZRCES Z )5, FHAT 1s A4 BRIl &5 2157 H 5% 09 A SOPF i sk 26 300 9 1
R

[root@linuxprobe ~]# 1ls -al

total 60

dr-xr-x---. 14 root root 4096 May 4 07:56 .

drwxr-xr-x. 17 root root 4096 May 4 15:55 ..

—rW-—————— .1 root root 1213 May 4 15:44 anaconda-ks.cfg
—rw--————--- 1 root root 957 May 4 07:54 .bash history

-rw-r--r--. 1 root root 18 Dec 28 2013 .bash logout
-rw-r--r--. 1 root root 176 Dec 28 2013 .bash profile
-rw-r--r--. 1 root root 176 Dec 28 2013 .bashrc
drwx--—---- 10 root root 4096 May 4 07:56 .cache
drwx—-—---- 15 root root 4096 May 4 07:49 .config
—Irw-r—-r—- 1 root root 100 Dec 28 2013 .cshrc
drwx------ 3 root root 24 May 4 07:46 .dbus
drwxr-xr-x. 2 root root 6 May 4 07:49 Desktop
drwxr-xr-x. 2 root root 6 May 4 07:49 Documents
drwxr-xr-x. 2 root root 6 May 4 07:49 Downloads
—rW-—————— 1 root root 16 May 4 07:49 .esd_auth
“rw--————-- 1 root root 628 May 4 07:56 .ICEauthority
—rw-r—--r-- 1 root root 1264 May 4 07:48 initial-setup-ks.cfg
drwx------ 3 root root 18 May 4 07:49 .local
drwxr-xr-x. 2 root root 6 May 4 07:49 Music
drwxr-xr-x. 2 root root 6 May 4 07:49 Pictures
drwxr-xr-x. 2 root root 6 May 4 07:49 Public
-rw-r—--r--. 1 root root 129 Dec 28 2013 .tcshrc
drwxr-xr-x. 2 root root 6 May 4 07:49 Templates
drwxr-xr-x. 2 root root 6 May 4 07:49 Videos
“rw--————--— 1 root root 1962 May 4 07:54 .viminfo

ISR B R EE R, WS EASNRIN—-d 280 filan, mIRam T ar AR
fetc FSRIALER S @ ELS B -

[root@linuxprobe ~]# 1ls -1d /etc
drwxr-xr-x. 132 root root 8192 Jul 10 10:48 /etc
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26 MAMHRESS

AT LA NI SE 2], 3 RO EE AR SR T U0 TAR B 3 SO SO g8 37 i
Linux REEH “—UIAGRICHE”, G 55 2 e 2R TIC B 1 AR it 2 A A e A C 3
RAREA LR A ) R GE IR 55 FOTC & SCHF, IRLUS ARl A 2O 1o AR L
FHTAEB RN EN S BT ER IR AL, NI E% 4 #15 Shell
JEIA R 2R — P

1. catfpd

cat i I T AR LSRN (NEEDH)), 18N “cat [EIH] 1],

Linux REHHZ AT ERICRNEN @S, BOmSA A SRR, XA cat
AT e I T A N AR B Al SO SR o cat 3 i 2 WAREFIC , A cat 7R P2 Al
AR, VIR AR R R/ - AT AR e

WRTEAT SR WA BT TSR0, AYITE cat A HEIEA—1-n 24

[root@linuxprobe ~]# cat -n initial-setup-ks.cfg
1 #version=RHEL7
2 # X Window System configuration information
3 xconfig --startxonboot
4
5 # License agreement
6 eula --agreed
7 # System authorization information
8 auth --enableshadow --passalgo=sha512

9 # Use CDROM installation media
10 cdrom
11 # Run the Setup Agent on first boot
12 firstboot --enable
13 # Keyboard layouts
14 keyboard --vckeymap=us --xlayouts='us'
15 # System language
16 lang en US.UTF-8

.................. )| TR = S S

2. more \r %

more 12 T A F 4 U (NERZH)), #28 “more [BEII]SCIF” .

W B R R R /MR R KBS E SCH:, B4 /Ml i B AES T .
hp—BAEH cat Ay PR R SCAR N, (5 BLSTER 4 LU BIR , S8 Ol ks
KMER, NARCERE T BIHXFRESCRNE, P H more iy A R4AH . more i
Ao te s N E o B ORI R AT B T 20N %S . B8 nT LA 28 4l ] 4=
R BT

[root@linuxprobe ~]# more initial-setup-ks.cfg
#version=RHEL7
# X Window System configuration information
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xconfig --startxonboot

# License agreement

eula --agreed

# System authorization information
auth --enableshadow --passalgo=shabl2
# Use CDROM installation media

cdrom

# Run the Setup Agent on first boot
firstboot --enable

# Keyboard layouts

keyboard --vckeymap=us --xlayouts='us'
# System language

lang en US.UTF-8

ignoredisk --only-use=sda
# Network information

network --bootproto=dhcp --device=enol6777728 --onboot=0off --ipvé=auto
network --bootproto=dhcp --hostname=linuxprobe.com
3. head 7%

head fir & T & F S SCR SR BRT N A7, #8300 “head [EI1] [SCHF]7,
TEBBESCR NI, WEELU R IE 245 MK B R AL T B 58883 i A8
AR SORHHT 20 fTHINE, ZEATME? head i IR LI T -

[root@linuxprobe ~]# head -n 20 initial-setup-ks.cfg
#version=RHEL7

# X Window System configuration information

xconfig --startxonboot

# License agreement

eula --agreed

# System authorization information
auth --enableshadow --passalgo=sha51l2
# Use CDROM installation media

cdrom

# Run the Setup Agent on first boot
firstboot --enable

# Keyboard layouts

keyboard --vckeymap=us --xlayouts='us'
# System language

lang en US.UTF-8

ignoredisk --only-use=sda

# Network information

network —--bootproto=dhcp --device=enol6777728 --onboot=off --ipvé=auto
[root@linuxprobe ~]#

4. tail %

tail i TAF LR SCR B JG N ATERFZERET AN 2, #8200 “tail (I [3CFF]7 .

65



{Linux FLiZIXA%Y — M) Linux 24052018 RHCE A UE % 2 5 = Fh4E

AT REIA 2SI B 53 Sh—FIE L, EINTREAR SCRNE TG 20 17, XIS 2 5]

tail f72 T o tail A2 HIEAE 755 head fr 2 AEWAHML, HFFEHAT “tail n20 XHZ” w4
AT LUK B AL ROR . tail Ay ol PR A T RE %Tu%#étfﬂ%ﬁﬁ#/\I#FEWﬂﬁ 24 AH B S
BB TOH H B SO, XERA T, a8 “tail -f U447

[root@linuxprobe ~]# tail -f /var/log/messages

May 4 07:56:38 localhost gnome-session: Window manager warning: Log level 16:
STACK_OP_ADD: window 0x1e00001 already in stack

May 4 07:56:38 localhost gnome-session: Window manager warning: Log level 16:
STACK OP ADD: window 0x1e00001 already in stack

May 4 07:56:38 localhost wvmusr[12982]: [ warning] [Gtk] gtk disable setlocale()
must be called before gtk init ()

May 4 07:56:50 localhost systemd-logind: Removed session cl.

Aug 1 01:05:31 localhost systemd: Time has been changed

Aug 1 01:05:31 localhost systemd: Started LSB: Bring up/down networking.

Aug 1 01:08:56 localhost dbus-daemon: dbus[1124]: [system] Activating service
name="'com.redhat.SubscriptionManager' (using servicehelper)

Aug 101:08:56 localhost dbus[1124]: [system] Activating service name='com.
redhat.SubscriptionManager' (using servicehelper)

Aug 1 01:08:57 localhost dbus-daemon: dbus[1124]: [system] Successfully activated
service 'com.redhat.SubscriptionManager'

Aug 1 01:08:57 localhost dbus[1124]: [system] Successfully activated service '
com.redhat.SubscriptionManager'

5 tragd

tr 74 TR SCAR SR I 7AF, 08 o R [HAR T
f TRZ e, FA VAR B PR R SO P g —SE3RlE, ECE A SOR N AR A T

e, WSS T TR, MEGR TR AR, JUHR T 2 AL B R A N A, 2R T T
JEAISL X, AT cat Ar IR ARAL B SCA, ARG I AEEAT (TRILES 3 75)
FURBE SR N EALTR LY tr A S PEA TR RIAT o (o, JEIEAS SOR N 28 TP B B S0 Al i i
IPNCH
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[root@linuxprobe ~]# cat anaconda-ks.cfg | tr [a-z] [A-Z]
#VERSION=RHEL7

# SYSTEM AUTHORIZATION INFORMATION

AUTH --ENABLESHADOW --PASSALGO=SHAS512

# USE CDROM INSTALLATION MEDIA

CDROM

# RUN THE SETUP AGENT ON FIRST BOOT
FIRSTBOOT --ENABLE

IGNOREDISK --ONLY-USE=SDA

# KEYBOARD LAYOUTS

KEYBOARD --VCKEYMAP=US --XLAYOUTS='US'
# SYSTEM LANGUAGE

LANG EN _US.UTF-8

# NETWORK INFORMATION

NETWORK --BOOTPROTO=DHCP --DEVICE=ENO16777728 --ONBOOT=OFF --IPV6=AUTO
NETWORK --HOSTNAME=LOCALHOST.LOCALDOMAIN

# ROOT PASSWORD
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ROOTPW --ISCRYPTED $6$PDJJF42G8C6PL069SII.PX/YFAQPOOENW2PATMOMKJILYOAE2ZJIMZ2UZJ7
BH3UO40WTR1 .WK/HXZ3XIGMZGJPCS/MGPYSSOI8HPCT8B/

# SYSTEM TIMEZONE

TIMEZONE AMERICA/NEW YORK --ISUTC

USER --NAME=LINUXPROBE --PASSWORD=$6$A9V3INSTNBWEIR7DS$JEGFYWBCDOOOKJ9SODECCDO.
ZLF40SH2AZ2SS2R05B6LZ2A0V2K . RJWSBALL2FEKQVGF6400A/TOK6J. 7GUTO/ —--ISCRYPTED --
GECOS="LINUXPROBE"

# X WINDOW SYSTEM CONFIGURATION INFORMATION

XCONFIG —--STARTXONBOOT

# SYSTEM BOOTLOADER CONFIGURATION

BOOTLOADER --LOCATION=MBR --BOOT-DRIVE=SDA

AUTOPART --TYPE=LVM

# PARTITION CLEARING INFORMATION

CLEARPART --NONE --INITLABEL

%PACKAGES

@BASE

@CORE
@DESKTOP-DEBUGGING
@DIAL-UP

@FONTS
@GNOME-DESKTOP
@GUEST-AGENTS
@GUEST-DESKTOP-AGENTS
@INPUT-METHODS
@INTERNET-BROWSER
@MULTIMEDIA
@PRINT-CLIENT

@X11

SEND

6. wetd

we A TSR E SR BIITRC, 78, 7098, O “we (B8] SR

FERFAERAE IR, A )2 A B A3 5, X P 220K Linux
ARG we TS TS SORBITEL, 8 7B, Wy T8 A g S irER],
QAT RIGARE At G o, JCMiEEse 1R st 2.

we HIZEL BARRE BFE RTINS 2-10 s

%210 we HIB MU R AER
B 8
1 EERRET
. R A
c R

7E Linux REEH, passwd B TORAE RS (5 B SCHE, B SR gh A 204
AL, AT w2k BEA T AL, AR AT -

[root@linuxprobe ~]# wc -1 /etc/passwd
38 /etc/passwd
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7. stat@pd

stat 774 T2 B SO B (5 B AT AR B, #5208 “stat SCHRAFR” S
stat 4> A DL T&F SCHFRIAEAA (R BRI [ 5545 5., 74> stat anaconda-ks.cfg 23 R i1

SO = FREPIRZS ( EINAE ): Access . Modify . Change. i gﬂ‘HTIEﬂE’JL%J/HTTEE’J touch

W17

AT AR A -

[root@linuxprobe ~]# stat anaconda-ks.cfg

File: ‘anaconda-ks.cfg’

Size: 1213 Blocks: 8 IO Block: 4096 regular file

Device: fd00h/64768d Inode: 68912908 Links: 1

Access: (0600/-rw-—-—----- ) Uid: ( 0/ root) Gid: ( 0/ root)
Context: system u:object r:admin _home t:s0

Access: 2017-07-14 01:46:18.721255659 -0400

Modify: 2017-05-04 15:44:36.916027026 -0400

Change: 2017-05-04 15:44:36.916027026 -0400

Birth: -

11
LB

8. cutepd

cut A I THE “F1” FRECORTAY, A8 “cut [BH] CKR”.

7E Linux R0, QaER RO AU B, BRI X s T N . — i
, AT T AT EORSEBCEE R LR R Y, HRT EB A B RS R AT (R
YR, NMUEM-f ZECRCETFERNIEL, BT EMAH-d SEORBE RS

passwd FEGRATH P B S B, HUP (S B IR —IUEZ DR B SR mIRR Y, Ti??@aﬂ]ﬁ‘iﬁﬂ

ik

AR SRR passwd SCIFHRESHIP AR R, RIMEBUAE 5 () ARIBEAT S i —S N7 .
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[root@linuxprobe ~]# head -n 2 /etc/passwd
root:x:0:0:root:/root:/bin/bash
bin:x:1:1:bin:/bin:/sbin/nologin
[root@linuxprobe ~]# cut -d: -fl /etc/passwd
root

bin

daemon

adm

1p

sync

shutdown

halt

mail

operator

games

ftp

nobody

dbus

polkitd

unbound

colord

usbmuxd

avahi

avahi-autoipd

libstoragemgmt
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saslauth
gemu

rpc
rpcuser
nfsnobody
rtkit
radvd

ntp

chrony
abrt

pulse

gdm
gnome-initial-setup
postfix
sshd
tcpdump
linuxprobe

9. diff &

diff fp 2 T R A ORI 22 5, #6h “diff (B8] X

FEA T diff iy 2B, AT LA --brief SHCRBIAPIA SCHR G, B 7T LU#EH-c 2
BORTVEAN L 2 SCHE 22 5 2 Ak, xRSO R S e B A S shas . fltm, o
i cat 724y I E diff A.txt Al diff B.txt SCEFRINZES, SRIE TG

[root@linuxprobe ~]# cat diff A.txt
Welcome to linuxprobe.com

Red Hat certified

Free Linux Lessons

Professional guidance

Linux Course

[root@linuxprobe ~]# cat diff B.txt
Welcome tooo linuxprobe.com

Red Hat certified
Free Linux LeSSonS
I1777777 e 11771777
Professional guidance
Linux Course

B FORAEH diff --brief fiy4 on HAE ISESH,  HIWT SO AR -

[root@linuxprobe ~]# diff --brief diff A.txt diff B.txt
Files diff A.txt and diff B.txt differ

R A - SEU diff a2 Rk SCrF N S BRI AR TH] -

[root@linuxprobe ~]# diff -c diff A.txt diff B.txt
*x* diff A.txt 2017-08-30 18:07:45.230864626 +0800
--- diff B.txt 2017-08-30 18:08:52.203860389 +0800

*hkkkhkkkkkkkkkkkk

* k x 1,5 * Kk K

! Welcome to linuxprobe.com
Red Hat certified

! Free Linux Lessons
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Professional guidance

Linux Course

-— 1,7 —-——-

! Welcome tooo linuxprobe.com
!

Red Hat certified

! Free Linux LeSSonS
VLI /1117777
Professional guidance

Linux Course

2.7 NHBEREEHO

HECA L, FA1%2) Linux ar &t R7e s 9ok, BRI L e A/ AR, H
HERFMAN N LA SR T o 78 Linux R HWIBLETAED, 0575 ZERX SR
ek, ZHL 0. A SRR

1. touch &%

touch 4> H TR EEZS F SO el & SCAF TR, 480 “touch [3E1] [3C14]7 .

TEREE2ZS I SCAR SCHE T THT, 53X touch A AH Y TiHE, fai 4 2% A D ELA Lk
e, touch linuxprobe fiy4 Al LAGIE H —~44 4 linuxprobe )5S [ SCAR SO Xt touch fiy
Aok uE, AOMERE AR R BRI 1R B SO N A B SR B ( mtime ). SCERAC PR 588t
RSP TE] ( ctime ) 5 SCHFAGEEERIN ] (atime ) . touch iy BYSE M HAE Wi 2-
11 7R o

*2-11 touch LS R EER
Y 3
-a {UEE “{EEE]” (atime )
-m Bk “tEekhdE” (mtime )
-d [RIEHE L atime 5 mtime

ROk, FATEM 1s A &2 E — S FBEUIRTE], SRR ESOX S, fe i touch
i AU ) SCPFm TS BB S BRI (TRZ BRI A TE ).

[root@linuxprobe ~]# 1ls -1 anaconda-ks.cfg

—rW-—————— . 1 root root 1213 May 4 15:44 anaconda-ks.cfg

[root@linuxprobe ~]# echo "Visit the LinuxProbe.com to learn linux skills" >>
anaconda-ks.cfg

[root@linuxprobe ~]# 1ls -1 anaconda-ks.cfg

—rW-—————— . 1 root root 1260 Aug 2 01:26 anaconda-ks.cfg

[root@linuxprobe ~]# touch -d "2017-05-04 15:44" anaconda-ks.cfg
[root@linuxprobe ~]# 1ls -1 anaconda-ks.cfg

—IW--———-—- . 1 root root 1260 May 4 15:44 anaconda-ks.cfg

2. mkdir &%

mkdir TR 2 AR H 3¢, 08 “mkdir (B9 @37
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7E Linux REEH, U R WA SRR — . BR T RERIEE 2 H H %4h, mkdir
b AT LAZE 5 -p ZHORIBINBIE I A S S Z RS H %

root@linuxprobe ~]# mkdir linuxprobe
root@linuxprobe ~]# cd linuxprobe
root@linuxprobe linuxprobel# mkdir -p a/b/c/d/e
root@linuxprobe linuxprobel# cd a
root@linuxprobe al# cd b

[
[
[
[
[
[root@linuxprobe b]#

3. cpwE

cp A TR RIS A3, N “op [T WL HARSCH.

RGN A HIBRVERZABE A, 7F Linux 2500, S HIERERARS R 3 G .
> W EAR SR ESE, WS SCERE Hl 2% H sk

> R AR SRS S, SR R R

> MR EARSCHEAAEAE, WHRAT IE 5 1 52 il 44

cp A IS BUHAE I 2-12 Fs.

% 2-12 cp LSRR EERA
S8 3|
-p PR B8 SR SO s
-d RGN CBEESCIET, WIGRERIZ “BERSCHE” JE
-r IR E S (HTH)
-1 A FBR SO AL )36 0 2 75 2
-a Y Topdr (p. d. r N EERSED

TR, HH] touch QIE—>44 ) install log HYEE 2 3, MR E G —1h 4 0
x.log MR ICME, FarHEH] 1s fir & 2AF H P RSt

[root@linuxprobe ~]# touch install.log
[root@linuxprobe ~]# cp install.log x.log
[root@linuxprobe ~]1# 1s

install.log x.log

4. mvHe

mv iy T BT S Faehs SCPF A, A%y “my [EE0T] OCHE [ FAREAR BRI
STYMBAEATR T MR, POV E 2SO ER S, RO TS A SCfE . IR
TE R~ H A — SRR T B DI ERAE , St mo X HaE AT B i 44 -

[root@linuxprobe ~]# mv x.log linux.log
[root@linuxprobe ~]# 1s
install.log linux.log

&

5. rm 4y

rm A I IBRSCPFE H 5%, #8208 “rm [EET] SCHE”
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fE Linux REETMERSCIFRT, RGE2s BN G IS B2 HA TN BREAE, SRR
BRI E BME S, ATTE rm 45 B -f SEOREHRIMER . 7340, AHZMER—A~ H 5%,
T AR rm A2 S T — - ZECATT L, AN ER A, FoAT R 22 M ER AT 221 install.log
F linux.log 301

[root@linuxprobe ~]# rm install.log

rm: remove regular empty file ‘install.log’? vy
[root@linuxprobe ~]# rm -f linux.log
[root@linuxprobe ~]# 1s

[root@linuxprobe ~]#

6. dd %

dd 5% F TR E A/ VIV R SRR S i SCPF sl s, %0 “dd (B8

dd At — R R 2 H A R O — e S, BRERELE ] PR R R NI L
AR B S TR SCPF I 2 ORISR BE R ATT , 34 mT DAAE 52 b A e G P 2  Linux
RGP — D4 h/devizero BB SO, BRRIEIRE: AR E R T B e @R . N
XA L i RG2S 8], HAT IREETET TOR MR, P nT MR EAE D dd
A I ASCIE, SRA R — R KNS dd i RS RO TR 2-13 s o

#*2-13 dd <SR R AN
28 ER
if B AR S4B
of i S A
bs BEEAD R RN
count BEEEAH] BT i

BINFATHT LAHT dd % M /devizero B4 3K IUH —AN R/ S60MB BOEESE, SR
PRAFINA 9 560_file (SCHF. FERE TR, LURSUREREE BIEAL O/ SCE T

[root@linuxprobe ~]# dd if=/dev/zero of=560 file count=1 bs=560M
1+0 records in

1+0 records out

587202560 bytes (587 MB) copied, 27.1755 s, 21.6 MB/s

dd A2 PR AR T 52 i SO 4 T B AR AAR D GRS 28 DGRV E AR iso 4%
KBS, 7E Windows RGP EE I T4 =78 A GeME, (H7E Linux RG] ITEHE
{#H dd ARl CRR G, e AR R — AT 7 BIME Y iso 14

[root@linuxprobe ~]# dd if=/dev/cdrom of=RHEL-server-7.0-x86_64-LinuxProbe.Com.iso
7311360+0 records in

7311360+0 records out
3743416320 bytes (3.7 GB) copied, 370.758 s, 10.1 MB/s

F BRI 245 bs BN count AN CR, T2 —DMZEE R F kAT
file ke BN R (BIIRSR ) 2 — A EERIE, HIRBERAA] TR/ NRD bs A,
113 FHA) T B UKD count SR, /NITEEREIZ IR (TR TR ), WFEAEAT TR0 (bs B
KN 5 AT RERBIUEL (count BANEL) Z BTV, AJFBok, AT B A U0t
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#b ot LRI, bs 55 count #REHIRIGE A RAAR/N, HEREHLFOR, W HIEAH SR
:T:to

7. file 5%

file fr > F T &F SCIFERL, /AN “file XA,

£ Linux REH, HT3OR, Hok, W&SEITA RGOS, mFkiIsOARE
BT SR B SRR, X Il B file fiv R AE SCIFRAL T,

[root@linuxprobe ~]# file anaconda-ks.cfg
anaconda-ks.cfg: ASCII text
[root@linuxprobe ~]# file /dev/sda
/dev/sda: block special

28 HEERSEESS

TERZE L, AT M ) T 5 TR s SO, DU IR SCHARRN, 7 R A
FIREOLT , A4, N HEREE T WAITE Linux RGO ST TR Sk, LA
Lok P 5T SR SCA SO PR AL B 5 B L 7R U RGP TR 1 44 PRl
JE MR EE S AWRARA 3 K, (RHINRERILEE 2R HB AR Z , LK
BT AT RF

1. tar 5%

tar i XSO T TR R A sl 1, A&l “tar [R5 [SC14]”

7 Linux RGEH, # ILASCHR i 2, Hodh 2 H A2 tar o tar.gz % tarbz2 #5X, 8
AR OAS R Z A, S A AR Ef tar A2 AR o X TR A
EERIUNSE, DO ERFHR . tar fp 2SO HAEF IR 2-14 s

< 2-14 tar WS B REERA
SH 1EA
-c B4 S A
-x e T s S A
-t R R4 N A MR S
—y F Gzip FE4R sk &
-3 H bzip2 F48 5
-v 7R HE A0 B )
-f Hrci#
P PRER IR AR n AR 5w 1
-P it P2 %of AR K 4
-C B R H 5%

B, -« ZRONTRIRIRAE SN, -x SO0 TSN, NG PSSR0 BE R A o
HR, -z ZHERE M Gzip A% ARIEA SRS, - S E [ bzip2 MOk R47 sl
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FESCA o FH P ft FE S DO AR AR S %) i 8ok ke oy (o P A ks S S HIGHA T A R o FE A T L8k
JE 45 ol ff PR ERAERT, T RERRELAL TR /INGS, WURBR R — B A f s, & — Ty RG]
BRSO, 7 — S MBI T, IR R S H-v S50 P ARSI R R
AR R R, -C S T e 2 R R 8 E I H . - SERIEZ, BOai s
SRRSO, CREEA S R4 FR . Xt 2 i — i “tar -czvf 44
FR.tar.gz BFTERYH SR ar 045 2 0 SR TF T R4 ARRL AR R a2 0 “tar -xzvf JR46
WA tar.gz” . FEIRAPRE NS T RS 5 R EAE . e tar mr2-it/ete H Sl
it gzip M IATIT RS, IS 44 H ete.tar.gz:

[root@linuxprobe ~]# tar -czvf etc.tar.gz /etc
tar: Removing leading '/' from member names
/etc/

/etc/fstab

/etc/crypttab

/etc/mtab

/etc/fonts/

/etc/fonts/conf.d/
/etc/fonts/conf.d/65-0-madan.conf
/etc/fonts/conf.d/59-1iberation-sans.conf
/etc/fonts/conf.d/90-ttf-arphic-uming-embolden.conf
/etc/fonts/conf.d/59-1iberation-mono.conf
/etc/fonts/conf.d/66-sil-nuosu.conf

.................. 2 RS T U = S

BRI T S B 48 3048 B R E B root/ete B3P (Feflfi H mkdir 14344t
/root/etc H 3% ):

[root@linuxprobe ~]# mkdir /root/etc
[root@linuxprobe ~]# tar xzvf etc.tar.gz -C /root/etc
etc/

etc/fstab

etc/crypttab

etc/mtab

etc/fonts/

etc/fonts/conf.d/

etc/fonts/conf.d/65-0-madan.conf
etc/fonts/conf.d/59-1iberation-sans.conf
etc/fonts/conf.d/90-ttf-arphic-uming-embolden.conf
etc/fonts/conf.d/59-1iberation-mono.conf
etc/fonts/conf.d/66-sil-nuosu.conf
etc/fonts/conf.d/65-1-vligothic-gothic.conf
etc/fonts/conf.d/65-0-1ohit-bengali.conf
etc/fonts/conf.d/20-unhint-small-dejavu-sans.conf

.................. ) St R U S S

2. grep fi¥

grep v A H TAESCAR R B TR A 22, I R DE R A4S 52, #3h “ grep [339] [SC14]
grep M A IS B HAE I 2-15 s,
% 2-15 grep MBS R HIER
5% | 8
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-b BT AT 3 (binary ) SAESCARSCME (text ) RAEEK
-c IR EN R TEL

-i MR

-n Bfrs

-v S pt—— Al OCHR BAT

grep fr R ki) W SCRERILEE T H, BRAREZSE, (HRKSHEA LI
AF] Xl ZIFAE LSS T 1T 10 4ERYis 4 TAEMBRI A A0 )5 , AR B SRS “ %
PRSI XA SRR DR . W —2 1T B3R K HEEE R E “HARMNh2 T )2
I, MIABEXTORBTH ARG TEE R B2, IRl 22 A ke e AR dr=f o FRATTHE X B L
M HNSEG o SHAPR R REFE RN v SEHTRGEFR (A ES
AR T AR BAT Do XS EULT-REE R H G 80%1) TAERRZE, & FHA L E A%,
BRI LSS 76 TAEWIRIES] T, ¥ H man grep fir & A il okis &

1E Linux R4, Jetc/passwd SCIFRAFE A AR R, W— B P B8 S 2iph
15 # i/sbin/nologin, WIAERIFERRS, HILAT LI grep i kA Ml R H AL
VPESERERITA P ER

[root@linuxprobe ~]# grep /sbin/nologin /etc/passwd
bin:x:1:1:bin:/bin:/sbin/nologin
daemon:x:2:2:daemon:/sbin:/sbin/nologin
adm:x:3:4:adm:/var/adm:/sbin/nologin
lp:x:4:7:1p:/var/spool/lpd:/sbin/nologin
mail:x:8:12:mail:/var/spool/mail:/sbin/nologin
operator:x:11:0:0perator:/root:/sbin/nologin

3. find &

find iy 4 T4 BEEE 8 AR A 0, #5508 “find [AEFRIESAR] A BB

AR A 2 Z R F]“Linux RGH I —VI#E SO, 35 TR Z WX AiE i 40 1
7E Linux 2%, R TAE— RS R find Ar2 K52 ny, &l R FHAS R A SCr- e
h BSR4 . KN R AR EE ), — BLUCHEC AT B B R E
B3 b, find fy 2 IS KA B AE ISR 2-16 s

#* 2-16 find S HHSHUARIER
SH i3

-name VEBCAA PR
-perm VERCALRR (mode 584 VLhL, -mode gl & RIAT )
-user VERCHT A%
-group VERC AT 21
-mtime -n +n PEECEBOA R (-n 48 n KEAA, +n 48 n KEAHT)
-atime -n +n PEECDFR ORI TR (-n 48 n KEAW, +n 48 n KEAHT)
-ctime -n +n VE R SRR B ] (-n 46 n REAN, +n 48 n RLART)
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-nouser VERCTC T A & S

-nogroup DETC T T A 2L S

-newer f1l !f2 DERE eSO £1 8 1 2 IR S

--type VERESCMR AR (R F RS EIOR IR i . Bk, FRRE. &

b/d/c/p/1/f BRI SO

Ceiae VERCSCPRRY AR/ (+50KB it SOKB S0, Ti-50KB Sk
T S0KB f93C4)

-prune ZWEHASH

—exec e {1\; JE AT B F 2 A B R A R A S (RS R )

R FR L ST -exec ZELELMMEH X ASHUH T find ap 4 RBN L5 R AL
B B Y AR — B, B 2SI 3 B s R AT HOR , JF HL i T find
AR SR FRRIREOR , IR exec RKAEAIER, (AIRIR RFLE A5 (-),

HRIE S R G Z R BRUE ( Filesystem Hierarchy Standard ) W38, Linux 4t AL & SCF
S fete B (FEWLES 6 5 ), ANARZAREEZ H S T L host F- 3k i SCF513%
ATLAPATU R 4>

[root@linuxprobe ~]1# find /etc -name "host*" -print

/etc/avahi/hosts

/etc/host.conf

/etc/hosts

/etc/hosts.allow

/etc/hosts.deny
/etc/selinux/targeted/modules/active/modules/hostname.pp

/etc/hostname

WER AR RGO RAR h A% SUID BUFRBIFTA ST (PRI 5 %), R -
4000 Rpimf

[root@linuxprobe ~]# find / -perm -4000 -print
/usr/bin/fusermount

/usr/bin/su

/usr/bin/umount

/usr/bin/passwd

/usr/sbin/userhelper

/usr/sbin/usernetctl

.................. el o N—

HMFER . BB R % PR B TR )2 E T linuxprobe A P 69 AR5+ 5 2]
/root/findresults B 3.,

HFREER “exec {} 7 AK, LFH QAT find SARE EOHE—A
I, St HPAGLERLIRA ) TRIZ EIR AR GAde T

[root@linuxprobe ~]# find / -user linuxprobe -exec cp -a {} /root/findresults/ \;

TEAR T e, Xt EIFF e ) LA . ARZEHE DI i 2 A B EREO P oy [ 2 ek
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SR B A2 Linux R0, HSORAIADHEG, FEAFRMTEA . SRR
B R R SR o TR ARG —E R T, BTG EEHRE Linux 4,

M AEAS LR B, BMEEITPES 100%AHIR], 2SR —FEY . Bt
%>) Linux RGEHARYE, ISR AL ARG TER —RH& BRY, SEATH0EIER %
T —AREAER Linux ZbF o IRE—T, SRIFTFIR= 5 3 2L

S

1. 7E RHEL 7 R4 AL Linux R4, HeR T Shell 2147

% Bash ( Bourne-Again SHell ) fi#tFees

2. AT Linux RGEarAnE, @S E00 R JE47

% N Tk Linux REEa4BERE GG H P S PRk T AR

3. Linux &G4 SRR RZI], il NHZ 20k R kg2

& WA S A S TR

4. EE W echo A4 SHELL 25 B ik H 3| Fr 5 8O i s .

%& . echo $SHELL.

5. iR Linux 241 5 iR 2 F & X,
Z: fF Linux R4, A i 5 Pl RAFR

> R (BT ) #RIE sl el a7 P aEE
> S () SRR TARIR, SR SAHE RS s HIRIE S, RS
> D ( RETHHET ) HEREAIAN RGST AR S, R kill fiv & A BER H AT

> Z (8% ): #RCaZal, (MR AAE, HASCHRERH waitd() RS0 pR%L
Jr B R R

> T (1) #ERENEILE SR ks,
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&

T2 Linux R854 JCH] PID A 5529 MR 55-ERE
% PUT Kill 5529 a4 BRIl A ALEIRS B4R, AT RS killall 6342547 C M1

7. f§H ifconfig fir A A M ZORSF B, T E G AR 4 BUE R4
& X A WUEEE R R R R AR 1P bk R YR hE DL RXITX B it 4L

RN
8. fdiFH uptime Ay A F ARG AR, XA FEREUE IR 091, 0.56. 0.32, IBAHRIT 15
A3 N B R T B K A S R A B ) B
& B EBUET AN, Sl 1 N B 53R R R R
9. {fif history v G B LA I TC R, AR S T HITRANE A A A7

Z: BT D T e SR U E B P T R — R A ie sk, TR T B R AR K
A2 BRI

10. HHEERN XHEABRKBNE, IB4MH cat, more, head. tail H FIHF4 4 i

A 7

. SUFNAERK, i more 4 2 AHH cat v

1. e mkdir i BIEA #E R BT H S0, ROZ EAFAZ%50e?
& NOZINE-p BBIHE SR, i A SR A IR E R R H %o

12 FEf ] rm i 4 M BR SCAF 8 F SR, Al FHMRS 2ok G ki A e ?
& AlI-f 2H AR TG RN

13. #A—"1 %N backup.tar.gz BIRAAE S, AR AR B2 ROz A7

& NOZH tar AP TR, AT tar -xzvf backup.tar.gz A4 RIHT
14. ffi [ grep A4 X3 SCHRHEAT OB TR 2R, A AR BT SO N A Rk, A AT 4
ZH0

& Al ZEORHATICR N A B R i, RV R O 5 A BRI 04T
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FER. BEMSHELE

AEHBTUTAR:
WABEEER;

RS
HOAHBRE:
BB XA
EENTETE.

YV V V V VY

HArhE, AT L2 TN M Linux REm4, ARBEHLX 2oy 4 11 T4
R, WTCERTT TARCR . A G SIS SO S B A G EE mEAR Y 5 Rl
oL T L () AR EIE I E L B s EE 1 | BRI H e
1] USSP e E R CVE I, At £ R PR AT
AR, SRIGIRA DR I AS7T, WRIEE Ry & Z M ROk, E— P mam S
AL BRACR . Bl UE# Linux REGEATAT R B ECAT AN UL A, 1hE AR
Linux fiy & BAEMERRE S, N T —F 2 I%5E Shell WMAITH IR, &5, AERETIHT
T Bash fif B AAT Linux A& A PAIRIERE, i 5928 PATH AHE I Linux RG0H Y EE 2F
SR RAT N T2

31 BNRHERR

BRARFRATE 287 b — 2258 LA S6a EL IR Linux 44, B8 TORMAES it
JEALZA Linux Aril G G 3] —ke, PR TAR, DUERATE i Son it s . 2
PRI — A5, A2 B E il B4 AR ) R R 1 SR

I 2, A A E PR SO AR i, T R 1 Ui A g 4 )
PR B (G BB AR E X P . EH WA S M TR, M TRATRZE R, BRI
K 1 I AR T R BT SORs i E (w20 R 1 b o R 1] R 1 R )
AFIHEA, DIREZESAGBINE APIRERR ., WrlR 2 ab? Xl & i T AR 1
EA.

> bR AFE ] (STDIN, SCPHIIRTT N 0): BRAMEERAA , ton] WH AL SR el

L HEIA
> brifefit EE [ (STDOUT, SCPFIARTA 1): BRIk 2 5% o
> iR EE ] ( STDERR, SCPFRIAFTA 2): BRIk 254
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HAFA 15 EFR PSR RS E, P A SR AR, EAREN O P A

SCPFRERAVEARR 2 B e Bt L i — SRR (R 8, (IR 22 5 AR R

[root@linuxprobe ~]# touch linuxprobe
[root@linuxprobe ~]# 1ls -1 linuxprobe

-rw-r--r--. 1 root root 0 Aug 5 05:35 linuxprobe
[root@linuxprobe ~]# 1ls -1 xXXxXXX

1s: cannot access xxxxxx: No such file or directory

75 Lk, 44 linuxprobe HYSCIFEAFTERT, il {5 EUZAZ A —LE A AR |

i . FTI@ 2 SO RN B s a1 2545 B, Xt iz 2 bR v 5 B T4 8 xxxxxx
B A SRR, RILERATSE 1s /e 2 )5 Wom BRES B 15 B % ar S 14 iR
HHER. Iba, BAHEEAK BB 5 EaBIRiE S AR Ser Y, st B X 5 AR

P th A5 8
XA E YR, RIS S HAERH I 3-1 iR,
%= 3-1 MAEEEFAZNGTSREER
s 1€
s < U A A R i 2 AR A
e << SrRAF MARHERI AP EEA,, HHHE WA R A 1
s < 31> 32 A4S 1V A AR R AT R R L B0 S 2

XF P EE R DE, HEIRATS BTN 3-2 Bin .

%32 0t B R e I B O T2 R L
#e s

s > i A R T 1) B)— SO PR (T2 A S PR )
PN I A S L IE e e
s > fF e e ) Sl GBMEIEA AT i)
O—— b e ) T GBMEUEA AT )
il y 2>&1
;;’ - 2 A 5 R RS A B GBS A
h &> Ll )

X FEE [ PP bR SR, TRUEESCPHIAT 1 NS, RSB S R 2

B, FiTek/NRA ], @ briEs B B2 MR man bash A& JRASE S H 2 FERenO(E B
B AFSA readme.txt HY, SR)E BN readme.txt SCEEPIINES . BARGASUTT
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[root@linuxprobe ~]# man bash > readme.txt

[root@linuxprobe ~]# cat readme.txt
BASH (1) General Commands Manual BASH (1)
NAME

bash - GNU Bourne-Again SHell

SYNOPSIS
bash [options] [file]

COPYRIGHT
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Bash is Copyright (C) 1989-2011 by the Free Software Foundation, Inc.

DESCRIPTION

Bash is an sh-compatible command language interpreter that executes
commands read from the standard input or from a file. Bash also incor -
porates useful features from the Korn and C shells (ksh and csh).

Bash 1is intended to be a conformant implementation of the Shell and
Utilities portion of the IEEE POSIX specification (IEEE Standard
1003.1). Bash can be configured to be POSIX-conformant by default.

.................. 2L AR S S—

BHEABSEEAR TN AT TR E B ARPE RS ASBINE A
PFRAS R T SR 9 A8 A o B el ad 7 5 g/\*;%itrﬁl readme.txt SCFE A—F7 508 (12304
AL E L — S ) man A5 B ), SRS FRE B NS AR ] SO S A — s, H
MW

[root@linuxprobe ~]# echo "Welcome to LinuxProbe.Com" > readme.txt
[root@linuxprobe ~]# echo "Quality linux learning materials" >> readme.txt

TEPAT cat fr2 25, FTLAE BN Fis i SO N2

[root@linuxprobe ~]# cat readme.txt
Welcome to LinuxProbe.Com
Quality linux learning materials

FEIRHR SR ) HE R, (R ARl bR i DR D DR A XY . BN
A HTH P EASER, X l_iu linuxprobe UM PR IR AN SCHF & BLSEAAAERY, A
AHASE b i 3 B AR B A 1 B 5 A AR S A SISO, TR R A i R ] DU AR
(Y SX TR ST 3

[root@linuxprobe ~]# 1ls -1 linuxprobe

-rw-r--r--. 1 root root 0 Mar 1 13:30 linuxprobe

[root@linuxprobe ~]# 1ls -1 linuxprobe > /root/stderr.txt

[root@linuxprobe ~]# 1ls -1 linuxprobe 2> /root/stderr.txt
-rw-r--r--. 1 root root 0 Mar 1 13:30 linuxprobe

ﬂﬂ%,uiﬂﬂnn SHAREE R R G ARSI, B AR HHPERET—4 A SIERY Shell
AR, XA RIA T, RS, IﬂﬂT/jﬂLLL%E%%"H*I]ZIK?MTLﬁﬁﬂE’Ji‘E’c%ﬁF
u%‘[ﬁlﬂ%ﬂxfﬁlﬁqﬂ T 2228 I RS AT o 1 T ORFRAT T A — AR B SO EA TS B0 -

[root@linuxprobe ~]# 1ls -1 XXXXXX

cannot access xxxxxx: No such file or directory
[root@linuxprobe ~]# 1ls -1 xxxxxx > /root/stderr.txt
cannot access xxxxxx: No such file or directory
[root@linuxprobe ~]# ls -1 xxxxxx 2> /root/stderr.txt
[root@linuxprobe ~]# cat /root/stderr.txt

1ls: cannot access xxxxxx: No such file or directory

A E R ARR A LR T, 7 TAEPEE PR S /N— s 5 AT RE W E R
S EES AR GA T 2T kAl A E I8 readme.txt XA AL we -l s, Giit—
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TR

[root@linuxprobe ~]1# wc -1 < readme.txt
2

/a\

LA IR EFF T8 T k%5 369 cat readme.txt | we -1 49 % il #4441

]

32 HEHOH

YOS B ERICARTE 2.6 17272 tr A 28 0L 3 it — A2 WA TERF AR TS . [A]R
PR EEAE LAY Shift-\EEED AT GBS, HPUTECh “md A4 B”. B EMASHIE
FHA AT DU — 3 RS R — A~ 2 B A B 1 21 R e Ao LE 850l YRR e —
A TIPMIERI " o TE 2.8 T UH#E grep SUARE R B, FRAT38 2 PR C 1R /sbin/nologin & 4
T TGS SR RGP  E2E AR NG, 82T LB T X i 44 m 25 —5%:

> R BRHIE S A A A4S grep "/sbin/nologin" /etc/passwd;

> G SCARTTE A2 R we Lo

A A E I R a2 10 AL aa gt an %, BRI S G 2 5 i P A5
BYNREACH we a2 E#E— LN T, I R 2 B A RN P S5 a2 Z [ RIAT, B4
o BT EAEAR T

[root@linuxprobe ~]# grep "/sbin/nologin" /etc/passwd | wc -1
33

RAMEEAPER— ML E, AT L EE B R a4 L, AR agiE X
#F et HrHPISCIFINER R TERS B (XL ABON S — BN L R BI5R 4 L, IRAF

AERE ):

[root@linuxprobe ~]# 1ls -1 /etc/ | more

total 1400

drwxr-xr-x. 3 root root 97 Jul 10 17:26 abrt
-rw-r--r--. 1 root root 16 Jul 10 17:36 adjtime
-rw-r--r--. 1 root root 1518 Jun 7 2013 aliases
-rw-r--r--. 1 root root 12288 Jul 10 09:38 aliases.db
drwxr-xr-x. 2 root root 49 Jul 10 17:26 alsa
drwxr-xr-x. 2 root root 4096 Jul 10 17:31 alternatives
—rw-—————--— . 1 root root 541 Jan 28 2017 anacrontab
-rw-r--r--. 1 root root 55 Jan 29 2017 asound.conf
-rw-r--r--. 1 root root 1 Jan 29 2017 at.deny
drwxr-xr-x. 2 root root 31 Jul 10 17:27 at-spi2
drwxr-x---. 3 root root 41 Jul 10 17:26 audisp
drwxr-x---. 3 root root 79 Jul 10 17:37 audit
drwxr-xr-x. 4 root root 94 Jul 10 17:26 avahi

TEME SR P B, 38 S i AT ORI LA AT A, X TERS H S LIAAS A i
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R AEE BTG o AT E R passwd 174 (1 --stdin ZEHZE G, FRATTLIH—%
AR SE U B A

[root@linuxprobe ~]# echo "linuxprobe" | passwd --stdin root
Changing password for user root.
passwd: all authentication tokens updated successfully.

REFEAIEEAHE BT a4 LA IUARME ? BIEAT R BULILARE, i, fEkiki ¥
MRS, BRIACR A B AR Ty 20k AT, AT 198 @ nT A — 246456 T BRI ar 164,
AR N A SARE i 1T, RAHIX— A& SCBIR IR Ak .

[root@linuxprobe ~]# echo "Content" | mail -s "Subject" linuxprobe
[root@linuxprobe ~]# su - linuxprobe

Last login: Fri Jul 10 09:44:07 CST 2017 on :0
[linuxprobe@linuxprobe ~]$ mail

Heirloom Mail version 12.5 7/5/10. Type ? for help.
"/var/spool/mail/linuxprobe”: 1 message 1 new
>N 1 root Sun Aug 30 17:33 18/578 "Subject"

WARBEFHE—4 Linux BT, alfeaiaf LGS HGea tadaT, HEAE
12 24 22 6 ) 15 S TR U B B PR SR AN SR, AT A B R A T A i > S A T e
—L8 DNREHT IR OR— L P i HRE 1A BOR RS — M MU AT AR S AT A A e
L H A TAEEAARR, N T RESFATIXA BRI, X it 024 8 2 SOR 7T e R
#FEL.

DX A% A TSR S S T mail WA S AT E mAY AT, H AR
F—HEANE, RIS T HAE X R, A SRR A

[root@linuxprobe ~]# mail -s "Readme" root@linuxprobe.com << over
> I think linux is very practical

> I hope to learn more

> can you teach me ?

> over

[root@linuxprobe ~]#

MR, RETHAZRNE B a5 LBETE— i S48 P —k, Fefilsg 4l LA
XL A Al A% B fird C7o A 1B i — P B A AT A AT, X e
PRI 2R AU EAT IR T B RGNMEERE T Wk A 257 ZhimAIE, %
Wi A K (UL FRATHARAGHLERIN ) L% o T HUBOMERT M AR 8 — PRE DL, oty
ZUCHAE TAERTTIXAER . 1S, BT o T e BB AL =0T, T LAY
TR TG, S AT AR SR S A T AR

3.3 w<ITRYEECAT

REATREAB M B RSN , /54 Linux 8248 NG, FRATTH At 2538 ) B —
AN SO 24 FRTE WS AH R AR O Bl o A RCAS— D SC TS LA 78, Al
D 4 0 AT LUK A SCHERIIT Sk B SO, 1B a8 Ele? S ren, s st i A i A i
SR AR E P, —Fh s R R -
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[root@linuxprobe ~]1# 1ls -1 /dev/sda
brw-rw----. 1 root disk 8, 0 May 4 15:55 /dev/sda
[root@linuxprobe ~]# 1ls -1 /dev/sdal
brw-rw----. 1 root disk 8, 1 May 4 15:55 /dev/sdal
[root@linuxprobe ~1# 1ls -1 /dev/sda2
brw-rw----. 1 root disk 8, 2 May 4 15:55 /dev/sda2
[root@linuxprobe ~1# 1ls -1 /dev/sda3

ls: cannot access /dev/sda3: No such file or directory

5 BRSO XU 3 A4y, ZUEAILAAS, AT 29— KA )R AT X A
FH T o AL, XA ARCRI SRR BARIRITIESS 6 B4 SR Linux REEHIFF
2t M FHS, (HBEFRMINIIXRER H— LM SRl 1o boin, X SeRf s & SCPFARIE L sda
TFRIFHAFCE T /dev Hsgerh, X H—3f , RIMEFRATAITERE £ 04 70 X 5 AR X A4,
WAl LAd AR R 2 o 44 IS, AT e A VRS BT, tan s (%) L
RICEEANHZANTAE, [[5 (2) ACRICERADTARE, PS5 A8 [0-9)f LR ILAL 0~
9 Z IR BRI FAE, TS S AL 7R [abe IR AURITEE a| b, ¢ =R EER
— MR TR A A, BB, T ERATRIC AT 1 /dev H sk H.
L sda JF Sk S0 -

[root@linuxprobe ~]# 1ls -1 /dev/sda*

brw-rw----. 1 root disk 8, 0 May 4 15:55 /dev/sda
brw-rw----. 1 root disk 8, 1 May 4 15:55 /dev/sdal
brw-rw----. 1 root disk 8, 2 May 4 15:55 /dev/sda2

IR A S48 sda 13k, (RS A SRS — AR SO A CE B
ZE ARV XA ZE B RSk T e T
[root@linuxprobe ~]# 1ls -1 /dev/sda?

1 root disk 8, 1 May 4 15:55 /dev/sdal
1 root disk 8, 2 May 4 15:55 /dev/sda2

B T8 [0-9RVERL 0~9 Z [ AYERA 7, ton] DUI[135 A i 7 sUAX DL =8
Herh iy —A~, BHBAILIRE], WA BRI

brw-rw----.

brw-rw----.

[root@linuxprobe ~1# 1ls
1 root disk
1 root disk
[root@linuxprobe ~]# 1s
1 root disk

/dev/sda[0-9]
1 May 4 15:55
2 May 4 15:55
/dev/sda[135]
1 May 4 15:55

/dev/sdal
/dev/sda2

brw-rw----. 8,

brw-rw-—---.

brw-rw----. /dev/sdal

34 HEREENFRH

N T RERS S U s R P 260K, Shell ARREARAR SR I T ARSI B A9 SCF AR AL B A
ARRFER A o X1 it S i LS 4R ) AR RN g By, 952 1 W] s 1) A4 S 4+
AR T 4 AR IO SCFAT L AR R EFRIRZ R TR E] . AU B S
AOBSE , fEEBUR KA, B A XML& S8 e iR, A BB T s AR B RE R 2 2
Xt I A A
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4 A B G SCFAF IR TR o

> SEHT (\): (S AR S ) — AR ARk A A

> HGE ("), B SCHRTE s b PR Al 45 H

> WHIE (") EEHAAR R EYE, RO T AR EE

> &EIES () JEHAP AP TIE IR R

Ao L—"14 0 PRICE WAR S H-MRAE R S, AR5 i th LIAGS |5 48 ok i 247 £ 5748

BEE:

[root@linuxprobe ~]# PRICE=5
[root@linuxprobe ~]# echo "Price is $PRICE"

Price is 5

Bk, A TA AT “Priceis $57, RIMAARZ 5 LTTHIFAT RN, HRELSSETCAT
AR SE I B SSAE IS B MR AU HERE 1D S50, TR ar S T)a it
BRI U -

[root@linuxprobe ~]# echo "Price is $S$SPRICE"
Price is 3767PRICE

TR —A 87 eV E ST, IR AT ZA RO (\) SRBEATHE L, KX
A PRI SURPPAER SR, R ERHAFIRIIRE .

[root@linuxprobe ~]# echo "Price is \$$PRICE"

Price is $5

AN R AN i O T B, o] DUBC fir & Xk, e & RS SRR, A F T
WRRER . BN, #5155 uname -a fir 454, SRIGHE echo fif k& BEAHLAY Linux hit
ARAELEE

[root@linuxprobe ~]# echo ‘uname -a’
Linux linuxprobe.com 3.10.0-123.el17.x86 64 #1 SMP Mon May 5 11:16:57 EDT 2017

x86 64 x86 64 x86 64 GNU/Linux

35 EEMRETE

AR LR G TR AR A B . 78 Linux REEH, ARRAFR—BHER
B, KRR E M AR . BT LA i A 44 PRORAR R W AR B . Linux
ARG RIS R IR E LR GBI — 2828, s P AR H %l
FEIBL B4

AL B BOZ A B T, AR — 1 AR AL A o i 1R A i ——H 2 W LAY
JE RS F M ——2 810 Linux REERENS IE R AT HoOW P S fithiess , & 28m 43
BRI R TAR, WATEA BEZ—&F | SRR, MR BRI ok
PR EZEANE .

Tl AR R ) Linux REUMHEERERS S F P U IR S5 1) TARIZTEREE, 5 24
AR E TAEARESE . BOHRBA LB LA — NV ERHARE —, M IRTERE 5
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PREP N EER IR EZ AN A O T AT B R SR AR R RPE T, X & 43 KRR %%
AT BISCPE YRR, AE Linux REEH—UIAGRSCHE, Linux @A giloh. I8a, 1EH
FET T — 2% ZJA, Linux REHRRAE THAFWHW? PR, fr7E Linux Y
AT 0 44D RR

185 FIRTHI R DAL X AR s AR AT s A % (H/bin/ls ), A0SR AYTE
W B AT o

524 Linux REKA M MA RS E R “Haare”, BIH—AE 62
ARAREHIEA R 2 AR ATLAH alias fir &R EBIE—DE T A K254, #0

“alias J A=A o A EHIH — D24, WIJE unalias A4, #6300 “unalias 51447,
AT Z BAEAEH] rm 452 W BR SCAFIRE, Linux R AR ZORFRATT AR A S 5 $hA T I BR £ 4F: ,
HAGE L Linux REE0 T B (P RMER SCPF AR B3 B rm 544 %, 45 R oR3RA]
e STEE

[root@linuxprobe ~]# 1ls

anaconda-ks.cfg Documents initial-setup-ks.cfg Pictures Templates

Desktop Downloads Music Public Videos
[root@linuxprobe ~]# rm anaconda-ks.cfg

rm: remove regular file ‘anaconda-ks.cfg’? y
[root@linuxprobe~]1# alias rm
alias rm='rm -i'

[root@linuxprobe ~]# unalias rm
[root@linuxprobe ~]# rm initial-setup-ks.cfg
[root@linuxprobe ~]#

5 3 4. Bash fiR B HIWTH P R AR N BT A &b RSN A & o A & 2 R AL

AITES, SWCEHIT; T P TR 70 () AR RSN 4, X 8ar s AP IR 4 4k
b, AT “type A A FR” RFUWTHF Hi A B fir & R N T A b RSN AT

§ 4% RGP AR ARG S ICE, T SOX e AR IR PATH, A]

7

DAR b P o “MReas /N 37, MERZ 5 v Bash MR SRS T Y2 7T BEAFTIL
MINIE, SRS Bash i REar sl el i AE X 2657 B rhiZ Ak . PATH J& HH 21 BE AR (EAL )
A, A PRAREZ A E SR, XX SR AR AR AN RV RS2 S Bash R g X
Linux iy 4 )AL

[root@linuxprobe ~]# echo $PATH
/usr/local/bin:/usr/local/sbin:/usr/bin:/usr/sbin:/bin:/sbin
[root@linuxprobe ~]# PATH=S$PATH:/root/bin

[root@linuxprobe ~]# echo $PATH
/usr/local/bin:/usr/local/sbin:/usr/bin:/usr/sbin:/bin:/sbin:/root/bin

X HUA OB LA IR . DA AANBERF AT H 3¢ (L) BINE] PATH Hpig? 7 RN,
SR LR R H s (L) BSINE] PATH 288 rp, ATFERCLEAF BT o] LLLE T S 2o A&
JITE AR I RRAT o (LR, Q2R PR HUAH TR A 35 H % tmp A7 T — A5 1s 5 ed A4 [A]
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AR, WP RIS H S p AT T i<, I8 AmtilA T aEh I 1.

JTLL, A —# 2SR A 2RmsgE N, TEHT T —6 Linux R55—E2TER
Fran 4 AT Sek Ay PATH ASi 2 A aTBER) H %, 73533 AT PATH 78 7 1] o 15
WRSERN PR AL BRI AT IR . FRATRT DM env fip A F 2 Linux REEHFTA BIEREE
X i S A GRS BRAR R T B A 10 AN ERSEAE R, Nk 3-3 R

#*=3-3 Linux AP REERN 10 MAETE
TEZR 1EH

HOME AR FEER (BEAR)
SHELL FH P AEAL A Shell fitRers 44 Bk
HISTSIZE LRSI G R TR
HISTFILESIZE TRATHY 3 s i 2 1 SR SR B
MAIL M P ORAEFE AR
LANG REIET | IBRAK
RANDOM A R LA
PS1 Bash it a4 R AT
PATH FE SUR RS R I P AT A& 1 A2
EDITOR FH PRI SOAS il 2

Linux 1ER—DZ 7 ZAL 5 WRE R S, Bets A P3RS iy | Gl ny TARIETT
575N A = iR = s b R D= € i R N T 1= S i 17 A (W 0 S
4k ArF HOME 7“2 AR R B TS A WRLE (su 2 TH U B ian 2, BAE5
5 TEIRARFZ UL ):

[root@linuxprobe ~]# echo S$HOME

/root

[root@linuxprobe ~]# su - linuxprobe

Last login: Fri Feb 27 19:49:57 CST 2017 on pts/0
[linuxprobe@linuxprobe ~]$ echo $HOME

/home/linuxprobe

HS AR [ E 1R 44 5 TP BUR SR 7 S M A4y, FRATT5E e mT LA
AR R, RN TAER K. I dE — 4558 WORKDIR A2, J5 ] SR pAHY
HEA A EREBRI H 5% -

[root@linuxprobe ~]# mkdir /home/workdir
[root@linuxprobe ~]# WORKDIR=/home/workdir
[root@linuxprobe ~]# cd $WORKDIR
[root@linuxprobe workdir]# pwd
/home/workdir

HE, SRp A RA 2R, FEHEEGAR, B AR .
WERTARTEL, W] LU H] export fir 45 HAL Tl f e i, ORE HABHT ol T U E T

[root@linuxprobe workdir]# su linuxprobe

Last login: Fri Mar 20 20:52:10 CST 2017 on pts/0
[linuxprobe@linuxprobe ~]$ cd S$WORKDIR
[linuxprobe@linuxprobe ~]$ echo S$WORKDIR
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[linuxprobe@linuxprobe ~]$ exit

[root@linuxprobe ~]# export WORKDIR
[root@linuxprobe ~]# su linuxprobe

Last login: Fri Mar 20 21:52:10 CST 2017 on pts/0
[linuxprobe@linuxprobe ~]$ cd SWORKDIR
[linuxprobe@linuxprobe workdir]$ pwd
/home/workdir

595

. B 1s AR IE H B AR BB N AR error.txt UL AT A AT A2

& . 1s>> error.txt

- TR A TE AT AR
o JUZETE CHITT ) A< % I EVE A T ST ) A< B A LA E— 2D A A

. Bash i REAS OB RCATH, 25 (%) REILDTFAE?

& FhEEA

(=

. PATH 7“8 VE AT 47

E WOE MRS R I TR BB

- A2 AT LAEA A LINUX 1Y — M08 5 e e i 4 Jry A8 17

% . export LINUX,
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Vim Zn%8 58 5 Shell £y 4 4

AEHBETUTARE:

Vim XA ZRiERS;
485 Shell BIA;
REREHNES;
ITRESREER.

YV V V VY

AT SR ANFIAE Vim ZifA RS | BUCOR, SNREd g E TSR, R
GERR AL Yom BAFGESHOCFEIR, W IEE IR Vim g dhig 2 . P
BT W BR A o SRS LTI 51 TP H# Y Linux 54> . fir 15755 Shell BIAS i 2% Fh
ARG Vim AR5 2] Shell A P& S| —k, SCBURARER A s TARR I
AN AEERSEER T EREE at 5425 crond THRIE S5 IS5 R 5300 5L — P RGEAT:
FRCEMKMIER RGUESFCE, L H WA TARE e, A shk.

4.1 Vim XARYgigss

B A PFRE B 55 2 b2 AR LA R R, A T REILA AT TR R fiok, A%
SRAREIRT], PUAT AR TIC A U R Z] . “7E Linux REEh— DI SCrF, s —
AR S5 LR AR RO E B S B S8 . T LR H W TARTh R E e 7 S SOy,
X T AR R S 18 Ao SCAS 2 B0 o S8 AY o X 2 S AR AR A5 0 H R LR D) SE AR
Linux REM4ETrk, MARMUSELE “2AEMRERSE” W2m L, Frl&ix
BB R Vim SCAR G4 A, BN 2R SR A 1Y Linux $4E R4 L, 2—30li s
9 SCA G B 45

Vim ZFTLARERFEN RS RSP BRART, JRIRTET Vim S e T A4
B ARATRE AR A, BB O 2R R A e S PREESE , IR 1T T
YRR, T ELH PR B 5 W2 e A AR T . AR RO MR SOA, b A et i i
=R DO LA B Z Rl U T3 v (LI 4-1),

> R DR R, IR SORBEATIEM ORI BRI RS T AR

> AR IERRSURSRA

> ORI PRAFEGR 3R, DU E SRR
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N .
FEl4-1 Vim Sl R U

TEBYGEAT Vim iRt BOAFEA A SR, e 5 2 5e Ul B A RS fREAT3C
PGS TAE, MERTE SRS 58 SR G 5 BRIl SR, SRJ5 e ARA TR, AT 3y
AR EGR AR, 78 Vim h, Joik B AR BRI TR Vim S a8 N E /Y
WA ETRE, O TRESHE B B AR Vim iRy, R 4-1 BEE T e O
AP I — L %

<41 Vim HERN®S
we ER
dd BR C301) SehnpTfEREtT
5dd MER (301 ) MOEFRAETTIRE 5 47
vy DR TTEREAT
S5yy SR MICARAE TR 19 5 17

BRI R A E LB T — T4

N AR R AT E AL L — TR R
u L R
p e ZHMER (dd) 82 (yy) i BB S bR H

AT EEH T RAF SR S, DLRSCE Vim G i TAERREE, T LIk P ik
FIAMIAY Linux iy s % 2 B g 5 SOR AR E TR, EARDIHEIRI TR, Fedr S8
MA—AB AT T o ARATHEH AT I A W3 4-2 i

#z4-2 FITRAP AT ARG S

we 1ER

Tw PiAr

1q R

:q! SRR CRFE SR B SN A )

wq! SRR

:set nu BRiTE

:set nonu N YN =2

RS Ptz 4

(R B3zt T
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£
W 1ER
:s/one/two F YD AR EATHY R — 1 one B two
:s/one/two/g B BRI SEARITEITIETA one B two
:%$s/one/two/g BRI FTA one Bk two
AT FESCA T & 8 R T4
/TR FESCAS N | 2 T R T4 R

411 REBERENE

HAyIE, RRCLEAE T Linux RGPS ORI BIEEER T, 3P oRBEA T2
T E — A BRI SCRS . Xt 2 ROTHE A B L BN i R T ok, R
RAC T LB PEE A S BOVEHT, AT AR Bl RTSCHA T )

G S A SRS 1 AP 2R SO 227, X BUR AR 4400 practice.txto WIRAFAE X
SO, MPEATIFE . WERATEAE, DRI — IR A SR, A&l 4-2 s

root@linuxprobe:~/Desktop - | O

File Edit View Search Terminal Help
[root@linuxprobe Desktopl# vim practice.txt

Bl 4-2 Sl S AR SR

FTHF practice.txt CAYf5, BRIAVE AR Vim giiEas a8, e RREH Tzl T
M4, TANRERE E R ASCAR NS, AT 20305 AR AT DL gR S S0 .

TERE 4-1 Hp4RF], rTRI AT a, iy o =M AT e 2l AR, Hrp, a g
5 1 80 B ChRE T — 0 OGS S aT A & DI 25 AR, T o SENLZEAE LR R I
AE—A231T, MR ET a B A B g i ARG, WA 4-3 FR,

PEANS ARG, AT LABE R A SCRINZS, Vim ZnfEas A2 A ) SR N2 4By
AMHAT, WE 4-4 PR
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root@linuxprobe:~/Desktop
File Edit View Search Terminal Help

-- INSERT -- 0,1

ALl

Kl 4-3 Dl iR i AR

root@Llinuxprobe:~/Desktop

File Edit View Search Terminal Help
‘You can write in it.[l

-« INSERT -- 1,21

AL

B 4-4  FESRAS P A AN A

root@Llinuxprobe:~/Desktop

File Edit WView Search Terminal Help
‘You can write in it.

1,20

AL

& 4-5  Vim ZifHas 1A 1t
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ERE5EZ )G, MELAIHR L, SR Ese S ARZUR map A8, n
E 4-5 Fizs . SRIGFH A wq DI B R A TR BE 58 PR AR AR, iRl 4-6 Fis o

root@linuxprobe:~/Desktop - | o X

File Edit View Search Terminal Help
You can write in it.

tw!

Kl 4-6  Vim Zi s ORI TR

SHAEARTTREN PR cwq iy 1, Wl AR 5 i PR A7 IR S0k o SRIGREAT LI cat fiv %
BRI ISCNE T, WK 4-7 Bk,

root@linuxprobe:~/Desktop -0 x

File Edit View Search Terminal Help

[root@linuxprobe Desktopl# wvim practice.txt
[root@linuxprobe Desktopl# cat practice.txt
You can write in it.

[root@linuxprobe Desktopl#

K47 EBEHIHIAE

AR A | 4RSSk . RN BRI SR N AR R B INNE, FrLifE
AR Rl o BEVE A AR S mak, BRI 4-8. K 4-9 58 4-10 s,
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File Edit View Search Terminal

[root@linuxprobe Desktopl# v
[root@linuxprobe Desktopl# c
You can write in it.

[root@linuxprobe Desktopl# v

root@linuxprobe:~/Desktop - (O

Help

im practice.txt
at practice.txt

im practice.txt

[ 4-8

FRIGE TS Vim A5 2 5 SORS

You can write in it.

-- INSERT --

File Edit View Search Terminal Help

root@Llinuxprobe:~/Desktop - | o

2,1 AL

%] 4-9

HEA Vim Zif & AR

You can write in it.

File Edit View Search Terminal Help

This Sentencl] don't need to save

root@Llinuxprobe:~/Desktop - | o

K 4-10 JBINEA—ATCARNE
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A BB T SCAR NS, BTLL Vim G e fE R A 12 EHER SO AN PR A7 Y S
B ARLEFATHHRAE 1o iy HRESREIIE A T LSS ARA U ASRAE, anl&l 4-11, 5] 4-12
A 4-13 fi7R

root@lLlinuxprobe:~/Desktop - | O x

File Edit View Search Terminal Help

You can write in it.
This Sentence don't need to save

B 4-11 248008 B U dE %

root@linuxprobe:~/Desktop - | 0| X

File Edit View Search Terminal Help

You can write in it.
This Sentence don't need to save

2,13 ALL

PUAER G AL T PR T — ¢ Vim G412 SR T SR 4T 4
HENE , DLAE A AT SR B AR RIS A B P 2 WA T ok, AT 4-14
B

KEFAEE5E TR RILIE XA QBB T — A0, DU 3 B i v
B T Al 2 AR B SR = A ME S Oy TR B8 Vim SRR K5 s
AR VP, WA ST =AM I T AR, PTG T S 4
TR,
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root@linuxprobe:~/Desktop

File Edit View Search Terminal Help

You can write in it.
This Sentence don't nead to save

Pl 4-13 il iR i SCA G 2

root@linuxprobe:~/Desktop

File Edit View Search Terminal Help
[root@linuxprobe Desktopl]# vim practice.txt
[root@linuxprobe Desktopl# cat practice.txt
You can write in it.
[root@linuxprobe Desktopl# vim practice.txt
[root@linuxprobe Desktopl]# cat practice.txt
You can write in it.
[ root@linuxprobe Desktopl# I

K 4-14  EBFELMWSE RHISORNE

4.1.2 BECEEIAMR

N T EFAE RS A R SRR R EHL, sEE X EAE T XA, BRTEA 1P k),
WE R EHLEE—A T, FEHLZE AT LS XA 2R T84 B9 2 FRORAEEL iR . 7E Linux
ARG, FWZKZLAAEAE fetc/hostname SCIFH, 42 T k¥ fete/hostname  SCHF I N ZAB ECH

“linuxprobe.com”, AIRUIT
$£1%. [#H Vim FiEaEH “/etc/hostname” FHLLA TR
$ 25 R FEYLAFMEREIEI “linuxprobe.com”, 1R, A Vim ffgs Sl &

PLAFRCAG , BAEARATRA T AT wq i A BECRAF TR 3R
3% MAPIFHBHSH, SRS hostname iy &K AT 2 A& M) o
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[root@linuxprobe ~]1# vim /etc/hostname
linuxprobe.com

hostname fir 4 ] T2 241 (19 LA TR, (HA W FHLAFRAEUEA 2L B ERL B R g8,
JIr LIRS B e iR i R JEOR B LA AR, ol S AL FH T AR -

[root@linuxprobe ~]# hostname
linuxprobe.com

4.1.3 EREMKEE

W& TP btk e B 02 5 IE AR B IR S5 a2 75 il DIAH BB AR T4 . 7F Linux REGEH,
— YIRS, DR B 2 IR 55 1 AR LSt e gt R B SO, BRI AN/ IME SR
AT A BY 2 2 ] Vim gmfEae, 00 HLAB A S T2 > Linux 5045 FR IR S5 Bl BT R 7%
SCEERT . MBONESE I EAR TR, —E SRR B, AR R A SR R L
52, 1A AN A L —SU0 MR TP ik Fs 7 EREs, a2 5 O A BI14525
MR FEF H2E 2] L, AN O R GEABE 1Y) 7).

MR A —E B 2K s E DGR RN Linux R4, WEE AR BT SEE—R
Ko 252k, ¥ RHEL 5, RHEL 6 1, MREESCHAIRTE N eth, 55 1 $hMKH
eth0, &5 2 B ethl; LUNEHE, 7 RHEL7 v, RECE SCUFRITTZ LA ifcfg TG,
b s AR RI A T AR E SO A, BN ifefg-eno16777736; UFTERR T S22
ML AT HAB I X 51

MAER — 2N ifcfg-eno16777736 HIM R4, AT HECE AIFHLA G SN, JEH 1P
bk, M. MG B ATIEE, HABBNiZm R,

£ 14 B3 /ete/sysconfig/etwork-scripts H st H (£EHCE N B & S ).

24 i Vim GiEEE I NSO ifefg-enol6777736, FIHE ALK i HIHC B SH0F

AR 1. TR GRS LR A —FER, iE LB H ifconfig 4> A1THAIASS
ERCRNOE NI
> & #&JH. TYPE=Ethernet
k73 ickEst . BOOTPROTO=static
MK 4% : NAME=enol6777736
A3 ONBOOT=yes
IP Hihl: IPADDR=192.168.10.10
F MG . NETMASK=255.255.255.0
W SCHIHE . GATEWAY=192.168.10.1
> DNS Hitik: DNS1=192.168.10.1

5 3% HA ML I A28 R 7 kG
HEABI MR ECESCOFTTER H 5%, AR5 e R ECESCHE, IR TR R .

YV V V V V VY

[root@linuxprobe ~]# cd /etc/sysconfig/network-scripts/
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[root@linuxprobe network-scripts]# vim ifcfg-enol6777736
TYPE=Ethernet

BOOTPROTO=static

NAME=enol6777736

ONBOOT=yes

IPADDR=192.168.10.10

NETMASK=255.255.255.0

GATEWAY=192.168.10.1

DNS1=192.168.10.1

PATERS MRS (EERTEL PASARRNER ), K5 ping ArSIHARZERER
Wt 7R Linux REE ping v A2 HhZe ik, WIKTTETE T Cul-c ORI TR,

[root@linuxprobe network-scripts]# systemctl restart network
[root@linuxprobe network-scripts]# ping 192.168.10.10

PING 192.168.10.10 (192.168.10.10) 56(84) bytes of data.

64 bytes from 192.168.10.10: icmp seg=1 ttl=64 time=0.081 ms
64 bytes from 192.168.10.10: icmp seg=2 ttl=64 time=0.083 ms
64 bytes from 192.168.10.10: icmp seg=3 ttl=64 time=0.059 ms
64 bytes from 192.168.10.10: icmp seg=4 ttl=64 time=0.097 ms
~C

---192.168.10.10 ping statistics ---

4 packets transmitted, 4 received, 0% packet loss, time 2999ms
rtt min/avg/max/mdev = 0.059/0.080/0.097/0.013 ms

414 BEREYumXEEE

ABRTIEPE], Yom BOFCRERVERDE N THE—2 01 RPM A ERERPERIXERE LI A 3o
JIrits A AL B ARG R IR . FTASE Yum R0 — MR C%E , TRIRAFAT T LF- B
ARHAMTHR, mHAGESH PR AR, RE0me Ashh e —vl.

BEAREATH Yum BPF @, st2eitefidbisk, Rk HRCE MM 417, 8T
6 FARUHE Linux IAFAESTH B & HEEARAE, FTATAT Y A 2R F0 8] Vim S
wigeES] o WSRBRIE AR S BRI, R SR SRR ICE Yom B0k
GBS R PR

£ 1% AT etc/yum.repos.d/ H3gH (KEAIZ HSRAFGE Yum 4G FERBCE S ).

£ 24, [ Vim Gt es G HE— 14 4 rhel7.repo MBI E SCF (U FRATBER, H)S
ZIR repo ), BIIE AT M AYEL & SEOMAAR 1 ORES J5 B9 SCEERE ).
> [rhel-media] : Yum B{FGREME—ARIEAT, dEfS HA G o

> name=linuxprobe: Yum ¥{FGEMAFREIA, 5 TRMGHEML.

> baseurl=file:///media/cdrom: $2ft1) =L 4G FTP (fip://.. ). HTTP Chttp://.. ). A<Hh

(file://1.. )o
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> enabled=1: EMFZEH; 1 T H, 0 82,
> gpgcheck=1: & & IR GRR M 1 RS, 0 WKL,

> gpgkey=file:///media/cdrom/RPM-GPG-KEY-redhat-release : #7 I i S5 5,
R 246 e S
E 3. ARESHNRHEOUR, IHDCRHEE BS AR /ete/fstab ST,

F 4% fFH “yuminstall hitpd -y” -t d Yom FCHEZREC LT,

i AJetc/yum.repos.d H 3¢ H 5 G Yum Bt & SC0F

[root@linuxprobe ~]# cd /etc/yum.repos.d/
[root@linuxprobe yum.repos.d]# vim rhel7.repo
[rhel7]

name=rhel?7

baseurl=file:///media/cdrom

enabled=1

gpgcheck=0

AR S R TR, R E I E sk GEEILEE 6 2 ), 243U Yum K
G PR 2% Web fIlR%s, T Complete! NIACZEHC & 1EH .

[root@linuxprobe yum.repos.d]# mkdir -p /media/cdrom
[root@linuxprobe yum.repos.d]# mount /dev/cdrom /media/cdrom
mount: /dev/sr0 is write-protected, mounting read-only
[root@linuxprobe yum.repos.d]# vim /etc/fstab

/dev/cdrom /media/cdrom iso9660 defaults 0 0
[root@linuxprobe ~]# yum install httpd

Loaded plugins: langpacks, product-id, subscription-manager

,,,,,,,,,,,,,,,,,, L B T = —

Dependencies Resolved

Package Arch Version Repository Size

Installing:

httpd x86_64 2.4.6-17.el7 rhel 1.2 M
Installing for dependencies:

apr x86_64 1.4.8-3.el7 rhel 103 k
apr-util x86_64 1.5.2-6.el7 rhel 92 k
httpd-tools x86_64 2.4.6-17.el17 rhel 77 k
mailcap noarch 2.1.41-2.el7 rhel 31 k

Transaction Summary

Install 1 Package (+4 Dependent packages)
Total download size: 1.5 M

Installed size: 4.3 M

Is this ok [y/d/N]: y

Downloading packages:
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.................. AR S B
Complete!

4.2 485 Shell Bz

ALK Shell Zeuifif st SYE N SHHENRELEZ 0 “BFE", BAEAM S Linux &
SN RE A, BR TR R AR 520N, BRI TIE IR . o S m T
EE A PR AR . EAREH T Shell th s LE D BeberE, WEF Rk NN EE,
Shell A AT A1 TAE =0 Hifh . 28 B URHEARE,

> ZHI (Interactive ): B A — 252 S BIFAA T o

> fitAbHE (Batch): P FEgEIF— D58 Shell A, Shell 25— R MEPATIIA

G LA

1E Shell P OARAL 2 BT 24 2 33 B9FR 22 Linux 4 DL E Nk | 84 . SdE
T HE [ SETE TR, AT NI REAS AL JE i o B R A A TAN R, BRZIE K H T
VLAY Shell JiI7S

A% SHELL 75 i ] L& 8024 i R 40 B 2 BRIAHEH Bash 1 a1 T 40l A% 1

[root@linuxprobe ~]# echo $SHELL
/bin/bash

421 wmEERERMAK

TR R 58 L 3CRA % Shell AR Z 2 gid)s, SRR, B2, F3CRIE
— A Shell A4S R, HSE A Vim G EHE Linux A 2% BITUF K S A —
A, AR AR T

B, WRAEAR S ET T TAERARIE S 25T H ST A RSO s PEE e, el
A TIBERIIIAS BLIZIEAL T T I A -

[root@linuxprobe ~]# vim example.sh
#!/bin/bash

#For Example BY linuxprobe.com

pwd

ls -al

Shell A SCHFIZAFRAT UAER, (E0 T im0 S, Jii.sh 5 40m L, LA
TR E— A, 7E LT BX S example.sh JIASHSZER FHEE T =FAEIICER . SH—171
JASTE R (#1) HRESIFR G IR Shell SRRk TiZ A S ATRERGEE (#) 24t
JHA DI RE AL Ar S N GHE R, (115 F QB ATE H B 25X A NZSES, AT DAPREAE X
A VE e — 25505 = PUTA AT P TIE AR TRA PR T Linux 4 1o A1
27V R IAAEE X AR RS ok T— MR, ISR PRI T — T BB

[root@linuxprobe ~]# bash example.sh
/root/Desktop

total 8

drwxr-xr-x. 2 root root 23 Jul 23 17:31 .
dr-xr-x---. 14 root root 4096 Jul 23 17:31 ..
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-rwxr--r--. 1 root root 55 Jul 23 17:31 example.sh

BT L1 FH bash RS an 4 21T Shell JHIASCIESN, 28 —Fhisf T IIAER P A0 s 02
T A S8R B AR T EORPAT o (E RIS R AR TR A 15 8., el HFR 22
ARSCAFEMPATA BRI A (FEWLERS 5 %), #1IK%=> Linux REMEEEAHOE, 3
56 B Oy FIA R 5 FER ARG AN S AN IR

[root@linuxprobe ~]# ./example.sh
bash: ./Example.sh: Permission denied
[root@linuxprobe ~]# chmod u+x example.sh

[root@linuxprobe ~]# ./example.sh

/root/Desktop

total 8

drwxr-xr-x. 2 root root 23 Jul 23 17:31 .
dr-xr-x---. 14 root root 4096 Jul 23 17:31 ..
-rwxr--r--. 1 root root 55 Jul 23 17:31 example.sh

422 EWAFRIZH

HR, 1% AR AR e BB T — 2 e e e, RAEKEIER T, BT
11 Shell JAVASTR 7 58 47 i i J2 FH P () —SBSC TR, LA R G S8 i TAE, D LA RE Y g
R Z WA T A BHIREE , FRH P AR S5

HSEZ, Linux REEH Shell JIANE 5 R &3] TixXee, SNk T H TS HNAR
&, ArEZ AT LUE S R IR 1ans0 xRy AT Shell BIAFEFHIZAFR, SHR B
FILVNSHL, S50 R B S5l , SO0 A iR b — ka2 A TR B, TS .
$2. $3----- NS HIXTNE S N A B SEUE, WA 4-15 Fos.

$6, 556 MBS

[root@linuxprobe ~ ] #./Example.sh one two three four five six
A ™,

(s, %I/P{E?@E%fh [_;2, 2 MBSk
P 4-15  Shell JAIASHR ¥ th i S48 A8 1
S RN TR A — T o 2R E — DN ATR R, @ik H B E S EoRE
T ESICR

[root@linuxprobe ~]# vim example.sh

#!/bin/bash

echo "MHiHIAZI NSO

echo "RILHSHNSE, HHlRs*. "

echo "5 1 M2HUNSL, 5 M Hyss. o

[root@linuxprobe ~]# sh example.sh one two three four five six
HHTHIA L FRN example. sh

BIHE 6 NMBH, A& one two three four five six.

1 ANSHCN one, 5 A fives

4.2.3 FIWrRBFRISE
) R—ABEAE . AR, 75242 5¢ Linux 74 . 2242 Shell JIATE AR &
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W i A RIS B2 )5, AUEss LR

RERGIE— P A BRI R P 28
TEABHTHE R PR, REAEHAT mkdir 54 I 2HIWH 4 ARIGE R, RIFIMTH -

FRE SRR DA, WERAFAEN AT s S 2 A S8 . Shell JAIAS F it 4%
PHMTE S AT LI 2R s ORI, A 2L IR 1807 0, 75 DU a2 o] HAd Rl LA A
AL R A THE N 4-16 PR Y, SFRIRPRR I NA — 254

M EaEA: [ R ]
FRARE
Kl 4-16  ZPFINRTE R AR THE X

RIS kX 7y, AR AT LG 4 Fif

> SXEATE AT

> R

> BRG]

> TATHILEGER

SR RIS E SR A AW TR A s R Tl R I DL a AT, BRI EL

Wz 4-3 FiR
F4-3  SUHERET S5
EEF (3!
-d IR SCPFRTS h H s
—e RSP A
-f IR A — P S
-r 322 i P R S A AR R A
-w MRS AP R EE RS A
-x W 2SR/ FH P A A BRI T

T SO R R Wi ete/fstab 27— FSRZERLA SO, SRS 18IS Shell fift e

RN SV B R b2 S PATIR B MIE . AnRSR I 0, W HSRAFAE s AnRR [BIE
NARFRIE, WERE H RATFAE

[root@linuxprobe ~]1# [ -d /etc/fstab ]
[root@linuxprobe ~]# echo $?
1

P SO IR I Wi ete/fstab 2 A A —fSClF, AR BIEN 0, WHCERICIFAF

o Ho— et

[root@linuxprobe ~]1# [ -f /etc/fstab ]
[root@linuxprobe ~]# echo $?
0

AR RS SR A T 24 AT, RGNS R vl SCEAN R ARCR . BIATE Shell

L2 57 s BT R & &, B RN ST 2 PUTRINE A SPETE R a4,
(AL AT LR F W/ dev/edrom SCHERATAE, A7 EM % ) Exist P4
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[root@linuxprobe ~]# [ -e /dev/cdrom ] && echo "Exist"

Exist

BRT 5 57 b, AR 8, BTE Linux RETIBEAS A, 2R ST 6
LPATRMUGEA SPATE R4, BT LRSS & RGBS 5 USER SRFIWT 4 h1%
SRR AR S H 5 B )«

[root@linuxprobe ~]# echo SUSER

root

[root@linuxprobe ~]# [ SUSER = root ] || echo "user"
[root@linuxprobe ~]1# su - linuxprobe
[linuxprobe@linuxprobe ~]$ [ SUSER = root ] || echo "user"
user

S AR EIEAR IR, R Lin REPRBEA TR (1), EFRRBEIFN
PR EE RIBOR S (WA, ARSI A5 R BRI, PR HAR s DR 5 Jit
AR DR (4 225 RUPKS AR O E A )

FAMTBAEDI 2] root 4 BELO By, FEAIM YT P 28— AR B . T
W5 SR PR Ry T U A A TS B , AT 2 T b s RS

[linuxprobe@linuxprobe ~]$ exit

logout

[root@linuxprobe rootl# [ ! SUSER = root ] || echo "administrator"
administrator

MHEAREBAEERVE, —BAIRER. (hEE BIERER R T b efsacH
FEEART . Wikmm ER 2% B KBS LA Z e B P R, A TR
HHRERZ, BREEIEERS EBEAR, AWK, (HRAEL A TAER A S s
WEMIZ R T o LA e R 2 m e, e B W — 2 G 0l —JrmfER
IR AR RS, J5— 7 T B 75 Sl BB TE S5 TAE o R Ml 2 A5

TR T IE AR SR A B R B 3 53 P ——root. I XA /B PRAT IR 2, Se W 24w
BRI USER A EAMIEEET root, SRIGHEBEEEST 9B MATHUERAE, RO
AR T WSS SR P R E NAREEE P T . BJaa AR SR 2 57 2
BRI user TFAE; BRI RN S o 2Bt root TERE, AN ATTH Y
K& A P TE |45 o

[root@linuxprobe ~]# [ ! SUSER = root ] && echo "user" || echo "root"
root

BB s FAT UM BT ERAE, AR 578 . SUFSE R —REAE, TH
ARERCY IR B AT PSS . RTS . ANT S8R FM . PSS SR A4 ulr
9, RTZHINT 550 5315 i Y F 5 1] iy A0 R A FRE 1) i A 98 o PRI — 7 el AL
TR BR B AR TR . T A B A BE AT IR 4-4 IR

*4-4 AR ERLEREET
EERH Ui

—eq EHET
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(Linux FLiZiX A%

- DAEERY Linux RS ZIME RHCE AIE G 9% B 2= 105

-ne BEANET
-gt BART

-1t BT

-le BAHETEH/NT
-ge AR THET

FRNAAETT . FAVEDA—TF 10 BHART 10 DL 10 2H5ET 10 (il f il iR

 {EL A BRI )
[root@linuxprobe ~]# [ 10 -gt 10 ]
[root@linuxprobe ~]# echo $?
1
[root@linuxprobe ~1# [ 10 -eq 10 ]
[root@linuxprobe ~]# echo $?
0

TE 2.4 TR LPET free w4, BT DAUHSRIRECY T R G IEAE T H ST B AE AR S o
FRoREMA free -m A& F NAA T HEEN (A0 MB ), SR5iE1T grep Mem:fig 21 €
HRIRNAFREAT, - awk {print $4} 4 HAREEEE VUS55 H FreeMem="15/]" 1) /72
fEIE RN PAT RO ZE R4 AT

XN SATHERE , (R E2 fHRAA B, BOEfRsdE TR h i it L.

[root@linuxprobe ~]# free -m
total used free shared buffers cached
Mem: 1826 1244 582 9 1 413
-/+ buffers/cache: 830 996
Swap: 2047 0 2047
[root@linuxprobe ~]# free -m | grep Mem:
Mem: 1826 1244 582 9
[root@linuxprobe ~]# free -m | grep Mem: | awk '{print $4}'
582
[root@linuxprobe ~]# FreeMem= free -m | grep Mem: | awk '{print $4}'"
[root@linuxprobe ~]# echo $FreeMem
582

T TR R A DUECE IR REA e T T, SRR S A
FHERLC, $EPRA R . RNV BT R FIW N A o] S I (E RS/ N T 1024, #5/h
T 23R “Insufficient Memory” ( WFEANE ) FIFHE

[root@linuxprobe ~]# [ $FreeMem -1t 1024 ] && echo "Insufficient Memory"

Insufficient Memory
FAFE R A T AW AT R 2 EH, BRI A . B2 R
JIE RN AR A A (RIS (E ), BB LA AT o, 4% B L b UL iz
BTN 4-5 iR .
#z4-5

w R F T BRI E AT
1R

EEG

HASF AT R N AR A R
HASF AT R AR AN
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-2 Bl et
1T ORI FIT String AE R A RZ (A, HETTRINHR E55E X T4

=

[root@linuxprobe ~]# [ -z $String]
[root@linuxprobe ~]# echo $?
0

FZGIABRIEFAARA T HHTR AR RS R{E LANG A9
(en.US) i, M2 2 IR “Noten.US” (DL ) M7 HE:

[root@linuxprobe ~]# echo S$LANG

en US.UTF-8

[root@linuxprobe ~]# [ SLANG != "en.US" ] && echo "Not en.US"
Not en.US

43 FiREEIES

U AT DIGE A Linux /4. 8EAF . 52 W LSRRI TR A R e S B AR Y
Shell iIAS, (HJEXAEIAIEAGE AR =30 88 . JR PR E R BB IR B 5L ) TAETT SRR TR #&
BRI PATa4, HARREMR GRS S s2 B B Sh R s T Bln, A7 EH = 1000
SR, BB HIWNX e H PR R A AR, WE AR IR AL LA B 3 HAR IR
B EEABAT

PETRIRATE L if. for, while, case X 4 Pl FEEE HlIEARE T B MERE K . DIkE
SR Shell BIZR . S TARUE T SCH S PRI R M, BN E AT R, RS e2 thiif 4 Fh
ANFEITIRERY Shell ARG, MARZEE—NIARRNE, EERA NS BB, R
B X AMER LA R B T AR B A B R, (R HITCE U B, ART H ISR
TAE

4.3.1 if FHUNED

if 25T Ay ] DAL B AS AR A SE PR 0 F S TR A 2> o INEEAR MR, if
I RGN ST . Ay B . 20 s R RERE S RO B — BB T

if S B SCEE R ER A, then i SCERTRIZE AN, 10 HL R AR S W 5 A AT iR Y
A2 Y T AR QR e JIB A oo S BRLR S A 1) S T R 1 R — P S5 R B 4 44
EEAE A 4-17 Fis

1if EMEMRIRE if BRAEE
then WEFES then EIEZBER
fi fi

K 4-17 B2 0Y if ifA)

T B S if B Sk B KT /media/cdrom SCHE T AELE, BAETERLAS o AR5
Wi FIHEAS Shell JHIAS, J 22 ] FeBilgdx A~ H 5% .
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[root@linuxprobe ~]# vim mkcdrom.sh
#!/bin/bash
DIR="/media/cdrom"

if [ ! -e $DIR ]
then

mkdir -p $DIR
fi

BT s JA PR S 580R, Fibix B4kZ2H “bash JIAZAFR” A9 2 kAT
K, EIEFIBHT, WARSHITEMA S ERA T EE R, HErTLMER 1s i ik
/media/cdrom H &2 E L RIIEIHE

[root@linuxprobe ~]# bash mkcdrom.sh
[root@linuxprobe ~]# 1ls -d /media/cdrom
/media/cdrom

if ZPFERINr S5k T i, then, else. fi SCHEIRLN, B -FT— RS- DEEEHIT,
WS APEVCES, W 5P TAI R Y T 45 S 20 e TR DE LI st a4, A4 T 0
TERG AN B Lo B TR oo i SBT3 ST 25 R — T AR 7 2 1)
Wrahity, g anE 4-18 PR,

1E REMRERIE if BEW ping i@
then #W&F51 then RTFRFFLETIE
else @WEFY2 else IREARS IR L HERA
fi fi

Kl 4-18  XUor sy if i)

RS2 if SRR ARG IE R & EVUE AL, RE IR BERES R, B4
WARFIAELGE, EARREIAELGE . X EAHA T2 H ping 2 AL 5%
FHLRMEEIEIE M, T Linux REEH A ping A4 AME Windows —FE240 4 REASH, HILH
TR P AE R RS, TR -c SEORMUE 22 BREL, I - 80 R
AL AR IR, DA -W S80E SR ]

[root@linuxprobe ~]# vim chkhost.sh
#!/bin/bash

ping -¢ 3 -1 0.2 -W 3 $1 &> /dev/null
if [ $? -eq 0 ]

then

echo "Host $1 is On-line."

else

echo "Host $1 is Off-line."

fi

BATHE 4.2.3 Nh s B, MR B b — WA PRI TIR [P . 25 RiT i AR 4505
AIRRIIAT, WIS 2 BoREeT 0, 2N R — N EFET (TEEN 1, trlieh 2,
BT RGN ). B AT DA S R R FIWr 248 RS R 0, MR AT A% 154
AR IS I, 33X BRI 458 TP Mkl >N 192.168.10.10, FoATHRIGIE— T JAIAS 25 5«

[root@linuxprobe ~]# bash chkhost.sh 192.168.10.10
Host 192.168.10.10 is On-line.

[root@linuxprobe ~]# bash chkhost.sh 192.168.10.20
Host 192.168.10.20 is Off-line.
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if 2B RI 20y L S5 R if . then, else. elif, fi JCEERIAIAY, & HHITLIR S VTRCH)
Wi, 33 22 U HI IBIE H B4 AT A — 007 DG Jc B ) J 0 2 B T AR DL A i i 2, A S T ey <
e B2 AR e B e i SR AT B 2203 SRR R T AR PP B (8 FH A — b 25 2
FUWTEER , RS HI R 2 E RN R G, A% 4-19 Fs .,

it SUEAEMEL Lf SEABS~100ZH
then WEFF1 then FIAMTF

elif SFMHALLERE 2 elif $38F70~842Z 8
then f2FF2 then ¥lAEE

else else
HEFT 3 FIATEE

fi fi

Kl 4-19  Z4r 30 if 154)

T2 320 if ZoPEE AR B i AR 2 B A G X () Y, SR T s an
Excellent, Pass, Fail Z#/R{5 8. 7F Linux RGH, read J& R EEHUH P i A5 B HIH4,
REMSICIZWCE 0 F P i A BIRMEZA 5 TR B4R 28 i, -p BT A R —E R
B R ARG, A S P AR TET 85 /- H/NT4ET 100 4, A%t
Excellent “FAF; #7080 LI 40 (ENVERCA LT ), M4REE I A BUR B R T%F 70 2
H/ANTEET 84 41, WA, Wi i Pass FAFF ; 2 PIUCHRYE 25 ( BIPRIR I VERCHRAERR R I 1),
I Fail F24E

[root@linuxprobe ~]# vim chkscore.sh
#!/bin/bash
read -p "Enter your score (0-100): " GRADE

if [ $SGRADE -ge 85 ] && [ SGRADE -le 100 ] ; then
echo "SGRADE is Excellent"

elif [ $SGRADE -ge 70 ] && [ S$GRADE -le 84 ] ; then
echo "SGRADE is Pass"

else

echo "S$GRADE is Fail"

fi

[root@linuxprobe ~]# bash chkscore.sh

Enter your score (0-100): 88

88 is Excellent

[root@linuxprobe ~]# bash chkscore.sh
Enter your score (0-100): 80

80 is Pass

MRS TIZEA . S AR RO 50 0 30 F1200 F, HETRATE

[root@linuxprobe ~]# bash chkscore.sh
Enter your score (0-100): 30

30 is Fail

[root@linuxprobe ~]# bash chkscore.sh
Enter your score (0-100): 200

200 is Fail

N LI AR R 200 B, MR 7 Fail Wé? [ PRAR AT SA——0 A BV R A i 4~
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SEMPFIRIE D, R A ST TR R SRIRRNS . AT, XNAIEASRAR e, @R AfT
SERX A, SEFRH P TERIA KT 100 8/NVT 0 BIZ2E0N, 45T Brror RS THERIHRER .

4.3.2 for &HEEMED

for FEFNER) VA — UMM, SAGE—XHE B T HA AL, 2P
AYEES, ] for fEFNERFREAAN T, for JEPMERIIEZAE N 4-20 .

for HES in BATIFE for APE in FIRXH
do do

wEFF AER R FREEN
done done

 4-20 for TEFRIEA)AYTETEAG

N for PEFMEMMIIRIAFH BRI 44, R B — QI - Ik i
B, EREQIE P BRI FNR S users.ixt, BN P AFRM 1T B AT L A TOOE
FARI L 2 AR AA S

[root@linuxprobe ~]# vim users.txt
andy

barry

carl

duke

eric

george

T ok4E Shell JHIA< Example.sh, 7EJIASH i read 23U P A ERSE, S48
JEWRAESZS PASSWD A, Hilid-p 80 H P s — B R (E 8, SR P IEER AR N A
BRI 30, FEBUTIZIAS , 2 A sl FHASIER S users.txt HRRHUEIFTA 1 H P
HFR, REBEEH “id P27 AaEEHPNELS, JHEHS2HIBNX a2 2 A TAL
oy, st RAWHZH P RS C A

B2 4], /dev/mull JE—EFRE Linux SETE A SCH:, FEf A5 BEE ) 25X A SC46
[ TS (CRUTEA MIEBERRIRAR ), T LA AR AR o

[root@linuxprobe ~]# vim Example.sh
#!/bin/bash

read -p "Enter The Users Password : " PASSWD
for UNAME in ‘cat users.txt’

do

id SUNAME &> /dev/null

if [ $? -eq 0 ]

then

echo "Already exists"

else

useradd SUNAME &> /dev/null

echo "$PASSWD" | passwd --stdin $UNAME &> /dev/null
if [ $? -eq 0 ]

then

echo "SUNAME , Create success"
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else

echo "SUNAME , Create failure"

fi

fi

done

PATHCE BT 1Y Shell JAIAS Example.sh, 785 A KK P15 & 19 2609 5K AR B
A I A X S, i T2 2 2R MR B D EOE W AT AL B T /dev/null BT
SCHEr, PR RSSO T BRkedd LR T P R B R ( Create success ) fIHE7R )5
Ao HA N .

TE Linux REEH, fete/passwd s HIRIRAE A5 B RS, AnRAE BRI AN A 2
BRI TR, ATLAT IS, BEH AP RS A XA P ER.

[root@linuxprobe ~]# bash Example.sh
Enter The Users Password : linuxprobe
andy , Create success

barry , Create success

carl , Create success

duke , Create success

eric , Create success

george , Create success

[root@linuxprobe ~]# tail -6 /etc/passwd
andy:x:1001:1001::/home/andy:/bin/bash
barry:x:1002:1002::/home/barry:/bin/bash
carl:x:1003:1003::/home/carl:/bin/bash
duke:x:1004:1004::/home/duke: /bin/bash
eric:x:1005:1005::/home/eric:/bin/bash
george:x:1006:1006:: /home/george: /bin/bash

LA ST U if PRI, FTEIOA DR LR SRR A 47 BEATR
IBAEE YA T for ARERHE ), RS OEHREAGTENY . HAS k3 EIAR SO ) S0
LA, SRR A EEA TR F UL AL

i SG0IEE 1 EHFI R ipadds.txt:

[root@linuxprobe ~]# vim ipadds.txt
192.168.10.10
192.168.10.11
192.168.10.12

SRJEHITR IR S if 2P for JREMERIARZE S, TERIA M IR ipadds.txt
H A S TP Mk (RS ML) FPRHIRE S HLIST A8 4, MM FIr ping fir &1
1) AR HE R BN EVUR R AR AT HHES (A4 ) R—Foe 2BIT5 3 &Y
Fe S g 15 i 1Y) Shell #AEAT, SR FIRER 155 50005 | SRR R 1 P AT R Y
% e RETEMGIARS, 2] JURRIHT %, TP RE ST

[root@linuxprobe ~]# vim CheckHosts.sh
#!/bin/bash

HLIST=$ (cat ~/ipadds.txt)

for IP in $HLIST

do
ping -¢ 3 -1 0.2 -W 3 $IP &> /dev/null
if [ $? -eq 0 ] ; then
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echo "Host $IP is On-line."

else

echo "Host $IP is Off-line."

fi

done

[root@linuxprobe ~1# ./CheckHosts.sh
Host 192.168.10.10 is On-line.

Host 192.168.10.11 is Off-line.

Host 192.168.10.12 is Off-line.

4.3.3 while ZHEIMET

while Z&PFIEPR B A — P E AR SRR LE S PR R AT & TR 4D, E R EFREE R 1R
FEAEPA TR AN E S A RAT UK, S8 AR T for FEIMEAI A iR, AR Y
3o while JEERRIE W A% PRI A ELBOR D R R ARG AT a4, 5 26 E kiR
11, NIRGRESRAIERS . while THAIRYTEEAS N 4-21 B

while ZHHMRIRIE while FRIFRIEMHME
do do

w7 REHWE mN
done done

&l 4-21  while HEERIEA] A B LA 2

FE R SRES S 2203 3201 if SRRIER) 5 while ZAIENER], S5 — SRR IS E K
INHIREIAS Guess.sho 1ZBEIAfH HISRANDOM A5t SR EBUE —RENLAVEE (YEREIA 0~32767 ),
PEXAFEHLERT 1000 S THUAEAE , T8 expr 12 HUSHZE S, P ANEE 5 H P read
AT A BEUETE T ECECHIT . SXA-FIWTE )53 R = RGBS P A SRS T
KFRNTFHH expr A BUSHIEIE. XMaT, PEXSENFEANRE N, ROTYRIESGER R
while Z5PFIEFE IR LA AN true, PHICHIBE RIS TORRIIT 25, BRI HAREL
{HAET expr ir 2 BUSHIEUEG . X EMSFZ G A BT exit 0 s>, ZAHAIHIT

[root@linuxprobe ~]# vim Guess.sh
#!/bin/bash

PRICE=$ (expr S$RANDOM % 1000)
TIMES=0

echo "F&SERRMEN 0-999 ZIH], FWERERZL? ¢
while true

do

read -p "HBMANEBHNAMEEHE:  INT
let TIMES++

if [ $INT -eq S$PRICE ] ; then

echo "IREEENT, LBRNMIER $PRICE"
echo "HEISE g STIMES K"

exit 0O

elif [ $INT -gt $PRICE ] ; then
echo "K&T! "

else

echo "AKfET! "

fi

done
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TEXAS Guess.sh 7, FRATAIN T —2652 505 E., WIS H P 5 RS0 B 35 L
HAGE T LA SEAE) let TIMES+H+r A #R2xil TIMES A5 & N AYEUEN 1, FRGSHHEER R T
AT T 200, XA LI P A a0 T 202 s, A .

[root@linuxprobe ~]# bash Guess.sh
PR SEBRN RSN 0-999 Z (A, FEREE L2
AR EE . 500
N
AN ER AN HEEE : 800
UNCEE

THRAN RN EHE . 650
RIET!

RN SRR EHE . 720
KT

RN RTINS EE . 690
KA T !

RN SRR EHE . 700
KT !
RN EE . 695
K !

AR NS EE . 692
K !

THRAN SN EHE . 691
REEEXT, Lhrfitsg 691
EIHEMT 9 &

4.3.4 case &HNED

WEREZ FrE i CIER, BRX—/NTREE EESS0—% XA switch 4]
W1 0, case ZRRMNAE A AT switch 15 A ITHEEIE AL case 1B A)IEFE 2 L H P UCEL
Bl A VCHC AT W E T A G A 4 25 A S M i an SR AN AE BT 81 S T Y
M EPATES (%) e XERINaE4S . case /A IYIEIA LS INA 4-22 F

- I )

case TEMH in case HMIABIFSR in
RS 1) [a-z]| [A-Z])

WEF L R"’TAFE.
#21) [0-91)

WSSl 2 RTAHE.
ST INCITIES

EIAGSFT BITEABHRFR
esac esac

&l 4-22  case S4B TE LS5

TERTSCA A0 Guess.sh JIAS AT — B i 55 s —— HAERAZ RO L T sl A —
PRy, SRBUAA S B AT 7o PR TRIGE SR RN, P, “a BHK
TAET 37 XHERATUR SE SR o AT —E BRI FIM T s A N2, 2
BRI NEAEECFI, AR T LR, MM T 5.

S TEIA P G case SRR FBERCAT (TRULEE 3 55 ), Sg4xnl LA i 5
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FT R o 35 B RIRATTIGN S IIAS Checkkeys.sh, 7 P i A— 0708 HIW(E 45 2F + KEY,
SRR AR KEY WUME A P SR HE R 78 . Bov it 2 A 7245

[root@linuxprobe ~]1# vim Checkkeys.sh
#!/bin/bash

read -p "HMIA—NFER, HiK Enter #HiIN: " KEY
case "SKEY" in

[a-z] | [A-2])

echo "fEFINMIZE FBE,

[0-91)

echo "BHIANKIRZ HF. v

“

echo "EHIAMZ . DifetEs ARSI ERF.
esac

[root@linuxprobe ~]1# bash Checkkeys.sh
WA — TR, Hi% Enter BAIN: 6
AR .

[root@linuxprobe ~]# bash Checkkeys.sh
A —NFF, JH% Enter 8L p

O NP

[root@linuxprobe ~]1# bash Checkkeys.sh
EHIN— N, % Enter BEFAIN: ~[[15~
RINE T ThAeE i M 7= 1.

44 HRESREER

LR R RS e TAINAT LUEAT Linux 7RISR A ARIEOLT , 7E48 2RI TalBe A 3l
Je s SRS 55 i %, NIMSEBLa4ERY [ shit, RSN TBHEC 24 T IIREAR R IIA T
FPRPAT—LER AR PR T A, (HR, ASRATIRT AR R IR P R R 2L [ 4 B T X AR
FEFF, AR ECARRA Y 1 (2488, Wl DAIVIZRGRAY IBTE B T 450 ), 45 Tk, X ek [a]
REDHRAATEE S S5 2R RIS 55, JERIINE . MR TARSS R R 58 A 358

THRIME S5 53 R — R AETHRUE 55 SRR 5, KREET DU IR AN T 75 U3

> —UMERIES . A 11 5830 43 TF I ki ss .

> KIPETHRIESS . B —RR 3 50 25 73t /home/wwwroot H SR AT AL %1

backup.tar.gz,

s L, —URMETHRIME 55 R —3, — B T It 89 TAER R . ATATRUA at
TSP RE, R EE R “at WE” APERAT Pl R A AR RS I HIE AR
R —OETH TS, ATRAEH “at-17 i ZARLKCHMBR, wTLUH “atrm fE55 RS, 1E
] at fiv & ARBCE —UWHETRUES I, BOARIR RS ATk i, [T iR a6 R
BB NTEA W 23:30 43 A B E s Wik 5s

[root@linuxprobe ~]# at 23:30

at > systemctl restart httpd

at > WAMEFRMZT ctrl + D 4IAREE H 5t MHES
job 3 at Mon Apr 27 23:30:00 2017
[root@linuxprobe ~]# at -1
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3 Mon Apr 27 23:30:00 2017 a root

AR R AR — T XL SRR R E P e 07 5K, ] AT R 2 ) B AT (AL RETT)
BN A A4 28], ik at f ST echo A4 BOSIE S, LAk B 7 7781
HEVR— AR 551 F Y

[root@linuxprobe ~]# echo "systemctl restart httpd" | at 23:30
job 4 at Mon Apr 27 23:30:00 2017

[root@linuxprobe ~]# at -1

3 Mon Apr 27 23:30:00 2017 a root

4 Mon Apr 27 23:30:00 2017 a root

WERFA A/ NOBEE T —UMEHUESS, AT DR mi i i SE AR Ap—

[root@linuxprobe ~]1# atrm 3
[root@linuxprobe ~]1# at -1
4 Mon Apr 27 23:30:00 2017 a root

R4 Linux RETEENJRIIPE | AT AP TR L ARG5S, IBA Linux &40
HERIA A Y crond RS R ELFRE A AL T o B, gt RMESS a4 “crontab-e”, #F
YA RIS W44 “crontab -17, MIBRHEAAIHRIMES M4~ “crontab 1”7 734h, GARESE
DU B ) B B sk R 48, AT LLAE crontab 2> FRn F-u S0k g A\ AiHRIMTE 55 .

FEIEGRE RS T, IEERSEEI S —TF kR 5 i B, A, B @i,
R crond RS ETSHISEAHEX (LA ILER 4-6 ), TWEFEMNE, WRA LT E
WHKE, WHEMHRES (*) S, K 423 Pk,

50 3 2 1 * run_command
syek | [ ][ A A |2

& 4-23  f#i ] crond % BT 5 IS HHE

#* 4-6 £/ crond € BE SIS B FELHAR
FB A

7 HUE N 0~59 %L

fisf Ul K 0~23 (fE a8

H WU S 1~31 AT B

A BB 1~12 BT 28

1 BUE R 0~7 AT, Hh o 5 7 ¥ 0 REIH
i TERAT i 4 SRR B A

AR — . = TR 3 4 25 4r, R B tar v JEHEAS Ik ) Kl H Sr ik
AT, i HAE S — A3 3. AT U] crontab -e v 2R AIEHHIES . HAC
BRI S R -u 28, BARRSESCR IS BN crontab -1 fiy 45 R T 7R -

[root@linuxprobe ~]# crontab -e

no crontab for root - using an empty one
crontab: installing new crontab
[root@linuxprobe ~]# crontab -1
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25 3 * * 1,3,5 /usr/bin/tar -czvf backup.tar.gz /home/wwwroot

LU, BRTHEES () RMFRZAmEE, #ildn “8,9,12” £ 8 H. 9 H
12 Aol UHIEES (=) KRR —Bai g pmi e ) CpmrBe “ 1 ey “12-157,
WMFREH I 12~15 H ) IRHERS (/) FoRPATIESs iR (Fan <27 Fonsia
2 73 AT — U AESS Do

WERAE crond k55 Hhifs Z R0 & 2 25 HRME S5 dn 1), RTINS —4%. BilnFei
B—2 RIS, ERaER s — 2= AR 1 sish A shisastmp HABIEHA S, T
HAZERERIE, T8 crond MRS5S ATHRIES 280, ITA fir e — e Z N AR =20,
RAFELE R 84S, 15 H] whereis fir @B TR, rm g A2 T T 5 S IR )

[root@linuxprobe ~]# whereis rm
rm: /usr/bin/rm /usr/share/man/manl/rm.l.gz /usr/share/man/manlp/rm.lp.gz
[root@linuxprobe ~]# crontab -e

crontab: installing new crontab

[root@linuxprobe ~]# crontab -1

25 3 * * 1,3,5 /usr/bin/tar -czvf backup.tar.gz /home/wwwroot
01 * * 1-5 /usr/bin/rm -rf /tmp/*

PEATT B e, X it AR R T LA A AR R ) iR 55 i 1 it
> TF crond IR 55 W & S801, o] LI Shell AR I#S LS FIHEBER, Xk
16 H 5 1] sk B A ARG I AT UPRER 1 i D fig . FoR DA e 5 N 51 S5 d 28R B
> TFRMES I 9 FRATABUE, BXIRRENZSEUES, m CH” AR
BOARERIHE ], A Wies Atk vhae
B PSR4, M EFE W T AL T, AN crond 7E N AITR Z 55 B FH A& Vim
giiaay, MG REIMAEREHE— RS R Linux RGP ESR Vim ORGS04 TIE . FiF
PIERE —E BB ESR Vim Zitidas 2 J5 f2e > F—,

=Bl

1. Vim i as i) =M Bl 2 A
B R RIS AR (] S Ui AR o

2. BN AR AR TR
& sl Esc BER MBI ar OB, REmE S () B PEART TR

3. SR Shell A BZMRLE A 752

& DOZEARRIAE Y] RGBT (RIS ) .

4. 435lffRE Shell IASH$0 5983 A8 = A91EH .
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& AE Shell A, $0 fCRIASCIFRI 2 TR, $3 MIACERIXINALE AT IHE I 26 =

e ¢
if 2 FINRTE A LRSS, d RS B = 2 R4 7
E i FAFNH AR S WU S 20 S =R, Hrh 20 S A R R R

HEEZM%EH, HEWIER N if. . then.. elif.. .then.. .else...fi,

. for Z5HIEIRE A PR ZE M AT ARETF B2
% for SAHENERIOEER R “for 2844 in BUESER do #ivA 41 done” , W&l 4-20 Fizs,

. A while Z5HERRE R TP E I true VEIBER M, I A KEA AF1E?
& AR A true, PRIHCIIAS TH AT 42 TERR M H 52 AT T 25, L BIRIES) exit

AL

- IR EAMRE P A S BT AR AT, BOr a0 s A7

& . case &EMA],

. Linux RGEHRITHRIE S it IR IS5 2 A4, HSBuk0e a7
& REPHMESS 7 2 H] crond MRS B2y, R0 70 i B A 2 @l .
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FI B4 55 SO BLRR

AEHBETUTARE:

RRah5En;
XRS5 VAR
A HIFSERANBR 5
A HY BRI BR 5
XA R EFIGIER;

su 45 sudo fR% .

YV V V V V VY

Linux & —NZHFP  Z2E5ERER S, BAMRIMERE T S L2t 7535 R Linux
ARG ENNE—RIVE MBCE TAE. AREWGETEA R SCIER T & . IrE gLl A A
A TIEE (r). B (w), #UT (x) G84E, DURAUAFE Linux REGEHESH. MER .
BRI 5 B FATE AT LI SUID. SGID 5 SBIT HRERA PR i 52 76 5 B R 404
FRINBE, SRVRANT SR & — BV ERRET P R A 2 o BROBRABR BB 245 R H I — 2R
BBz, IR RZ HiedF R HEGFEE, MONGEHE B E M bR mSCE v
|55 ( Access Control List, ACL ) AJ LA —25i—H = . F P g0t B — 3o sl 3 Stk T4
PREAR T, RSO AT AR 2 TAET R B E/ MU . Az iR g anfe i su s>
5 sudo k551l A P HAC B0 AR, AT DAV R H R 1 TAETR R, T IR R 48
SR

51 FBPBHSH

Bt Linux REEHIPIEZ—BER 722 P RN TAEROR, NI Linux REE0
MRAARGF I 2P, 5 1 BAE%E RHEL 7 #RERGENS, Rl 2R UCE root 45 1 51 %A,
XA~ root FELGIHUEAFAE T IS UNIX RGBT ESIARENRGEIAR, G
NS PRGN A TIIRE, WNERI/MBRAT I8 s/ oGRS R . VIR AE AR a2 . BUR
LA root AR B A BB TAERI AR 2252 B RGERI BRG], (BAFTEDE “REJBOR, THAERUBCR”, Ak
— B AR RERY root B BR AN FRIAAT T H R A A& il BE & IR R G (ST,
B S B AU —

TESF IR EALH] root A4 PR RAFRORIEHIEE ARGt W X MR, M4 EATRZSC
B A E P ) B A o — Al “TosH R Wl SR, X it
BHRK T ZRAEEL A O R OA——SREUETERFAE = THIEH root 427 2 53 ALFR !
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XA root B HH I 1E 44 AP 25 BEAE 2 T R SR AR D WL, FRZ T L 14 root 45 P
TORBR, JEAR T, ORFE Linux 1957 > o B v Qn 2R 58 F - S i1 T8, IR RC
BRSs 2 )5BS R A AR NS R G A B 1 A S RO AR AS 1R800 XTSRS
KRR W S RRGE I . BB FRATT SC IS IR 20 VMware MERIBLEREEERY, AT LA
P P RG B — R IR, X RIE RGN ARG T, eI LIAE 5 Bbehry s (a) b
RN —E2M RS, MAHBELEEEK,

Sz, X S ARG IR R 2 AR root B ANPR>E S22 Linux R48, 5%
TAERTFRARE A = PR e el AN P AR X S S8R G, M AEROAR PRA) f

Fhb, ARZEBEEVIVARET2ER], Linux 24 PR root, X HASL R4
Y, Linux REME B Z TS root, FAIERE TR root, T RE iz F i &
355 E) UID ( User IDentification ) AY%UE N 0, 7E Linux &G, UID ¥k S FRATHI B
WE S —RE B ME—ME, DR el i S 0 UID {ERFIRTH P B3y, 76 RHEL 7 &4,
PR T X,

> EHLUID b 0. RENEHIH.

> RGP UID K 1~999:  Linux RGN 1 #EG RS 87 1 3 179 8 2% £

WERG RS, BIANRS T SA M RGP fsiiatT, SR igmin
L

> EEA P UID M 1000 Fih: J& s R el @ AT H & TAEMA P

TR, UID EAREm Ry, 1 HAS PG E i) UID BRAJEM 1000
TR A ( RIERTTE A R E S0 ),

AT SR TR 4P, Linux REHAETIA T HPAME, @b HH
P15 (GID, Group IDentification ), FRATATLAEZAH P Im A Z [ —A4ir, M
A H P 5 — B R 84 AR 55« BIA —DARITA 24T, BT
FARZ 1 T, a0 HARLE 03 T U R ARTS T T R B8, D00 AT DA X5 T JE 2R 5 5 Tk
BEAER . Ban, ar DU XA TR B AR, A5 R A HRER TR B T ] LAY ) F ] Y
Bl RS B 5

34, TE Linux RGP, & A shElEd—A> 5HR A AR P4, i
XANFEAHPHRAGZHP—D N Rz LU g A 4L, A~ H oAl H -
UMz AV R4, —1HPRA DA, BETUAZAY R, M
JEHE I TAETRE,

5.1.1 useradd %%
useradd iy 4 FH FRIESH AR, #&20h “useradd [#EI0] FHF 447
Al LU useradd A2 GIEEH ko ff FHiZ A A QI ELH Pk Pk, BRIARH P R H RS

WiAEtE/home H 5, BRINAY Shell fi#Be%s /bin/bash, 1 HERIN 08— 5% H P A4
BRI P 4], X BeBRINBEE 0] IARBE % 5-1 Y useradd x2S 8 H1T1BE
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% 5-1 useradd s &I A PSHURIER
SH 1EF

-d HREMRPMEEZ (BN N /home/username )
-e T P BB E], A% 2CH YYYY-MM-DD.
-u T8 EZH P ERIA UID
-g 808 — IR P B (AEAFAE )
-G H8E — B R
-N A 5 P R 44 i EA ] P
-s BAETZH P BRI Shell i RERS

T FRAT O N E P IR E K H SRS . PR UID DL Shell f#RBéds. 76
R4, 157 & /sbin/nologin, © &L REAR I — b1, 5 Bash iR RS A & RKIEZ H,
— B PR 015 Bl nologin, WMRFZIH P AREE R RS

[root@linuxprobe ~]# useradd -d /home/linux -u 8888 -s /sbin/nologin linuxprobe
[root@linuxprobe ~]# id linuxprobe
uid=8888 (linuxprobe) gid=8888 (linuxprobe) groups=8888 (linuxprobe)

5.1.2 groupadd &%

groupadd fr & TR P4, #Xh “groupadd [#EM] #FL44 "

AT REMES N S A AR IR RS AN P AR, A TAET R S P AR [F
— AN LA, X AT U X — S P G HERR . B P AL A SRR R T, ol angl
FHINF a2l — 4 FH P 41 ronny :

[root@linuxprobe ~]# groupadd ronny

5.1.3 usermod @

usermod 14 F FEMUH Ry E M, #83h “usermod [BETH] FF47

FISCRE S A58, Linux RG8H B9 — VIR SO, BRIAE R G0 b ) g Pt st e A8 i i
SRR, PO BT fete/passwd SCEEHR, AT L ELEE I SCAR s A 8 OH: P i
FSHEH, Wl LA usermod Ay A B E LM H G R, WA UID, FEA /PR
P BRIANZSRS usermod A4 IS B AR I 5-2 Fiis .

% 5-2 usermod w < F IS HRIER
B 3z
-c HE P 5 0E B
4 ZH-m 52%-d M, ATEFHEE PR H 3O A SHEIH R ERER
%
-e T P R ENBIE], #55 YYYY-MM-DD
-9 A i I P P
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-G AR R P A
Bk
S8 3|
-L BUE N P IE G R RS
-U BRI, RVEHE SR RS
-s AR HUERIN 2 i
-u BRI i UID

RERNEPIXALZHOPINT o BATSERFE— TR linuxprobe HYERIAE B -

[root@linuxprobe ~]1# id linuxprobe
uid=1000 (linuxprobe) gid=1000 (linuxprobe) groups=1000 (linuxprobe)

SRIGHH P linuxprobe S A root F P A1H, XY BALH)FH W25 H BE root FH ALY
THE, MR AN SZ RN .

[root@linuxprobe ~]# usermod -G root linuxprobe
[root@linuxprobe ~]# id linuxprobe
uid=1000 (linuxprobe) gid=1000 (linuxprobe) groups=1000 (linuxprobe), 0 (root)

Pk -u Z80& K linuxprobe FHF 1) UID S5 {H . BRitbz4b, AL LIH-g 4k
BB P EAL ID, HI-G ZEUBBUN Y R4 1D,

[root@linuxprobe ~]# usermod -u 8888 linuxprobe
[root@linuxprobe ~]1# id linuxprobe
uid=8888 (linuxprobe) gid=1000 (linuxprobe) groups=1000 (linuxprobe), 0 (root)

5.1.4 passwd &%

passwd iy 2 U %0 | B IRtE] . IAEREAE, #8 “passwd [BEHT] [ 4417 -

H3E AP LB passwd fr B H S RGEEMS, 1M root 45 FE 5 WA A FRAZ AL
T NBEE, HEEAYZ:, root B TE Linux R4 BN E B A B2 18 B AT 2 80EIH
B, X — R, BESR root 45 HEL Y AT LUMBCHABH P B, R e A %
A HIAIR o passwd 4 H ] IS EL RAE RN 5-3 iR o

% 5-3 passwd @& RS UARAER
SH 1ER
-1 WiE P, FREHESR
-u frREE, SRS
etdin FVFE AR R A P&, U echo "NewPassWord" | passwd --stdin
Username
-d iz P ] 2 SR SR R 4
-e SR P E T OO SR B U Y
-5 R EEREHIUE, LIRSS R AN SRR
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F2 T ity PR s A B A SR, DU B Al A R i85 (Bt
NI, T2 BA root B AALFR ):

[root@linuxprobe ~]# passwd

Changing password for user root.

New password: IAMEINZERE

Retype new password: BERXRBINFHITHIA

passwd: all authentication tokens updated successfully.
[root@linuxprobe ~]# passwd linuxprobe

Changing password for user linuxprobe.

New password: IAMAGNZRLE

Retype new password: BERRHEINFITHIA

passwd: all authentication tokens updated successfully.

A LR FEE AR, T BRI, IR AR LA passwd 445 1k M o8
H

ARG, FBINES A N TAE b AL, P s & SRR P B S R G, A2 A FE R
DAEREPRIUE T X B RN R ST 224, Aol 1 BEUS . I D o ok F) JRR O -

ahd

[root@linuxprobe ~]# passwd -1 linuxprobe
Locking password for user linuxprobe.

passwd: Success

[root@linuxprobe ~]# passwd -S linuxprobe
linuxprobe LK 2017-12-26 0 99999 7 -1 (Password locked.)
[root@linuxprobe ~]# passwd -u linuxprobe

Unlocking password for user linuxprobe.

passwd: Success

[root@linuxprobe ~]# passwd -S linuxprobe

linuxprobe PS 2017-12-26 0 99999 7 -1 (Password set, SHA512 crypt.)

5.1.5 userdel 455

userdel 14 FHTMIBR A, #&8h “userdel [BET] H 457

WRFRATTH AL FH P S SR PR B SR B R gerp, AT LI userdel 14 bRz H 7 ()
FTAER o EPATIMBRIRIERE, P AR B SEBASIRR TR, MRS aT LU -r 250K
[ userdel fir2 S HI K AE AN 5-4 i .

* 54 userdel SIS HURIER
S £H
-f 558 T T 5
-r I ™ B P 52 H 5%

N1 userdel fi4F4 linuxprobe FHF MHBR, HARAEWTF .

[root@linuxprobe ~]# id linuxprobe

uid=8888 (linuxprobe) gid=1000 (linuxprobe) groups=1000 (linuxprobe), 0 (root)
[root@linuxprobe ~]# userdel -r linuxprobe

[root@linuxprobe ~]# id linuxprobe

id: linuxprobe: no such user
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52 XHRRSRE

JRAETE Linux RGEH—VIEE SO, (B SCFRZEAUAR AR, Kt Linux REEH
T AR FAERIMAK 53, 5 WA R o

> - RS
d: HEfk,

1 B4
b: FUE St
c: TR,

> p: BIEXM,

£ Linux RGH, A SCHEA TR T A E R A4, I HRE T SCHRTa & .
T AT 41 DA B A A ST A AT (o), ATE (w), ATHAT (x) SRR o XF T — e
kUt AR LA oy B . L RORBRS LB SRS “W'E " RORBEE S
LR ek, MBRSCHER SEPRIN A s AT WIROR RSB TT — M IA TR P . (HIE,
XFF B SO R UL, P AR E R RAI AL S T o IREZHTE Linux H P LW AT
HIEfUIA.

Xt AR X B R VE AU — T H SR SCFROA R I 8 . X H S SCPEkii, “mlise” 3
IRRERETEZE H SRR SCSIER s “T'S " FORBRIETE B S pup . MBR . FEar & scks mi cn]
AT WIFTRBEBHE AL H 5%

SAFREE. B PUATIRATLART S R rwx, IRA] I HIECT 40 20 1 RFoR, ST A
., PTE KA PR Z R TR, 4Nk 5-5 B

YV V V V

% 55 XHNRNFRSHFRT
PR 53 B XEEE XEFTEA HitARP
FORRIT | 3 5 BT B 5 BT £ 5 AT
?ﬁi@m T w T w T w X
BFERR | 4 2 1 4 2 1 4 2 1

SCHA R B 2k 3R S F AR R Cowsx IR TR , e H 12 IR s
Ban, FHEA SRR 7 MARERTTEL, 7TE | ATHAT (4+42+1 ); AR 6 NIRRT 3L
IS (442 ), FAPRE X o MAEA XA, KA EA L. AIE | ATk
ATHIRLBR, HSCH R m A T3 AT PACRR ; i HHA A RA TR AUR . R4, X430
HRIRBR R rwxrw-r--, BUFEFRIIN 764, Aid KRET 5 BIFRE X =807 M, 153
H 7H6+4=17 EEH, BOR/INEEZE I, A2 Linux REINRECF IR, —#HZ[H
WHHIERER,

Linux R4 0SCHARFY E 4%, (HRMHGR) 1z, R FI eI iE 2 5 F )
TN IR T — N o WES A T ERCE RN 764, 642, 153, 731 Kt
N FAF RN, R)E FHE rwxrw-r-- . tw--w--wx | rw-r--r--$E U E ORI

T EFRATRH L SCHAR AT, —R2 TR 5-1 TR SCHEE B
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[root@linuxprobe~]# Is -l install.log 1
-rw-r--r-- 1 root root 34298 04-02 00:23 installlog |
A

AR HER | BF | B4
51 aEsd Is fir 42 A SO R PR R
TER 5-1 v, A8 T SCHFRYZER, DITRIAR . B (B E2), Frlmdl OR4l). A HrwE
BRI AB S [ AR PR AR B o Sl el A, 2SR ZE R SO, B A AR
HATEE, WS (rw-), FPEAARAATEE (r--), BRICLASMA A AL RAT AT AR (r--), SC

PR A 7 /N 34298 T, Bl —IRIIE RS a4 H 2 HIWB R 23 75, ST FR
A install.log,

5.3 STEEHRINR

TER ZRZAF WP T, B alisl B SO rwx BUBR TC R FRATTN 28 4R R 15 Mk ) 7
3K, HILEA T SUID. SGID 5 SBIT HYRFFRIFRA o 33—t SCAAY PR EA 715 B R RiR )
e, ATLAS — AR FIRHE R, DAVRE— A RN RESC B e . T i EAARRR X 3 MRk
KRR DI RE A S I

5.3.1 SUID

SUID & —Fxf bl A7 i A T i B DR R AR, T DAk bl A8 3 A pt T & I e A
J& ERIARR COOSHA A TAR ) Z3ERIRRFA R ). i, FrA PRSI AT passwd i
AFABEE O R, T P B RSARAEAE fetc/shadow U, AFARE R XSS K&
e I BRARUR A 000, Wt iibs 1 root 5B GY LIAN, FrA P AR A & & B g 12 S
FIALRR . (S, e passwd iy BHIS N SUID $EERACRAE , EnT 113538 P s 3k AS
T F 05y, AR 3500 (5 0 5 A shadow SO . SRR A T4 T 2 i v L 380 1
FRH T EEIMRZERE, TR0 7 EoRE R LB, W] IERTE, H
I EIRE MK AR T 5 b, B FUR—F A 2500 . I AR AR SR A 15

P passwd S B TERT AP B AR rwx 280 T rws, HoiP x SRR s LR R E
SR T T SUID AR . DA 8 20747, IR 2 W s A A R rw-We 7 TSR Jist 564
FRA A x HATARR, B2 T HREARA R IS A2 R B 1Y S,

[root@linuxprobe ~]# 1ls -1 /etc/shadow

—————————— . 1 root root 1004 Jan 3 06:23 /etc/shadow
[root@linuxprobe ~]# 1ls -1 /bin/passwd

-rwsr-xr-x. 1 root root 27832 Jan 29 2017 /bin/passwd

5.3.2 SGID

SGID FZSH AN PRI IIGHE -
> EPUTE IR B RER A $UTARR ) — IR dE T );
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> AERAS A P QIR SO A shdkRiz B R A (] I H SR ).

SGID 5 —F I REEZ2% SUID ity , AR T PATRE A - R AS 102 3C
PR RIR AR, TR ARG SO Prm AL AR o 28Dk, 7ERIHIRY Linux REEH,
/dev/kmem SE— N FAFBERESCIE, T TARENARE 205 R A8, B -

cr--r----- 1 root system 2, 1 Feb 11 2017 kmem

REE B T2 BRT root HHLAEIE T system ARLGIS1, A HF #R A X
THAALRR ol TAEFRRATR 2A A RERHRIRE, T REBIIRBHRRSE L, I7E
M TAE RGBSR ps a2 3O EHGIN SGID FRFRFURA: . A7 ps fir & S FRYBPEE R

—r-xXr-sr-x 1 bin system 59346 Feb 11 2017 ps

KRR, HIT ps A HAEIN T SGID FFFRALRAL, B LY A i e, it
PRI T system FTF 2 AACER , - DTS AT AU b B 48 S T

BSCERE, RS IR R AP & TR AL, HEIE sk — SR, X3
Prat e A shA)E TR T MRIER P CRIBZ P B SCHFR T & ). ISR BUIER 20—
FINBCE S FS, LERT TN BT A N SURRREAE BRI F S BN, IR 28T LIBT3
EHRE, 1E1%H % L BCE SGID FRERALRAL . 34, #81] A AR ] A B3 76 B TR 1 2 A Ay SC
PRV )E T2 H R BT R AL, AR A SRR P 4l sk, JATHEIAEUE SGID Y
SRR, BITERAS B S B SCfF A ghdk Rz B S P 20 JaT RIXT H SR T icE ),

[root@linuxprobe ~]# cd /tmp

[root@linuxprobe tmpl# mkdir testdir
[root@linuxprobe tmp]l# 1ls -ald testdir/
drwxr-xr-x. 2 root root 6 Feb 11 11:50 testdir/
[root@linuxprobe tmpl# chmod -Rf 777 testdir/
[root@linuxprobe tmpl# chmod -Rf g+s testdir/
[root@linuxprobe tmpl# ls -ald testdir/
drwxrwsrwx. 2 root root 6 Feb 11 11:50 testdir/

TEAE ] iR i B B H SR 777 B (B pRtad F P m] DL e 5 AR ), JF iz A
SKWE T SGID FFFRARAL , sl ml LADI 22— -8 7, SR 5 2207 B st R s,
I B R A SRR S R B A SCPF TR A9 H 53 B BT 4144

[root@linuxprobe tmpl# su - linuxprobe

Last login: Wed Feb 11 11:49:16 CST 2017 on pts/0
[linuxprobe@linuxprobe ~]$ cd /tmp/testdir/
[linuxprobe@linuxprobe testdir]$ echo "linuxprobe.com" > test
[linuxprobe@linuxprobe testdir]$ ls -al test

-rw-rw-r-—. 1 linuxprobe root 15 Feb 11 11:50 test

Fr T LRSI SGID MX M~ Di6e, FRATHA A 54N NS FH 44 . chmod
FlI chown,,

chmod T2 E— M EHERW LML, BEE R E Xk H SR AR, #%=0k “chmod
(S50 AR SCFs HSRAFR” o WA B — AN SO AR % B R B 3 2] 5 nl U T
FrI@ LT 3] 5 | A N ARfTA PR, WA AR R ol rwxew----, XTI A8
RN 760, 38 LAY FERNZE > Y RET 25 SER, AR R 0] LUBSZ BIH AU R S
SCHAY R A R T 0E
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[root@linuxprobe ~]1# 1ls -al test

-rw-rw-r—--. 1 linuxprobe root 15 Feb 11 11:50 test
[root@linuxprobe ~]# chmod 760 test
[root@linuxprobe ~]# 1ls -1 test

-rwxrw----. 1 linuxprobe root 15 Feb 11 11:50 test

R 7B E SR H SRR SN, BT LABE SCIFE H ST E TR AL, X A
4} chown, HAKAT “chown (B0 FrAi# Frimal SCIFEH AT,

chmod F1 chown fir4-J& H TE SR AE IR iR i T %, EATEA — R po 3
Ph, BURER B R T BT N LRGSR RFORE I, B H & AP A Bt
PEATREAARAE

[root@linuxprobe ~]# ls -1 test

-rwxrw-—--—. 1 linuxprobe root 15 Feb 11 11:50 test

[root@linuxprobe ~]# chown root:bin test

[root@linuxprobe ~]# 1ls -1 test
-rwxrw----. 1 root bin 15 Feb 11 11:50 test

5.3.3 SBIT

WAE, RFERRIRZZIMEEOR A AR A RIR S A iR e S Hogrh, (HEEA
JUAS “BIRGr 7 EUOMBR AR R 2 Rl , X B & SBIT ( Sticky Bit ) 4FBRALRA T
(o m] RIFRZ R RA PR Z R ). SBIT HFERACFRAZ nl B OR T R AEMIER A C B9 SCHF, T
ANBEMMER AW A SCPF o BeAgilud, XA H St 3cE 1 SBIT K M ARG , IR A% H 5%
H SRR HRE R AT AT BR AR T

BRI HE A AR SR F AR A F0Ks Sticky Bit ELRRRL T KGR, Xy 2 T 1SOKs H:
PRy “PRAp i, XBREC, MEESLZIEN T e RfEM . RHEL 7 &G /tmp 1E 45— >3k
EAHE R, BOAC AW E T SBIT ReIRAURAL, HIERARZIZ H sk YA &, & WTEEm
I i BT P S A

SRR SUID Al SGID AR E/RTFIEAIE, 4 HsRBL E SBIT FFIRAURAS , 3C
PR A AR ERER 73 x SATALR ST ¢ 20 T, A x JATHAERIM S5 A t, 5
AREAT x PATARN 5 1 T

[root@linuxprobe tmpl# su - linuxprobe

Last login: Wed Feb 11 12:41:20 CST 2017 on pts/0
[linuxprobe@linuxprobe tmp]$ 1ls -ald /tmp
drwxrwxrwt. 17 root root 4096 Feb 11 13:03 /tmp
[linuxprobe@linuxprobe ~1$ cd /tmp
[linuxprobe@linuxprobe tmpl$ 1ls -ald

drwxrwxrwt. 17 root root 4096 Feb 11 13:03 .

[linuxprobe@linuxprobe tmp]$ echo "Welcome to linuxprobe.com" > test
[linuxprobe@linuxprobe tmp]$ chmod 777 test

[linuxprobe@linuxprobe tmp]$ ls -al test
-—rwxrwxrwx. 1 linuxprobe linuxprobe 10 Feb 11 12:59 test

Fes2, SUPFRE M BRI ABR T A B AR, R A e H R A S AR (3
JEBEAE N A PIE] ), o 1l B EAR 2 B AL, B DAL T B B R T T I test
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SO RE 777 BUR Crwxewxrwx o FATUMHRE] 5 Ah— DT, AR5 24U R IX A HiAt
NBIER S B, BIMEEE . 5 SATAR 2T, (B2 T SBIT FRRAURAL A S, K
IRTCIEMBRIZ A -

[root@linuxprobe tmpl# su - blackshield

Last login: Wed Feb 11 12:41:29 CST 2017 on pts/1
[blackshield@linuxprobe ~]1$ cd /tmp
[blackshield@linuxprobe tmp]$ rm -f test

rm: cannot remove ‘test’: Operation not permitted

WAR, RS HAL B SR E SBIT $R5RAURN, FH chmod iy 2t LA T o XTI Y
S o+t fRFIRE SBIT KN VAR ;

[blackshield@linuxprobe tmp]$ exit

Logout

[root@linuxprobe tmpl# cd ~
[root@linuxprobe ~]# mkdir linux
[root@linuxprobe ~]# chmod -R o+t linux/
[root@linuxprobe ~]# 1ls -1d linux/

drwxr-xr-t. 2 root root 6 Feb 11 19:34 linux/

5.4 EHRSRUEL

Linux REEHHHISCIFER T H A — AR FIRFRAL R Z S, b A7 —Ff BB , BBl Fa R
KBIRLER, BRONTEOL T AREEIEBON P A58 . AP 38 2R 3R RHCE %308 H P il
i WA AR 58 A AH AN TCIE M BRSSO B0, 8 (U RETE H B3P HaB inN 2 A RE1E
SCEMER NS, X TE—E R ERLIE T RE SRS HAS R, IR “ar e 53
TREET Linux REHYL M.

5.4.1 chattr %%

chattr iy H TR E SR BGBAER , A% “chattr (280 SCHF” . AR ZHEIEA i
DHRETS MBI SCAE b, W EA S BN “+Z40, AR EHE A BB RERS Hh S,
WFFEGEI “-B80 . chattr fiv4> o ] BERE PR BORAURZEAR 5, BRIk 5-6 s,

%* 56 chattr &< o A TR AR S 8 K HAE R

S 1M
TCBRSCAFHEATIE Y A0 H SRR TS50, WRBE SO P iy 7 SO 4
A REBT el 5 S

a SRRVFRNIE GBI A%, JToiksa/MERM % ( Append Only )
s SCHFNAAEA ) S B FAE B (syne )

s PURMBERE PR, AT (HT 0 BSOSO BT 7 b 5 DX, )
A AFHEBGXAS SR A SRR VTR A (atime )
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S 1EA
b ANPHE SO 5 B SR AR TR]
D R PR SO
d ] dump 54> 503 I 20 AR S/ H S
c PR SCIF R H SRt A TR SR
u BRI S AR SR A B AR RE AL P B, 8 H R R
t S RGE L FREHAIT (tail-merging )
X AT LA B ) R4 S N 2

T AL REAS S LR OB R ARECR: , FRAT ek i — Nl SeiF, SRR SL RIS
BMHER GRS E 28 ):

[root@linuxprobe ~]# echo "for Test" > linuxprobe

[root@linuxprobe ~]# rm linuxprobe
rm: remove regular file ‘linuxprobe’? y

SRR Y ECIR AN PR . AR R MR BB R R R BERY S L, wh—E
ALAMFEECR Linux REEMIE LS. P ARIFATHICHTE— D EE S F, HAHREAR
VFMBR S S (+a 280 AR, SRJ5 PRl X A SO B -

[root@linuxprobe ~]# echo "for Test" > linuxprobe
[root@linuxprobe ~]# chattr +a linuxprobe
[root@linuxprobe ~]# rm linuxprobe

rm: remove regular file ‘linuxprobe’? y
rm: cannot remove ‘linuxprobe’: Operation not permitted

L, R EAERIMCT

5.4.2 |sattr 655

Isattr i 4 H T R SCPFRIBRURL R, A% 30 “Isattr [Z%0] 3. 7 Linux REEH, 3C
TFR BB FRAD AU ] Isattr 4R, SFISRAAY 1s Z A9 air & FH A H i -

[root@linuxprobe ~]# 1ls -al linuxprobe
-rw-r—--r--. 1 root root 9 Feb 12 11:42 linuxprobe

— BT lsattr 4 )5, SOPF RO T A9 BB R & Ll 2x RO R8s o I aT LU IR 7
BRI RIS (FbF ), (fH] chattr Ay R H gt

[root@linuxprobe ~]# lsattr linuxprobe
————— a--—---—----- linuxprobe
[root@linuxprobe ~]# chattr -a linuxprobe
[root@linuxprobe ~]# lsattr linuxprobe
———————————————— linuxprobe
[root@linuxprobe ~]# rm linuxprobe

rm: remove regular file ‘linuxprobe’? y
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5.5 X#ipEEEpIE

ANATERFZETRRIN, BISCHHR R —BALFR | REARIER | Bt RS — P —— AR
BRI R P BEE R o WA BN E B P AT Sl A A RR P, s ZE B
AR RIZI (ACL) 1o ARk, 75 SCprFal H i s ACL SO 2 32 /Y
PP SO P HBCE SO SRARAERUR . S35h, QSRR A H R & T ACL, U H sk
(S22 4R ACL; AR SCIFRE T ACL, WSO R kR HTfE H 319 ACL.

N T HEEWHEF] ACL A SCHFA BRI A5 RRCR , Fe e blma @ r, Ra
S A root LG H sk o FEBCA B8 FH P X root 8 B4 H ki ACL
Z T, HPATERAE R

[root@linuxprobe ~]# su - linuxprobe

Last login: Sat Mar 21 16:31:19 CST 2017 on pts/0

[linuxprobe@linuxprobe ~]$ cd /root
-bash: cd: /root: Permission denied

[linuxprobe@linuxprobe root]$ exit

5.5.1 setfacl 555

setfacl iy H T BSCPFRY ACL MU, #EXh “setfacl (4] UK. SCIFRY ACL
RBERIEITAE | AL HA AR B/ E AT AR Z AN R RA SR, ] setfacl iy <>
AL B — T Pl P AL B SO SRORIEA T /5 AR AR B il o Hob, BRS¢
SR EA-R SBIASHRG FIR IS ] -m 240 A RAR MRS SR ACL,
T LA ] -b 280, F R E P e /root H 5% AYALER -

[root@linuxprobe ~]# setfacl -Rm u:linuxprobe:rwx /root
[root@linuxprobe ~]# su - linuxprobe

Last login: Sat Mar 21 15:45:03 CST 2017 on pts/1
[linuxprobe@linuxprobe ~]1$ cd /root
[linuxprobe@linuxprobe root]$ 1s

anaconda-ks.cfg Downloads Pictures Public
[linuxprobe@linuxprobe root]$ cat anaconda-ks.cfg

[linuxprobe@linuxprobe root]$ exit

SEAIESAFRORIREE ? (R BAEA XA — N —— B A R AH X AR ACL
Wg? W 1s SR BE AR ACL RERR, [ERATLIEBISCFAR RS — a8 (L) 248
TS (+) BOERE Z M E LTS T ACL T BUERF AR FSHZE, A
WA CHSE Linux R4 TIE? X 4—PARRPA (L), FEREFRIRIX 4 —FEERI
Mo

[root@linuxprobe ~]# 1ls -1d /root
dr-xrwx---+ 14 root root 4096 May 4 2017 /root

5.5.2 getfacl 45%
getfacl iy T WX LiRERM ACL f5E, = “getfacl CAFAFR”. Linux R4
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o T A R X 4 U] % D, AHEEE ACL, FHE setfacl Aird; BAHAE ACL, NI
FJE getfacl fixo T IEMHH getfacl 4 W/RTE root B H 515 H % LB TA ACL 15 B

[root@linuxprobe ~1# getfacl /root

getfacl: Removing leading '/' from absolute path names
# file: root

# owner: root

# group: root

user::r-x

user:linuxprobe:rwx

group::r-x

mask: :rwx

other::——-

5.6 sudr$5 sudo kRS

B LA AP TR A B B A R, IFH o TR AR R S B B g5 0, A
MEEUE H root & HR Gk2E SRS (HEAEAE IR il R 2N e 22— Al 22 0, ANEEH root
IR AN, o—BHET THRRNGS, WTRES HESEERSE M, XHE—k, ~MA
KPR, VT, BEREWoy T, Ak —M, R Linx K50 TLEMEFIE,
1372 RS aw 4 RS HAERE root B FH TR , (H R k=88 FH A2 31 T3 Z AR R 4E
NI BTN 78 R 1 TR

su 4 0] UL DI F P B 05K, A5 YR P EARIR B SRS LT, g )
PeE AR P, FeAn A\ root 45 B B V1) 4 25 350 FH

[root@linuxprobe ~1# id

uid=0 (root) gid=0 (root) groups=0 (root)

[root@linuxprobe ~]# su - linuxprobe

Last login: Wed Jan 4 01:17:25 EST 2017 on pts/0

[linuxprobe@linuxprobe ~]$ id

uid=1000 (linuxprobe) gid=1000 (linuxprobe) groups=1000 (linuxprobe) context=unconfined

u:unconfined r:unconfined t:s0-s0:c0.c1023

AL EEE —E R, I su &SP A Z A — NS (), RERELERY)
BEVHA 7, AU S AR R B AR O R AL S, AR R R IfR R . &
SNSRI P B Oy B A (- ).

T390, 2N root 4 B G3 U W am AN B AR IE Y , 10 TP DI root
PG B TSR T X R E AT A

[linuxprobe@linuxprobe root]$ su root

Password:

[root@linuxprobe ~]# su - linuxprobe

Last login: Mon Aug 24 19:27:09 CST 2017 on pts/0

[linuxprobe@linuxprobe ~]$ exit
logout
[root@linuxprobe ~]#

SR BT su e, 3 A AT LASE e U3 root 45 B B R SE AR TAF,
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RO 2R root AL YRS, MIMIER T RGEINPRREFPHAIILE; RIFNER LB,
X i R 4% T AR A G AT sudo iy AEHERE i & BT RURIR T 45 45 E I
oA B AT PRIEE 38 - BB 5€ MURE E B AT, o AT LUGRE S R root 45 BH D1 RIS . FRATTEM
AL & BRI E sudo RSG5, DIEARIBURGE 2 e tE A P AMESENE . sudo k55 Y L B
D)t AR 7 B ——AE PR UE 38 FH P o8 BN, TAERYATER T, ST e/ K T A5 AL R .
sudo fir & F T4 38 H P R AUB M AL IR SE LA root B BE B A BESEMUIIAE 55, 4% X
N “sudo [BHL] 4R sudo RSG5 R IS EUA BARRL AR AN 5-7 Fi.

#*5-7 sudo BRZFHITT RS HIUARIER
SH ER

-h B B S
-1 A1) i 2R P AT T R A4
—u P 4E uTD fH LIS B By AT %
-k 2R A BN ], FUEAT sudo IFRE EE RS T3 A 46 IE
-b TEJR BIITHRE M
-p SR ) S A R R

Bk, sudo AT A HAT W N IIRE:

> BRI PT84

> O PITIR—&aA

> PLE X (Jete/sudoers ) FRALEEH R P AUPRS FHLESEL

> BHEESRE S a8 CBRIME ) ToZifE b P IR GRS

R, AR A L B S BRI, WU AT DUAd ] sudo fip & #EAERY visudo A4
KBECE P AR . X SR E P AR AP 2E 1 2 P R BHE 2L sudoers BL & SCHF, if
A DIXHRC B SO N IS BT AR, e RIS R R A T A

R A root & ¥ 5 7 7T Ak A visudo 44245 sudo IR 5649 Bt B SAF .

visudo: >>> /etc/sudoers: syntax error near line 111 <<<
What now?

Options are:

(e)dit sudoers file again

(x)it without saving changes to sudoers file

(Q)uit and save changes to sudoers file (DANGER!)

i} visudo L E sudo AT HYBCE SCIFRT, HARMETAS Vim Zifas o IR 7 ik
— 2, AR S 58 MR LR TEARTTRE T RA TR o 78 sudo g4 RYBCE S, $RIE
T AR 2R 99 17 (RZy) HHE FHRERFE.

EAMER RIFERIEN= ( UEHSH ) FIHRITHTHIIR

[root@linuxprobe ~]# visudo
96 ##
97 ## Allow root to run any commands anywhere

129



{Linux FLiZIXA%Y — M) Linux 24052018 RHCE A UE % 2 5 = Fh4E

98 root ALL=(ALL) ALL
99 linuxprobe ALL=(ALL) ALL
TEHE 5E BB R A 2SR IR AF FRIR Hh AR5 U048 2 46 2 8 P B 0y, St m] U] sudo
-1 A E B A AT AT T CT T2, Suki izt i i %8S, A root
B ERY, THEE AR T ):

[root@linuxprobe ~]# su - linuxprobe

Last login: Thu Sep 3 15:12:57 CST 2017 on pts/1
[linuxprobe@linuxprobe ~]1$ sudo -1

[sudo] password for linuxprobe:ltAb#IN linuxprobe R

Matching Defaults entries for linuxprobe on this host:

requiretty, !visiblepw, always set home, env reset, env keep="COLORS
DISPLAY HOSTNAME HISTSIZE INPUTRC KDEDIR LS COLORS", env_keep+="MAIL PS1
PS2 QTDIR USERNAME LANG LC ADDRESS LC_CTYPE", env_keep+="LC COLLATE
LC_IDENTIFICATION LC_MEASUREMENT LC_MESSAGES", env_keep+="LC_MONETARY
LC_NAME LC_NUMERIC LC_PAPER LC_TELEPHONE", env_keep+="LC_TIME LC_ALL
LANGUAGE LINGUAS _XKB_CHARSET XAUTHORITY",
secure_path=/sbin\:/bin\:/usr/sbin\:/usr/bin

User linuxprobe may run the following commands on this host:

(ALL) ALL

TR WAET BRI 20 A — 2 s, R EARERE] root A HLHI AR H 3¢
(/root) HHYSCIHEERY, HZ, HEEARASMITR A RN L sudo A n LA T

[linuxprobe@linuxprobe ~]$ ls /root

ls: cannot open directory /root: Permission denied
[linuxprobe@linuxprobe ~]$ sudo ls /root

anaconda-ks.cfg Documents initial-setup-ks.cfg Pictures Templates

Desktop Downloads Music Public Videos

RORSLAFWRZ ) H R IR A 7 PR A Fe i 5838 P A A R G b BT A i 10
IR PTG RSB AR T 0, BURUA] e/ U FAXRR ), it ALL &
BOlA LEARGIE T o PRI BRI 538 H P BAR R & DU 2 TARRDR, X238 T2
ORI, WURFFEL LS R root A BLIA 1Y BB HATH E 4, Yhid— e84
HiZar S Mt Ae, BRSSPI IR AT IS H] whereis 54 #2 HH i 4 IS i
RO PRI B AR, SRS ERCE SCIFES 99 17 F P RS BB o onh oz ) B AR BIAT

[linuxprobe@linuxprobe ~]$ exit
logout
[root@linuxprobe ~]# whereis cat
cat: /usr/bin/cat /usr/share/man/manl/cat.l.gz /usr/share/man/manlp/cat.lp.gz
[root@linuxprobe ~]# visudo
96 ##

97 ## Allow root to run any commands anywhere
98 root ALL=(ALL) ALL
99 linuxprobe ALL=(ALL) /usr/bin/cat

TE AR AR ORI RAF PR I o FRRCUIIR B E RS P, AR5 2SlE W A F A
SO, SR RGN BEA IR . IXIFHEH] sudo 54t nl UM AL SCIFE A T

[root@linuxprobe ~]1# su - linuxprobe
Last login: Thu Sep 3 15:51:01 CST 2017 on pts/1
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[linuxprobe@linuxprobe ~]1$ cat /etc/shadow

cat: /etc/shadow: Permission denied
[linuxprobe@linuxprobe ~]$ sudo cat /etc/shadow
root:$6SGV3UVLtX4ZGgoygA6$J9pBuPGUSgZs1j83jyoIl7ThIJ1la9ZAULku3BcncAYFO0Uwk6Sqc4E36
MnD1hLt1G9QadCpQCNVJs/5awHd0/pil:16626:0:99999:7:::
bin:*:16141:0:99999:7:::
daemon:*:16141:0:99999:7:::
adm:*:16141:0:99999:7:::

1lp:*:16141:0:99999:7:::

sync:*:16141:0:99999:7:::
shutdown:*:16141:0:99999:7:::
halt:*:16141:0:99999:7:::

mail:*:16141:0:99999:7:::
operator:*:16141:0:99999:7:::
games:*:16141:0:99999:7:::

ftp:*:16141:0:99999:7:::
nobody:*:16141:0:99999:7:::

KET LA BRAE R T, Xl 2 i A RA R 0, RNETRZR S R0
FERIRIAT sudo i I ER S EER IIE— T 205 . AR 2 Y Aa s H P s, 1
SERFRIAT sudo AT A HRE A — U ILSRBE R, XA AT LA I NOPASSWD Z4U,
fEAF P T sudo i 4 B AN P75 223 T 50IE -

=

o

[linuxprobe@linuxprobe ~]$ exit

logout

[root@linuxprobe ~]# whereis poweroff

poweroff: /usr/sbin/poweroff /usr/share/man/man8/poweroff.8.gz
[root@linuxprobe ~]# visudo

96 ##

97 ## Allow root to run any commands anywhere
98 root ALL=(ALL) ALL

99 linuxprobe ALL=NOPASSWD: /usr/sbin/poweroff

A, YRR E S A T, AN TR SR RS T, FRATTTE H R L
YErhdstmth = 1,
[root@linuxprobe ~]# su - linuxprobe

Last login: Thu Sep 3 15:58:31 CST 2017 on pts/1
[linuxprobe@linuxprobe ~]$ poweroff

User root is logged in on seatO.

Please retry operation after closing inhibitors and logging out other users.
Alternatively, ignore inhibitors and users with 'systemctl poweroff -i'.
[linuxprobe@linuxprobe ~]$ sudo poweroff

S35

1. 7£ RHEL 7 &4, root 45 FE 51 &7

Z: JEUID H ORI, BRIAE root EBEG .
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. A Linux REE a2 TR A sl FH
USRI S FH P R i 44y 32 useradd 5 userdel

- SR T B BA SIS ARATALR, HARNACA AR, AR AR 1k 40R
BLZIEAT A2

E: AR rwx, TR AHAB N BIAER D r—, IO IE IR BZJE 744

. RS ISR BT R R R 755, IR AKHN B AR R AT A
Z: fE Linux 2GH, AESCHEAASFEIRZER, RGBS R Irwxr-xr-x.

- IRA B P PA TR A BHIG AP AA R a2 A F AR, ROZBEE AT AR
% FRERAE AR SUID,

- AR SCIFBCE T R R+, DR 47
B TEXCFATIE Y Fext FORIEE TSR WREB O A A7 SO F N A AN E
B s BRSC o
. DI S (ACL) KRR linuxprobe FHF 4L, (A3 41 it BT 1 5 RS 7E /tmp
FSR R B ANE,

. MEREHPAM ACL, WFFEH u ks g, HP setfacl -Rm g:linuxprobe:r-x /tmp.

SRR P sudo i R A B E R
B+ RYAEIRANOL T A B 00 E 24305 S P R BT, 25 AL BB, 7TV NOPASSWD

132



{Linux FLiZIXA%Y — M) Linux 24052018 RHCE A UE % 2 5 = Fh4E

AT 25 K0 55 A ) O

AEHBETUTARE:

—HIM 17 TR
WERR R BAN ;
XHRGSHIEER
HEHEHREE;

PAYIE TR
RN X ;
MERE;

HEE AT

YV VV VYV V V V V

Linux Z ¢ P SGUERR 0B SCUFAARHEE G B AR TSk i, ARl Linux RGEHHY
U ZE T IR, HEASCE R G020 ARFRUE (FHS, Filesystem Hierarchy Standard ). udev
i 44 KLU LA K 5 4373 DX A R 7 o

h T b B PR SO R G ROVE T, X R IR AEAS TS R PR T Linux REGEH
HCH WL Bxt3 | Ext4 5 XFS X RGEMIAFZAL, JF S e 4 B 2k I SR8 7 X
AL R A 1 T RO RESEAE BB, ARE AR ARSI R D7 i

TEFT T IR SERY B EERN 5 58 i —SE A OGRS Bk kT I, ARt — 2D 58 B AR B SWAP
SEHRITIX . BLE quota BEBLRCHUIRST , DALEESR In A iR AR HER: . ARMR &AL E TR
MJSEARTE)E, 23X Linux REELAN Windows F 58 H RYRESAF % L SO R GEA TR R B

6.1 —IN I T

fF Linux RGeH, B, PR . Jugd . S5 fTEHEEEEAh G 7, B
ZIPPT— AR “Linux RGP —UIEGESCH” . BEARFRTFRA T 2SE I SC i, ARA XNi%
e BN EIE? 7E Windows #RERSE T, LR 30, FRATEAMRIGH A2 S e RG
For X (BRBEGX R D £, SREEHEAZ X T IEMARH R, BRI, (H)E7E Linux
RYIFAELE C/D/E/F S584F, Linux RETH—VISCHARREMMN “H (/)7 HRFFURI, I
AR GE)ZUACFRIE (FHS ) R HIEZRRAEIC, LLSGE SCT 8 WL H SRR . 5348, Linux
RGNS H SR PRI X K/NE 1), BN, root, rOOt, Root. rooT HFEAFWH
5, HEH AT A SRR (/). Linux R4 H G INIE 6-1 Fs .
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(Linux BEiZiXA%) - M Linux R4 54008 RHCE IE % 7% [ 22 e

MH/

froot /bin /boot /dev fetc /home /var /lib  /fusr /media /tmp -

frooVDesklop  frooUMedia oo e fust/bin - Just/lib - e

& 6-1 Linux REEH ISCIEAAGLE

i SCHE A FHS JZARYE LA JCEL Linux R G0H P HUT 28 B 285000 A 45 R Y, 2 H
E Linux R SOOI 2P BRI, T8 SEAIROZIE SRR 2008, U
LS URH P BOZAEAT A P B TS 130 R,
W, A B PR AT ST, ARSI RNAL AL, A= PORBA TS E . X HIFA
ST AN KA, MR BORRERGIZ AR R, TIARZEAEX S FHS
P RUPEIER, ARIZTHREUEAC T 78 Linux RGP, e WA F SR LRI X R Y

TN IF 6-1 iR,

FHS X T ok gF R e —Flul 78 E i 2y

% 6-1 Linux REHERHERBRUARBEAR
BRER MEEX 4IRS

/boot FEHUIF S SO F—— A% . PSR L) B T e SO 45
/dev IS AR T e s S 1
/etc i & A
/home AP H %
/bin FETCE T PR B ] ASRAE i 2
/1lib FEULET RN BREE, LUK /bin S/sbin T THIAY 42 2200 F Y BRI
/sbin TR PR B2
/media TR S B
/opt TSR =T R
/root REEM A E R
/srv — BB 4 I 55 BB S H sk
/tmp AT AL A == i H 5t
/proc RESCIE R GE, BIANRGENAL . HERE . AN AT M 2R 55
/usr/local HP BAT A
/usr/sbin Linux F LIS A2l B i 2 A
/usr/share NSV S, ] E s
/var FEAF A AR, W H &
/lost+found M RGERAE RN, BB TR SO BUF TR X

£ Linux REH TN — N HERBE— 10 BRI A (7 SIS,

OP YRS A S AR AR . XIS ARAR R MR B 5% (/) THRER SO A A4 PR, A
Xt IS BRI TS AT AR I S ik . BATRAE T XA, AR BORK B . Ry
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PEANE W R AR B b IR R iy, AT SRR A BN T, R R, A
Pl IE A A9 BT 1

> #x1ER{R (absolute path ) (55 KRR P, 2] 7 ALATHH EHRHLZ AL L L E

=TI, RIGHRTRE 10 TR BNE SN, k5 AL 34 BRASZERIFOLH, T AR
7

> HEXTE&IZ (relative path ) :FiTAIES 1 Z255

X RN LA IR o A0 R AR R A X AR, IR AT AT — {37 ST 37 B IS mT L
XA RN TR B R P VR T, HR RSB T o AR UL R AR AR, BARRIATR
2k, (H2X LA % HAE S HTAL S (R WA R S b ) R R BIVe T, [
I RECRETE FY 100 A9 3 H 26 6 5 T AR BIVE T[], gt ml UL, AR B AR A A 5k

P

TSR 28 AR I 2N REFRAR AR XS AR R4 X AR DO, AEEE S, DU 52
B2 FTLMRSS A o S TEEOR G FHS FR R H AR, e LR IR |
):Hizjo

6.2 YERENHEAL

7E Linux RGPS, BB WA EIAh . BESR RS, S SCIF44 TR
RGENAZH Y udev B A BLAS 2 A SHERECF A FRALTEEE SR, F AR AP i i B 8 SO 44
TRl LSS s KRB R R LL S X AR BAF s RO TR AR B R BRI 7 . 735, udev
WA BT B SS 2 — ELASF PR AR s AT I il A K 8915 5ok Bl dev HSR T Y
B S Linux RGEHH ULABE PFBL a8 09 SCHF 4 FRUNER 6-2 7R o

*6-2 BEHEHREREHER
g AR

IDE % %% /dev/hd[a-d]
SCSI/SATA/U # /dev/sd[a-p]
K /dev/£d[0-1]
FTEIHL /dev/1p[0-15]
b /dev/cdrom
bR /dev/mouse
HHAIL /dev/st0 3 /dev/ht0

HI TIAERY IDE I C 2RI T, FrL— R BE R A2 /2 LA “/dev/sd” JTk Y.
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M—& EHL AT IAT Z g4, NILRGCRA a~p RACFE 16 BORFE R (ZRIA a FFih
SyBC ), T ELE R 43 X S ARAT VR -

> BRSPS Eg TN 1 IR, B 4 555

> EHAXMES 5 I

FEWNEZ Linux BEVIPPGLL AR Z M4 Linux B RIEHRIE A A X AR, SBosibas
PIANHRR AT . B — R R IR S A R EL A . IR R Linux BARE a4
F, Hehn/devisda FrR FMEEE— R L IAEAE IR, 27 5L S 1 SE AR E A i 23 & B
SR, P X AR AR IR (G AN EE o (B EAIAS R IXEERY, /dev H g sda 55
ZITUSE a, FAE ISR e 1, e i R GE A IR SR e i, A TR 22 AR
RSP S RGN IR BT, A S 4 A /devisdas KELUGETEHH iSCSI M 4%
EABR A ISR S R B0, BB F 55 MG R A B 1Y, [HARSGHRERI ] /dev/sdb XA
XA,

S T ANVHATIE ST o X A FR I BRAE A 1R . RZ Linux FHIPHTSSIRER, XS
FRFAFIX AL Ll sda3 FoRX LB LIS =ANrIX, 112 BUE UL A e S 2>
XSS, ERE XS AR AR, R4 X AR A AR — s S 5 i AE S
), WARTEERET THEM. Kt sda3 REER/R &S50 3 4rIX, M REEHIKT sda 65 L
&7 T 3 MK,

FESE TS “BL” 225, X IR FR AT — T /dev/sdas X AMRAG SCIF24 Fivfl Frp s
HE, WA 6-2 fin.

TELF & SR hd F75% IDE %%
ARy H % sd FF7~ SCSI &
/dev/sdab

WP 5, Pkl

av by o R

Kl6-2 B XiFAk

46, /dev/H SEHRAEIN SR R 55 S0 Hak, sd T2 Aeitid s Ra, aFom
ARG ISR 0 e — AR BB, n, 5 BRI SR X, —F Pl
Z, “/dev/sdaS” FRHIHIE IR RS — PN B RS T X GRS 5 iR
SIS S . HIREIRATIRZ 158 52 2% Linux JE6E, AS K25 B AT BT i i) &
3K YR X FRB A X AME S, PR TR A SRR — T RE AR S A AT

ERERCATENIAT TR 585, FATTA T ATE DOk i 1 7 v sl itk 8 OG22 i Bl A7,
AR ST IR . T 4 A Fh R A B8 XY, BB X B2t 512 5, Hop
B X I, BRG] FIC R 50 XK EREL . SOk, 39151
SRR A 446 TFAT, ArIXFN 64 FAT, HERA G 2 7 Hp KRR A RE— X
HEBLTE 16 71, Xk Z HA 4 MrXERT USRS — X, X 4450 Xk
AN ESX B X R EEREE B E 6-3 iR,

SIS, A
Ih 20 3+ FoR
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64 22

446 53 i
. a8
3|1 Sidat (Master Boot Record, MBR) | ¢ | % | x| X
] 21314

K 6-3  H—AB X P RS B

BUE, [RADR T—— 0 X 2 HEEQIE T 4 D IX? TN TR XA RO
AT, TT OB SR — B IX 2 X b 16 717 (AR B AT IXAE R ) iy2s(a] (FRZ A8
JEIYIX ) AR T3S — D X o W UE, §7 R KSR — D HIER 2 X, TR
s 16 T KR R H——— MR [ 55— D R B XA, P —
BT 3 A F 20K 1 ARSI, SRIGTEY R X R I B2 A X
MR R Z 3 X CRT 4 ) IR 2998, it R IFRR R ZWI F 4 20 XA RE
M 4 MR T . B PRSIX ., B AT LRIE 6-4 AREER AL o

El
FRT AR, FHHERA—AREELOAIE, TRIE— A0 F—A
IRBIEA, AT A ik

FIAEAK| | B2 THR| [#H34AEHK
fdevisdal idev/sda2 devisda3 TR

F1A4AEENK | | F2 TR
fdev/sdas /dev/sda6

&l 6-4 Dl £ X AR

Ea

ik % T VAR & iz — T /dev/sdb8 # & %,

6.3 XHRGSHIRSH

M P AEREPEAERE LA P BT RO SCIEEE S . AL BRI, Bk, Fefr S SRR a2k
SESCMF RGOS o SCIFRGEVE R & B R, APRIERT IE R 597K o Linux
RGUAFRCH RIS RS, iR WA SCIE R GEUN R s

> Ext3: 2 HAESCIE RS, BERBAE R G5 W A LN B SO RGBT 2%, JFfE
F 38 S8R A — B R D8 0 SRIIT, X RE B2 S ORI, BT A (948 52 I [R] s 23 7R
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K, MHEARHE 2 Z AR AL ZR . ERLBEMRENENS A
FOAR AR T SE T sk TR, DUEAE S A= S5 5 LS RE Il 8 B B g P A9 88 43, 4R
m i T B

> Ext4: Ext3 FSHBERRAS, fF24 RHEL 6 RSP HIERVCSUIE LR SE, B IAAHE

ik 1EB ( 1EB=1,073,741,824GB ), HAEWA LRLZMFH%, B4, Extd XUHFR
SLRENSHL B ML block B, M KR TiRER0R .

> XFS: JZ—FEREn H X RSE, miH 2 RHEL 7 HEGAR SIS SRS, BRY

MTE L AR E UG U ., BIVAT DR sk 52 7T RE R IR i SC i ELBR R 1)

H &I RE R IR SAR BT A E g ERE . I H e KT SRR A2 18EB,

LT Tk o

RHEL 7 &4t —A BRI ARt T XFS /BN U R4, X A[HT RHEL 6 fifi

FHIY Extd. MLLIEA RIS B R AR E , XS E— N A/NEAE, ER X 2 e 52
W RBIF AT RS, R RAgi— 2O R G B2 HEREsk UL, BRI >
A, AR R/INEZ /D, BBCCHERTRY CPU., NAFSER SR & R anf], A&
AN R ERC B RS SA AR, FIE TR0 % RSN e N R G, S RNELE 3
TEPPLMEE TN 4. A NI XFS BARFEMEREIT I L Extd A3 e T, (A4 ARE it
), PRI XFS UM 2R 50 e sl i 52 A0 1% 25 8 T SZHRFnik 18EB At A e

FUGER T — KRBT ARGAREE, B T 2 TR IO, SRS TER
fgRak L LUERERS T, (22 T PO it n, WlsdenX, SRk
TSRS, SIGAREHEHOTIER T SRR AR EGR TARFe RSO Bl
FTRIEREAIAT I X, (FSE TR R A AR A AR B, 42 ARt T ) Ko ] St

— MRESAEARAAS ARG . PR, AHZE RIS, RERAEMMTT 1.

H R S5 SR B e R 2 T, L Linux RE:H A —44 M super block fY “ifi
FEHIE” . Linux JEA RSN A IS ARXAS MM B, MR 7E B sk A
DN RGEEE . OSSR B SO N AR S A B B, BB R K,
M H SN AR 55 AB WS RE . Linux FEAEAD SO RAR 5 @ il sk 7E
inode 1, T H A SCE S H— AL HY inode A, IXFAEHIR/NERIN K 128 77, HLfTE
SEEHEWTFES:

> ZCHRALBR (read. write, execute );

ORI A S E4L (owner, group );
SRR (size s

S AN B S T TE] (ctime );
I e e — IRV RIS [A] (atime );
S ERE] (mtime );

YV V. V V V
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> SCHFRYFRIARABR (SUID. SGID. SBIT );

> SR E SRR (point ),

SR SEBR A A PR AATE block Befr (JU/NATLLZE 1KB . 2KB 5 4KB ), —> inode
BINK/IMUA 128B (Ext3 ), iE5€—> block MIJHFE 4B, 430 F1Y inode #5515 , Linux &
%2 H a4 —A> block B, L1 THT1% inode IRFRIC AW block TRAUEE, XL
block KN E PR, FAEE LI ERIERA S NES T o XFTAAE SN ZS ) block
e, AR EPIRE ISR (Ll 4KB /Y block K/ R EIHEATULHT ),

> IEBL 1 STEAR/IN (1KB), (HARERZs i FH—> block, PRI 7EHLIR 2% 3KB.

> 1B 2: SUHFRK (5KB), 8425 P block (5KB-4KB JG# T HY 1KB %Y

JH—> block )

WHENRG AR RSB 4 TR SRS, R Tl P AR E S A SRR H
FURJZ RS £ 254, Linux A H BEREZ 0 P RE P 42448 T —> VFS( Virtual File System,
BIWSCHRSE ) B0, SR P LR B AR SCFRT R 5 — X XA SO R Gk A T AR
T & 6-5 Frn A VES MAERR B . I L, SERR SO RGEAE VES TR 1 H O BRRE
AT, XFEH PR H R R S8 SRS —RERY”, Wsh T LR i H 45 Fhin &
AT SO RGP AT & FERVE T CELAN(E A cp v 2R i S Do

| R | é R

| WA |

| mmokss o |

A%
[ Ex3 | Exd | xFS | NTFS [ Dos FS] minix |
A
REWEFRT
g N e B

El 6-5 VFS 4R =K

6.4 FEHBEMG

FATAEHL T Windows RGLJR ST —UIHGOR BT IR A, SFIHE U B A BN S
WM BA % )ET Windows RGUMC T WRLESAE, A MARIRATAT LIRS U 819, Tk
A28 —24 21 Linux RGP HENEIEAE R & 10755, DERZ A 1 # Linux 5
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GEERINBE i A 09 T AR BEAAC R o AT VRS, 75 5 3 — SR A A9 B S A7 Al B 8 Jm 25 7 X
RIeks AL, BIGAREHERIFIERW MM, X7 F xa” REVIEE®EIrE, H "4
B SR AW X R X LS s — D 5 | e DT RO R —— 5 1 o 5 2L Tt A
B AR, 75 EZ S S — A E AR H SR SR EA T SRR, X A B s
Je CHEET . T SCOR e B U e R R B A, (ER K T S HE OGBS AR
Ba e, MIHAREEL, NILRE F I —A/ N g, ki BARRAMUEEE, mH
dEeE

6.4.1 mount &%

mount 174 F THEESUHE RS, #5500 “mount SRS H# H " mount 74 A
FISEBANE R 6-3 i, HEBJE e M IR (% & B TP T B B s — 208 . HAR (i
mount Ay A HERE LT X 5 — A B SO TG, ARG EEREFEIX AN H sk h & B8 1%
FHIBAE T o XA Linux RGOk, —BATTEMH-t SHORFEE RGNS
B, Linux R4 HHEITHW, M mount HiY-a SENGFET, ESEPITE B ahkd
fetc/fstab SCIFH A LSRR B SCHF, s, W T A SRR AE

%£63 mount 44 E SRR ER
54 tEf
a AR A5 7E ete/fstab H15E XA SCIF 2R SE
¢ 1478 I R GRS

filan, ZEf/dev/sdb2 4k F ] /backup H, HFEZEAE mount iy HIHE R & S5HEH &
SHOIAT, RG4S ANFFIWEHEE SRR, PRI R T N a4 ET .

[root@linuxprobe ~]# mount /dev/sdb2 /backup

IR IR FTH B 7 AT mount 4 5 SERESZ BME I SCHF R T H R GETEH R J5 4
B AR, WAt YR T LA UTT IS AT o — T o X EA R RATEER IR,
QSR AR L BE A5 A 0 H SR AMFEAT A oGk, e A HE A B 4 IR 48 E A U5 % 2
PSR H R MU AURET RS B AR (% TERIE LK 6-4)
B AFfete/fstab CAFH o XA SRS ERBTRIIEZ G RIIH, — BRI 28
f—27 KR T o

%64 ATHEHEENEERSERATD, FFRARTHENX

FBR BX

— BB ERBE TR E AR, WA LE MW~ N5 M (UUD,
Universally Unique Identifier )
HHH T BRI H o, W7 HT A i
e TSRS, I Ex3. Extd, XFS, SWAP. is09660 (I AR )
AL PR T FIE N defaults, NERIAFR A : 1w, suid, dev, exec, auto, nouser, async
e AN VWPV dump #EATRERLA DY, S 0 WA
T A A 1 WIFHUS A Sh#t A Rist A, 4 0 A A 46

B XA
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WRAE SRS extd (IR £ /dev/sdb2 TEITHLE H shH:# 3 backup H 3 I, I
FRARER AR BT AR, BTl fete/fstab LB A FH(E S, XFAERSZEE
Ja e R

root@linuxprobe ~]# vim /etc/fstab

[
#
# /etc/fstab

# Created by anaconda on Wed May 4 19:26:23 2017
#

#

#

Accessible filesystems, by reference, are maintained under '/dev/disk'
See man pages fstab(5), findfs(8), mount (8) and/or blkid(8) for more info

#

/dev/mapper/rhel-root / xfs defaults 11
UUID=812blf7c-8b5b-43da-8c06-b9999%e0fed8b /boot xfs defaults 12
/dev/mapper /rhel-swap swap swap defaults 00
/dev/cdrom /media/cdrom 1s09660 defaults 00
/dev/sdb2 /backup ext4 defaults 00

6.4.2 umount &

umount 74 FHUES B @ SCF, #8300 “umount [HE38 5 /1% 2 SCF)” . FAlT
FEHSCIF R G H RS R T R RECR SRR, 1 E 28501 2R Got A B PR (R 1 2 o U
AHXT R M, FERFRAE WU A 5 5 H SR T OGRS, e N R ZE i I AR 2L
IO B A 18 28 S el 2k H S o — T B n] . — AT 2 A M S8, Bl k2%
KT sh I3/ dev/sdb2 B4 301

[root@linuxprobe ~]# umount /dev/sdb2

6.5 IR

R BT SO AR 19 5 45 BRI 152 48 A SR R BIS JE, FRATT e R BT — T IS A 4515 &5 1
PRAVE DG . 1 SO ELAE R UL A AR I A — B (R B G A%, SRJE BT XL A%
KAl FHEEEEAE, )5 A R G0 IR A I 20 ST A A K 50 TR A A 1 A5 R 1
BTSN

YT IRATARTEEE ] TG AL 05 K — B S A AL, T 238 2 LA (o A 7 i
PR, PRI B R B T R LR R A . BRI ERED BR IR

B R G OCHL, 55 Lo Bh 2 B 2k [n] 31 g UL 20 3= 5 1w, SR 5 B i < o
WAL E” RO, b R CuSmT 4R, R e A, WAl 6-
6 IR .
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S

XD WRE BBV SO ERED #REH | v | | msmnas = |
EQ ey X ham o« Sk e e | [ |5m
MBS ~ B
- (TLT0RRMARRHEL7 x86 61| [en = e
o I OB — i S SRR E Ak 4 1
() SIS UIRRHELT xBE teyin O 1 ayEtee
() Rhel6-1 d =iE(scsD) 20 GB JRTEM): 2048 = wp
SR AR \ SO/VD (SATA)  EERARN DARRHELsaner.,, | =
-ioE LR MENAR
o ZGB Susess  wu S
GmE At S
O ginae 1 ITEDY, fe:d 0% N
BB 2068 Wiz Hehtzn @ g ﬂ“ﬂmmi.
£)CO/DVD (saTA) AR D :: b it
fapeske et e | o omom
use mEle EE B
&= s N i B
e =T = 2048 M8
e o sl R BT
e 1024 M
- ik 5M8
TR @A TTIREN T AEE, 88
M8
B (BB 768 MB BHEERATE . EILL
EETE RN R NS .
b BRI | R
. _ , ! Lo |[ s [ sn |

Kl 6-6  TEMEAUNLARG UL FiE

PEREAR B AR 2 A WA, SRIG R T 07 T A T, X1t
LA B R, W 6-7 FiR

PEREE LA SRR SCST CBRIAHER ), JFEds “F 27 #dl, IXFERIUDLT A s
HRRE—2 LG RZ N /dev/sdb, Q1 6-8 FTR .

EnHas |suin)
W R
. = ‘
7y 262
Daige | EoRERs
g (scsn)
) CD/DVD ( e i
ittt B
& uss f2)
g;;m HEp2e: i
=y S
) CD/DVD 3R |
[ $rmipznzs
TErRERE
&3 use faHiE
9=k
B s#7%0
B 70
=HTEDY, \BRiE R
[BiEm scs1iaE
|z - mETEL
<40 | [F—s>] [ mH | I
@En@.. | [ e |

| [ m= WA a8
B 6-7  SEBRES A2
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Herp QU REAURGEL" AR, AR H AL,

6-9 FII7N .

ENRE L X
[ |
wE 7= A
P S S EEAEIAEINTER « PREARN 4 MB
Omgs | mmEess . L=
a SCSI, g
b amagsn
o BRI
USB 1l
DA el
EHITEM, -
! BT% @ IDE(T)
@ scsi(s) ()
©) SATA(A)
12t
32 (0)
TSRS AR
ARe) RSN
oo EEILL
(<k—3@) ] [F—sm> ][ ms |
BEmA). | [ BBRE)
e A 38

K 6-8 PEPERE AL AR

ELaE [
W | RE
#E = .
e = [ 4 MB
Ciagse | EREAS
5@ (scsD) .
) CD/DVD (S BRRE A
[ ", E R
USB {3
Bk i
TEM, fig
Wgrs © RS (V)
SRR RS O RS HAR, ZOIB RGNS
AR - EREAT— AT BB AN Z BRI EB -
O ERIEENREE)
RIS R 2 AR o
O ERmEe IR TEEmA)P)
BRI AR B R AR - \Be R

\rtso wma1LL
(<50 ] [F—5m>] [ m# J‘

Ao, ] | R

HE BUH #ah

K69 et “BIEHT MR ok

PR 27 4, i
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B “BORREAIR/N BB BN 20GB o X MEUELRE R 1 5 RESUILIT 6 ) o R i £
23 (), AL RRR I, PRI 20GB ARGl 7. S N 287 #iefil, nfEl 6-10
F)?i_\AD

EnaE .
W | RIR
BE e /
D [ = PR 4 MB
cwmex | EoEsns
g (scsT) =
£)CD/DVD (8] HERATEE o
EFEmS AN
USB iz
4o BAmEANGES): 2002
(SHTERH " =
Hens 74 Red Hat Enterprise Linux 7 64 i A32i/): 20 GB
[ 3 By B Rt il (A) o

AEHAEEEEILURSIE, BEREINERETEL AR » 1R SER
FAZIE, EINREHTESTR] SRS SRR A -

© BRI IT0) | AERERE

© BEMRERIRS BB ZEM)
ggnngﬁ, BB EAY BB EhERI. (BRTRAPEHATEREN
{13

btz maneL
[<t—#@ ] [F—sm>] [ ms | ‘

. e ) ma ) |
B 6-10  BEE R %A Rl FH 25 8]

W BRGSO SO 24 FRAEA B (X R BRI S B nT, Joisieek ), EiEsd “5%
W, A 6-11 s

EREE L= |
W R
BE =
=y 2.ca
g RERS
SCSI
Eg’%‘m s s i
CrEs st '
B uss fa3
g"‘f RESPHE)
160 1505 2 GB BROEMIEOR— AT IRE— Tz ST
L 2] BB NS AT BB R -
WER: {I0BEILRRHEL7 x86_64-0.vmdk
|Bee e
oz - fmmmet
(<t =% J[ n# ]‘
S5m@).. ) | BrRE)
| iE e 8

Kl 6-11 BB RE L SR SO 24 Ao B
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BB AN G5 T AR B 5 R T X AT EMUE MBS, Bnd sl
PR R LT SR BEAUBL T, nlEl 6-12 FroR.

SRS - [l
W R

BE RE R
Lt 2GB 4TMERAFIRRHEL7_x86_64-0.vmdk
[ gz i
S8R (SCs]) 20 GB =8
uijnai}iﬁés(cssﬁr;x) ZEU;;W# D:\{&#2 \RHEL-server. SHAhigs M
£3 5 -Server-... 2
TR REAER R AR 8058
B use 1z THE RoAfuh 20 GB
O Er giianl e
= TE i kialie o
Hers Batian REAHESIS BT

BENETHITZ Xt

WAEAIE

D | eagim)
2 RET » | BEEED
IRHETE. FRE)...
iR ): b E4R(C
BEMA)... | [ BISER)
HE B 228

P 6-12 A AL AR S
FEREAL BN T A8 81545 5 N X R B S s A A SCF T He BRAT SOt
) udev ARG 24 BN, 25 —ANBEHEBI) SCSI B4 ML S BARAT A /dev/sdb, XA Al £
WS T o (BAETF AT FZ b B 2 BT R ZEE A 740 X434, il A B —1> 2GB 1943 IX.
B DML TH P45 E AT

6.5.1 fdisk ap<>

fE Linux REeHT, B A Y e fdisk a4 1o fdisk A4 FH T B A
X, A&k “fdisk [RERLAAFR]T, TAREE TN, MER . s X EDRE T 50—
XSS . A S EE RN EEES Bl A RSN, X AMmSIISE (IR 6-5) 258
AR, HITEE PR A R, T DARE T R sh AL

%65 fdisk B S BIARAER

B (3
A Al S5
TIN5 X
B FA 7 A7 B
B T AT Y A X e
B FEA 53 X2
HTEXGEE
PRAEITHR

3

s |||l Q]|B
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| R i

HH

ATE Sl ] fdisk iy 2 A2 Bl/dev/sdb 8% %, TER I RERGMASE p K
AN E A XAEE, HPaRs TSN ERE RN IS E R

[root@linuxprobe ~]# fdisk /dev/sdb

Welcome to fdisk (util-linux 2.23.2).

Changes will remain in memory only, until you decide to write them.
Be careful before using the write command.

Device does not contain a recognized partition table
Building a new DOS disklabel with disk identifier 0x47d24a34.
Command (m for help): p

Disk /dev/sdb: 21.5 GB, 21474836480 bytes, 41943040 sectors
Units = sectors of 1 * 512 = 512 bytes

Sector size (logical/physical): 512 bytes / 512 bytes

I/0 size (minimum/optimal): 512 bytes / 512 bytes

Disk label type: dos

Disk identifier: 0x47d24a34

Device Boot Start End Blocks Id System

WS 0 BT X . REERZOREUEE MRS A ST p RBIE TR, iE

SR ASE e RN X . X EHASE p RAIE—DFrIX:

Command (m for help): n

Partition type:

p primary (0 primary, 0 extended, 4 free)
e extended

Select (default p): p

TEFAIEE DT IS, RETESRESEMA T XIS . A TERT SRR, F50 X%

SR 1~4, P B ABOAR 1T LLT o 3 TORRGE IR SGRIGHI B XALE, XA
kg, AT AR O AL RIAT, RGEes A SR BRI S R X . B
J5, BRGEEORE IR X8, ISR B SRR IVEZ D FATTAS
LT X B8, A2 A+2G BT — N 2GB RYREREMX .

Partition number (1-4, default 1): 1

First sector (2048-41943039, default 2048) :IAbEiEHEE

Using default value 2048

Last sector, +sectors or +size{K,M,G} (2048-41943039, default 41943039): +2G
Partition 1 of type Linux and of size 2 GiB is set

FRRMEHIZEL p RAB MR E P XER . RIREAER B — D2 F 8 /dev/sdbl |

UH RS XA BN 2048, 4 %EuﬁﬁM%%lm$ﬁET XA T AN B 5 1,
MM ZmESE w R4, XS X EBA R HIERS AR,
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Command (m for help): p

Disk /dev/sdb: 21.5 GB, 21474836480 bytes, 41943040 sectors
Units = sectors of 1 * 512 = 512 bytes

Sector size (logical/physical): 512 bytes / 512 bytes

I/0 size (minimum/optimal): 512 bytes / 512 bytes

Disk label type: dos

Disk identifier: 0x47d24a34

Device Boot Start End Blocks Id System
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/dev/sdbl 2048 4196351 2097152 83 Linux
Command (m for help): w

The partition table has been altered!
Calling ioctl() to re-read partition table.
Syncing disks.

15 LRSI TE 2 )5, Linux RE04s H S A8 3253 XS ll/dev/sdbl 345 3C
o FATTAT LU H] file fir 2 A B ZSCHFE M, (HRX 5 2 I FE DR AR A B, A 2Lt s
RGIBA A XFRRILS Linux WA, 1 HXAMESLRITIE e ACH W (EARREREAE
JEZH Y bug ). FATAT LU A partprobe #4244 53 X5 B RIAL BN NAZ, il H— B id 2
PIRPATIZ A2, RCR A o WERAE XA A 2 #R IO fi e ), IS 40 R T HEHLIE, X
MAFIARAR, —ESAHR.

[root@linuxprobe 1# file /dev/sdbl

/dev/sdbl: cannot open (No such file or directory)

[root@linuxprobe ]# partprobe

[root@linuxprobe ]# partprobe

[root@linuxprobe 1# file /dev/sdbl
/dev/sdbl: block special

AR AR 2 A 1 746 204k, W) Linux RGETCEAFAE AEH 5 A% B,
TERAEAE B R0 X b 7 B A TS s . 18 Linux RGP TAR LB A 02
mkfs . XA SIRAT I, MAE Shell L i A mkfs 44 J5 FH5 e PR HIT4h 55 641 Tab
B, AW PR ERCR .

[root@linuxprobe ~]# mkfs
mkfs mkfs.cramfs mkfs.ext3 mkfs.fat mkfs.msdos mkfs.xfs
mkfs.btrfs mkfs.ext2 mkfs.ext4 mkfs.minix mkfs.vfat

X1 XA mkfs Ay ARG O 5 A SO R G4 TR TG 209 7 AR ER T 244 3
4, PSR AR AR ] B——mkfs. SO ZRAI TR il anZa% 0o X XFS W SCHRSE, W4
R mkfs.xfs /dev/sdbl .

[root@linuxprobe ~]# mkfs.xfs /dev/sdbl

meta-data=/dev/sdbl isize=256 agcount=4, agsize=131072 blks
= sectsz=512 attr=2, projid32bit=1

= crc=0

data = bsize=4096 blocks=524288, imaxpct=25

= sunit=0 swidth=0 blks

naming =version 2 bsize=4096 ascii-ci=0 ftype=0

log =internal log bsize=4096 blocks=2560, version=2

= sectsz=512 sunit=0 blks, lazy-count=l

realtime =none extsz=4096 blocks=0, rtextents=0

AT SEL T AFRR A 9 70 RIS SUARA T, 5 TR ZOR O I A 7o 5
ZARRAPIRBAR R i . F e Q@ — D TR A AR H %5 AR5 ] mount
SNRAAAE B S HEBUE T ORHE s SRS df -h Ay R A A ORI A 15 R

[root@linuxprobe ~]# mkdir /newFS

[root@linuxprobe ~]# mount /dev/sdbl /newFS/
[root@linuxprobe ~]# df -h

Filesystem Size Used Avail Use% Mounted on
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/dev/mapper/rhel-root 18G 3.5G 15G 20% /

devtmpfs 905M 0 905M s /dev

tmpfs 914M 140K 914M 1% /dev/shm

tmpfs 914M 8.8M 905M 1% /run

tmpfs 914M 0 914M 0% /sys/fs/cgroup
/dev/sr0 3.5G 3.5G 0 100% /media/cdrom
/dev/sdal 497M 119M 379M 24% /boot
/dev/sdbl 2.0G 33M 2.0G 2% /newFS

6.5.2 du@d

WEIRAF AL 8 © 2 MURIHE R, 3T Rt T A2 il id HE 800 A SR A7 s o 5 AU
T o TEHASEZAT, e — P TAR S SR du s, HAg0y “du [0
[CPF]” o RISRE, % MR AR AR — DA S T 2R RS | BTk nT
LA du -sh /*i @R AFTE Linux RGEMR H & A —20H om0 G Rz R/, i,
FATEMELE H Ferp Sl ok — SO, SRRAR RSB T2 RIE R

[root@linuxprobe ~]1# cp -rf /etc/* /newFS/
[root@linuxprobe ~]# ls /newFS/
abrt hosts pulse

adjtime hosts.allow purple

aliases hosts.deny gemu-ga
aliases.db hp gemu-kvm

alsa idmapd.conf radvd.conf
alternatives init.d rcO.d
anacrontab inittab rcl.d

.................. BEE D HNE B
[root@linuxprobe ~]# du -sh /newFS/
33M /newFS/

WL REEE —E RIS, ATTEVF# mount fr M2, AT mount fir & HEEAY B % 3C
TFETE RS T — U BB R RAR X B SRR HE R AT AL, I B AR
15 B AR BCE S

root@linuxprobe ~1# vim /etc/fstab

[
#
# /etc/fstab

# Created by anaconda on Wed May 4 19:26:23 2017
#

#

#

Accessible filesystems, by reference, are maintained under '/dev/disk'
See man pages fstab(5), findfs(8), mount(8) and/or blkid(8) for more info

#

/dev/mapper/rhel-root / xfs defaults 11
UUID=812blf7c-8b5b-43da-8c06-b9999%e0fed8b /boot xfs defaults 12
/dev/mapper /rhel-swap swap swap defaults 00
/dev/cdrom /media/cdrom 1509660 defaults 00
/dev/sdbl /newFs xfs defaults 00

6.6 FIMIEHK
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SWAP (Zgiit ) 73 X JE—Fhild R h ekl o —E s al, SRR RHENAFh BT IRAN H
FHEEIG IR RCRIRE R, DA H P B A 72 e L L S BR A R PP IR 55 R AR, Heix
T H BN T AR ELSCYI BN AN A DT (EL phy T 524573 X B S Rt ol 48 5 45 B 5 i v
B E R NS, BT R SR BN AR A A 2 PR I SS i o3 DXCR B UR

B4y DX R A R SO R A4 B At 3 i (R R AR AR 7E X/ dev/sdb A7
B EAT > XCARAERT, A ESEU— T A KRR fELE B EE, SCHr IX Y
RN EIBNAR) 1.5~2 4%, O TR RSz S8 s 2R fL, 3k
W —A RN SGB 19 53 XA R S84 3 IXBE IR . 7073 X 5E 52 5 AR A DR H RIAT

[root@linuxprobe ~]# fdisk /dev/sdb

Welcome to fdisk (util-linux 2.23.2).

Changes will remain in memory only, until you decide to write them.
Be careful before using the write command.

Device does not contain a recognized partition table
Building a new DOS disklabel with disk identifier 0xb3d27cel.
Command (m for help): n

Partition type:

p primary (1 primary, 0 extended, 3 free)

e extendedSelect (default p): p

Partition number (2-4, default 2):

First sector (4196352-41943039, default 4196352): LkAEIHEZE
Using default value 4196352

Last sector, +sectors or +size{K,M,G} (4196352-41943039, default 41943039): +5G
Partition 2 of type Linux and of size 5 GiB is set

Command (m for help): p

Disk /dev/sdb: 21.5 GB, 21474836480 bytes, 41943040 sectors
Units = sectors of 1 * 512 = 512 bytes

Sector size (logical/physical): 512 bytes / 512 bytes

I/0 size (minimum/optimal): 512 bytes / 512 bytes

Disk label type: dos

Disk identifier: OxbOced57f

Device Boot Start End Blocks Id System
/dev/sdbl 2048 4196351 2097152 83 Linux
/dev/sdb2 4196352 14682111 5242880 83 Linux

Command (m for help): w

The partition table has been altered!

Calling ioctl() to re-read partition table.

WARNING: Re-reading the partition table failed with error 16: Device or resource busy.
The kernel still uses the old table. The new table will be used at

the next reboot or after you run partprobe(8) or kpartx(8)

Syncing disks.

il H SWAP 43 X & FHRURS 2k 4 mkswap, XEHTEEAY £ 53 IXHEA AR AL ERAEE

[root@linuxprobe ~]# mkswap /dev/sdb2
Setting up swapspace version 1, size = 5242876 KiB
no label, UUID=2972f9cb-17f0-4113-84c6-c64b97c40c75

i swapon UL SWAP sr X ik s 1EX B R G b . AT LT free -m Ay
LA X R/INVEAL (R 2047MB 34 n%)] 7167MB ):

[root@linuxprobe ~]# free -m
total used free shared buffers cached
Mem: 1483 782 701 9 0 254
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-/+ buffers/cache: 526 957
Swap: 2047 0 2047
[root@linuxprobe ~]# swapon /dev/sdb2
[root@linuxprobe ~]# free -m

total used free shared buffers cached
Mem: 1483 785 697 9 0 254
-/+ buffers/cache: 530 953
Swap: 7167 0 7167

N T RERBLLIB A S IX B A AR F R S R AR R, 7 ZH R RS S G R B A
FIBCESCIEH, FHCRHRAT

root@linuxprobe ~]# vim /etc/fstab

[
#
# /etc/fstab

# Created by anaconda on Wed May 4 19:26:23 2017
#

#

#

Accessible filesystems, by reference, are maintained under '/dev/disk'
See man pages fstab(5), findfs(8), mount(8) and/or blkid(8) for more info

#

/dev/mapper/rhel-root / xfs defaults 11
UUID=812blf7c-8b5b-43da-8c06-b9999%e0fed8b /boot xfs defaults 12
/dev/mapper /rhel-swap swap swap defaults 00
/dev/cdrom /media/cdrom 1s09660 defaults 00
/dev/sdbl /newFs xfs defaults 00
/dev/sdb2 swap swap defaults 00

6.7 HESERH

AR AAEFTH S 28], Linux RERRITPIE B EILF 2 A —2 IS H TS,
WA Z . 2455 EAE RS, (B2, SRR HA PR, WAL PR
fF Linux R4 LIRSS EAHOERE, 825 RO — RS TH  FHXAERL, root 45
P51 T B0 FH R 45 25 2 IO AR 55 DA BR ) o7 FH P sl A~ FHOP A 6 X R e SR T LA Y
e AR A% 2 ) sl e KOS, — HR B e KA AN B AR/ F R 2 di o o] LU quota i
A TGRS R R B, DI BRI P R A ] FH 2% T e A A Y e RS 4. quota
iy AT BRI R A PR () T BE

> BRPRI: YR B ER G BT 23R P, ABATS e ve FH P 7R R S R 45 B N AR SeAdi

P S P B 7N R N 9 N O = 41 4 S o < 2

RHEL7 R 4L T quota RE#AHRCAII S BP0, (EAEEIR &N BN A TF S
X} quota B HE, BEAT TR EF SR NCE X4, ik RHEL7 R4 H/boot HSRHENS SZHF quota
REASTCAE A . BAN, ST o B Linux 240, 80# A RHEL 6 &40 A0 A H
Kk, XHETFERHERE . FH0 Linux RGBT HF quota 8L R BCAR 55,
I J2 usrquota %%, 1 RHEL 7 REH A NE uquota S8, 7 H 8 R4 mount
A, RN & /boot HRE 4 T quota REFLFCAIHA T

[root@linuxprobe ~]# vim /etc/fstab

#

# /etc/fstab

# Created by anaconda on Wed May 4 19:26:23 2017
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#
# Accessible filesystems, by reference, are maintained under '/dev/disk'
# See man pages fstab(5), findfs(8), mount(8) and/or blkid(8) for more info

#

/dev/mapper/rhel-root / xfs defaults 11
UUID=812b1f7c-8b5b-43da-8c06-b9999e0fed8b /boot xfs defaults,uquota 1 2
/dev/mapper /rhel-swap swap swap defaults 00
/dev/cdrom /media/cdrom 1s09660 defaults 00
/dev/sdbl /newFs xfs defaults 00
/dev/sdb2 swap swap defaults 00

[root@linuxprobe ~]# reboot
[root@linuxprobe ~]1# mount | grep boot
/dev/sdal on /boot type xfs (rw,relatime,seclabel,attr2,inode64,usrquota)

T RBIE— P THRA quota MESLABCHRCRAHIF tom, FF4HX/boot H 53 hIH:
NI SRR, PRAEF P BERS IE 7 AR «

[root@linuxprobe ~]# useradd tom
[root@linuxprobe ~]# chmod -Rf o+w /boot

6.7.1 xfs_quota &<

xfs_quota fir S — % T XFS U RGERE HE quota i EE A L AUIR S i T HAd T2,
1l “xfs_quota [Z%K] Fe#l SRS, Hir, -« ZHHTUSHRIE & L1
x SRR LR, T HE4E N L REEXT quota iS5 T 2R AL & 42 FRFRAE FH xfs_quota
R B P tom Xf/boot H SR quota RERE A FEFLAT . FAARMIBRA S HIHE : ARk H R
FR AR R 53500 3MB Fil 6MB; A ORI AR I ARE R 6 53531 K 3 NF1 6 1

[root@linuxprobe ~]# xfs quota -x -c 'limit bsoft=3m bhard=6ém isoft=3 ihard=6

tom' /boot
[root@linuxprobe ~]# xfs quota -x -c report /boot
User quota on /boot (/dev/sdal) Blocks

User ID Used Soft Hard Warn/Grace

root 95084 0 0 00 [-——————- ]
tom O 3072 6144 00 [--—-——---- ]

HRCE G IR BRI AREE RS, XDl B A e, SRS s Bl — A
B4 SMB 1 8MB BYSCIF . AILAKBE, TEBIE 8MB HYSCIFI 525 T R GEBR -

[root@linuxprobe ~]# su - tom

[tom@linuxprobe ~]$ dd if=/dev/zero of=/boot/tom bs=5M count=1
1+0 records in

1+0 records out

5242880 bytes (5.2 MB) copied, 0.123966 s, 42.3 MB/s
[tom@linuxprobe ~1$ dd if=/dev/zero of=/boot/tom bs=8M count=1
dd: error writing ‘/boot/tom’: Disk quota exceeded

1+0 records in

0+0 records out

6291456 bytes (6.3 MB) copied, 0.0201593 s, 312 MB/s
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6.7.2 edquota &%

edquota 74 FH T4 FH P 1) quota BLARFR I, #%2h “edquota [Z4K] [FIF] 7. 7EMH
FUIEE T quota ML A EICHIRKG, TTLAHF edquota iy 4T IB L BRA AU EE . H, —u
SRR EEI ST P TIRE ;g SEEGOR AT P A T E . edquota fi A4S
JAH Vi 50 Vim ZifE kil root 45 B BB HCEIRR I A9 BAARLN T . RS tom (4 fE 448
HRERRA M SMB 42715 8MB

[root@linuxprobe ~]# edquota -u tom
Disk quotas for user tom (uid 1001):

Filesystem blocks soft hard inodes soft hard
/dev/sda 6144 3072 8192 1 3 6
[root@linuxprobe ~]# su - tom
Last login: Mon Sep 7 16:43:12 CST 2017 on pts/0
[tom@linuxprobe ~1$ dd if=/dev/zero of=/boot/tom bs=8M count=1
1+0 records in

1+0 records out

8388608 bytes (8.4 MB) copied, 0.0268044 s, 313 MB/s
[tom@linuxprobe ~]1$ dd if=/dev/zero of=/boot/tom bs=10M count=1
dd: error writing ‘/boot/tom’: Disk quota exceeded

1+0 records in

0+0 records out

8388608 bytes (8.4 MB) copied, 0.167529 s, 50.1 MB/s

6.8 WEEAST

B GURF SEATE AT W A5 FURR i, 0 it 2 i 1 ] G R JIE 3 3
Linux REEHHY “PREET 1o 76 Windows REGEHT, P U248 1) S 46 SCPF ) — A B
BCPF, ATRAIEHD MR A2 B 5 1] SRR i SO 5 IR — ELA M B w3 1) 21 At o Ty
Ja, SSEEEHOCF R B, XAFE MR RAARVYTE Linux REHAIAR—HE,

T Linux ZGE A7 AERE GEZ A AGESE PRI OO o

> BEGEEE (hard link ): °] LB B BE# A —A “48 M GG SCF inode I9FRET”, REAR

BRI inode FSCHE. FTLA, BEEEH OIS G SO SRR —A3CfF, R
e T o BATERIRIN—MEEERE , 1%SCIFRY inode FE LS HIN 15 1T H A
A HIZSCIFRY inode HEARECH 0 IF, A RHIRCR EMBR. 5 2Z, TSP
IR RS inode HUFRET, PRI BV SR SCPF BRI , MR mT L3 i Aaf 5 42 S
PRV W EERAR, BT EORIRRE, AT 70 XX H SRt 175E
%,

> Bk (BARA T SHEE{symbolic link] ): (UL A& I SO R4, IRILRERE

P FSROCHE, o] ABSOCPE R TR . (02, YIRUGSCIFaER S, Bt
WRERAL, X — 5 RS Windows REEHY “PuEr=” B —FERHER .,
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In

A
Ap <

In i HI T QUEREEHSCIR, #0 “In (B9 AAR”, HAT RIS SAERIINE 6-6 Fiizs.

TEMH In frmF, ERESIN-s 280, KA TR R PR DB, PR BT+

MBS SE B S il , AR E U, EAGEA S A2,
%< 6-6 n f %A NS HURIER
SH ER
-s Al PR (IR -s S50, WA GIEERESE R )
-f S B SR H SRR
-i Eaiipsta!
-v R AR L

N T A B A | BEEE IR AR IV BT, TORBIEE— N ZELT Windows RETHIR

FEIT RO . R, IR SO R ) Eﬁ%%l%@%ﬁ@ﬂ@%ﬁ?ﬁi{ﬁFTo

[root@linuxprobe ~]# echo "Welcome to linuxprobe.com" > readme.txt
[root@linuxprobe ~]# 1ln -s readme.txt readit.txt
[root@linuxprobe ~]# cat readme.txt

Welcome to linuxprobe.com

[root@linuxprobe ~]# cat readit.txt

Welcome to linuxprobe.com

[root@linuxprobe ~]# 1ls -1 readme.txt

-rw-r--r-- 1 root root 26 Jan 11 00:08 readme.txt

[root@linuxprobe ~]# rm -f readme.txt

[root@linuxprobe ~]# cat readit.txt

cat: readit.txt: No such file or directory

T

FEFORER— AN EIA SRR — B R, RIVAR 5 TR E 0 A6 SCPF A RE S At B 1 A

— MRS, R, BRI A BEEE A O T AR S A R R, AR

PR J e S B MM R T S B 3 RN T LA B B R, TSR SO O B A B L
AT 2.

[root@linuxprobe ~]# echo "Welcome to linuxprobe.com" > readme.txt
[root@linuxprobe ~]# 1ln readme.txt readit.txt
[root@linuxprobe ~]# cat readme.txt

Welcome to linuxprobe.com

[root@linuxprobe ~]# cat readit.txt

Welcome to linuxprobe.com

[root@linuxprobe ~]# 1ls -1 readme.txt

-rw-r—--r—- 2 root root 26 Jan 11 00:13 readme.txt

[root@linuxprobe ~]# rm -f readme.txt

[root@linuxprobe ~]# cat readit.txt

Welcome to linuxprobe.com

S

1.

/home H -5 /root H 3 NAFHTAY SCAEA AR [R) 25 LA SAS[R] 45,7
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& XA H SRR AU A5 H SRl , {5, /root HSRATTAYZ root & BE B
(IPRERS ¢/

- ARIN— AT SO FR A /devisdb, AT ARRIAE S A AR LAY S 2
B AR, BRI RRE t RGP A R E Y o

O ERRE R TR R S NI, BATREILNE XY
% ATRAEAAE 3 N FEA XL MRS, RIGHIEY RS X R 2 N2
X, BIET 540497,

. /dev/sda5 J& F 43 XA JEZ 41 X 7

& ZR2IX.

- WA IRSS PR TR AR/ dev H P FR?
Z: udev XA EHARRSS o

- AT R AR A
B Y A R R A B DO BRI, R S — N R AR H SR
FroRHE, XA RERBIERE " .
. TEFCHE quota B AL ZF LA 5, SRR AR (L A0/ N T RE KR i A5 4.7
B A, BB AT /N T A5 TR BRG]

- RS , IR A Z iR A R R A RE D 1] B UG SO A7

.

=

o
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5 RAID 5 LVM FEAEFEH B A

AEHBETUTARE:

> RAID (¥ RS );
>  LVM (ZEEEIERE ),

2] T8 6 TR MBI AL & IX . A8k . HEESERIRE, AREEIRA RS
H RAID ( Redundant Array of Independent Disks, 37 TUARERLFFS ) FEAR R 004RE:, Jfm
1 SEPRTRE RAID 10, RAID 5+#5 103 5507 5Ok B EDULMLAT R RAID F58 RACR, LUERE—L
T 2 2B 77 PR B S A Y 1O 1325 B B AR TU R 2 I WL 75K o [RIEE, 25 SE 3 H - mT fg
ST AFAEIR, ARERRA4 LVM ( Logical Volume Manager, 25455 A ) IO E |
PA5 i/ PR DL R I BR A AHOC TR . AR LB AR e AT NS, 0] AR A
PRI R IEIZ FH RAID il LVM R f XA e DR e A TR K T o

7.1 RAID (37 REEES )

AR,  CPU MIALFRPEREIRF 25 m e K, Intel 2 FIZE 2017 4E5HT KA K 19-7980XE
ARFRA F IR R T 18 Bl 36 i, HS MR, MRS ERBIR T AR, A
BETZ A A AU AR RE AR, 1 HL, P TR R b e . . KRR
10 #4E, M THMRS, HRPILREREG N, S8EZ80E £ LR BREZ 8,

1988 4%, A JE W R 2EAA 5 R4 A 152 LT RAID AR MM &, RAID HiR
WIS R S E DR RE R Bt ERREES), PR E R EZ A X
BUR IS AR R A BEAE 15 45 L, SRS R B0 S AR R S T 2 e 5 4 A
PERE, RIS E A~ T B A B A [R5 B [l A PR 53 45 L, AR 2 T 3R % A St
TR IR

TR A E P . RAID BRI S HAT SRR i B TR & Dhag, (B2 e WA
IR T AR o BERIRARTRAT R A — AN AR, (FUE O TRk, WATKHIRR NS
ME RS THG, ARERNILZL—HIEAR, N T T A 1 . RAID HiA
FRBE T R 8D R A R A S 2 R M SR T S, (ER S AR B i EAH Eo g, AR
AV E T E RAID F2AR T HAS BT # A HLHI DL B ke i Sk i i 380t . st
Ut, RAID AAUFFAR T8 S S IR G £ R0 L%, T TR A& 1 5 B, Frbd
BEAEL K ZH062 8 i o R AL H AR DL 2 5 RN o

T AR AR D5 T A% 58, 5 BT X AN A 7 >R A B v S s 5 PR AR AU
il %8 45 A TR %, BRTEA R RAID RGN H  E2/0H IR, Xl
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M T o2 EANUH# RAID 0. RAID 1, RAID 5 5 RAID 10 X 4 fd s WL 5%

711 RAIDO

RAID 0 # R P 1% 5 ( 2P0 ) il i sk (0 0y sCHR R — 2, 41k
— R, IR S AR &Y IR A, Rk, TER PRI, ik
FIEES TERE SR TR, , (AT B — Pl 5 % A SRl S BUE A R G R EE AR Z BIRIR .
WAL, RAID 0 £ RGBS A RS BB AR 1Ak 3O, (R B 5l 45 0 A A5
Bhedr. WK 7-1 pon, B 0NE ABIR R s, B diskl A1 disk2 ARG 2
Iy IR TR, BRSBTS .

RAID 0

E 7-1 RAID 0 #iARREHE

7.1.2 RAID1

JE RAID 0 HIARSETE TR & OB G AL, (HR SRR R HOK S A B4 AW 2 fif
o, WU, BRI, AR — BB R A AR S AR R ST
B o PRI, 0 R AR 7 RIS X Al 5 2 B0 1 T R A 2K, TR A BNl 19 % A= PR
A S RAID 1 HEAR T,

TEIE 7-2 s B9 RAID 1 HEARRE R T LIE S, Bt s Ll L g9 il 5535 25 17 50
T, TETHABAEIE, SRR B R NS A S 2P R g b (ol DU AU Bt i) S5 A
1 )o AR — e B A AR, — JBeee 57 B A 3l LRSS e 1 05 ORI A K08 19 1E H
i

RAID 1

8 7-2 RAID | HiARRERK

RAID 1 FAR BR324 bk, (B R Z PR £ s th s A T ARTF] %
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i, PR BA HO A AR DU R RS, MBS ERUE, [ 7-2 Fr7m iR 22 [ i FL9E T IR
A 50%, = HREERB A AURAY RAID 1 RESFFF R AT I RAT 33% A4, LAHHE. TiH.,
1 Tl 2R RN B A RIS R i s, X TCRERAE—ERE IR T REiHRE D)
REAY T2

M2, AEA—Fh RAID J5 B8R 1 RE A58 i 325 s B AV 22l i3l 1
AR EIE? SEPR b, BB 2 A FAR R Bl AN T RETE DR 45 I A R 2 8 75 ) )
R HIE A & SO0, RERIER TR A 222 o Xt R it A7 b 22 28084507
B, TR RAID 5 BORBEIRTERIE BRI T =% (G HE ., Fdaiatt. )
A, AHSEPR FEEAGR XX = AR,

7.1.3 RAIDS

UnlEl 7-3 FizR, RAIDS A FLAE 1 5 i) R 23 A 15 B R AP B H A RE R e 5
RAID 5 fifi 45 20 s 1) A (AL 3 B AN M AR A7 B — BB B i f v, A7 A 2
BR F B ASM HA A— DA A e i b, SRR A AL R AP AR AT — B IR IR A = T B E A
BREE; 1] 7-3 R parity BRI HUZEOR AR R, BAIETL, Bt RAID 5 HORS
Pr L8R & Oy B R A B SRR B, TR S R e A B i o A A R 5 B ok i
FEIRA R . RAID IXEERIBOARREE “Z 0" M 1 i s i e 5 | Kl e etk
SR SA AL

| R —
oS T e
— =R ——

& 7-3 RAID5 HAREE

7.1.4 RAID 10

YT RAID 5 B A DA 4515 45 B BAR () RO 152 55 1 P8 VRN A 22 PR pe i AT 1T — 58
B2, AR A3 Al B 7E - 1 R B A B 1 (B AR RE AL A%, DR A p= S v R fif
JH RAID 10 # A,

4% S, RAID 10 AR JE RAID 1+RAID 0 FAR M —A> “HEMK”, WK 7-4 FiR,
RAID 10 BiARTE R/ 4 Pesfisok Al g, HJen Bl MM 6lfER RAID 1| #E#FE5), LR
WEE I ()2 25 SRIGFXT IS RAID 1 #4555 0 RAID 0 $iAR, iF— 20 2 i i 45 1%
FHEEE A, XFENEE FoREE, RN R —A a4, A4 nl LIk
IR 50% 10 B £ 15 45T A 20 55048 o FH T RAID 10 H AR 4k 7& T RAID 0 19 553525 3 35 F1 RAID
1 A2 4E, TEAZIRBANRTEN T RAID 10 BERE#RHEE T RAID 5, I YA,
R R — R AR
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[§l 7-4 RAID 10 H# AR EE

7.1.5 EPEHEET

TERAE T bR A TR S, PR RAID F1 LVM 875 H a7 &
g, TR AEBUNLP AN 4 SRR AR HIAE—1 RAID 10 fEREFES, W& 7-5 PR

Enas e BLewiid ¥ o
[CIC 77
BE i el
e > | ISR . AR 4 e
=y 4 e -
SER(SCsD) 2068 IEIERTE(M): 2048 5 MB

A58 2 (scsI) 20 GB
588 3 (scsn) 20 GB

L FES 4 (SCSD) 20 GB 3GB
LAFES 5 (SCST) 20 GB 2GB (] 4
)CD/DVD (SATA)  IEFEMRIXH D:\i&fR \RHELserver-... -
ToRginE e co i B Zﬁ;’g’i
& & |EIRE
W BEmanl 512M8 b raORl]
256 MB 6280 MB
i CF G
64MB 2048 MB

O @i F PR ERGATE
16 MB 1024 MB

A BRERAENN, ARPEEATFR

B EIBZISHATREY 768 MB FEERIATE - HETHL
T T BRI

BHEE

e A a5
K 7-5  SBHLRGERAN N 4 Pebd 2585

B LR 15 A8 AL R 1Y), ANTR B 25 3R LB LS () AR e 1 i . 7R 2R
FEME, —EEICBEXRAREZ)E, BRI &5, SNnTRes -yt A
MUEEAG AN [E] 1T T BUR LR ST F A e i 855 5%

mdadm 174 H T Linux RE0H 4 RAID i 515431, #% X8 “mdadm [#£2(] <RAID
WA PR> (R G B4R

MET, ARSI RN ARG A — B ATEC & RAID FEge, SSRGS 4 B A BoR i fif
B, ERRANEA SR T — A28 2 I SE— 5 IR S5 4% , 02 AT A%< 2 A mdadm iy
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ATE Linux REEPEIEMAE I RAID BEAEFES, 00 H B KA BRI R R 52k
PR E 2 —E. mdadm A Y FHSE RAE RN 7-1 Fs.

7 7-1 mdadm #&HE RS HAER
S 1EH
-a Rl i £ 44 Bk
-n A A
-1 &5 RAID 45
-C gelly=:
-v R
-f (NP BN
-r BRI
-0 EETEAEL
-D EEHAEE
- 15 1 RAID R 4ER551

Tk, i mdadm fp4-f# RAID 10, ZFRA “/dev/md0”

% 6 T iiH], udev & Linux FR 48 WAL R 45 08 A 24 0 Ml 55, Hid 4% B0 3
WA EA L FRATTT DL A Ay 4% B0 U I B A8 A SCSI AR 1 45 1 44 Bk 2 e /dev/sdb, SRS
MR IC 2t . PR 4505 45 R 08 RAID R 3B S ARG 2 B TUAL R 24 i — D BE e, HA
ANEEW PR A 44 M /dev/sdbede ME . R XAETT DI —IRFE e 2 e R A g, {HiE
FEARFIRATH LA 32 . B ALARIRATZME A 10, 50, 100 M6 £k H 5 RAID
T 35 B 5 W 7

BER, B A mdadm HISET . Hp, -C ZEUCERAIE—A RAID 431K ; v S
s B R R, [R5 1B I—M5 45 45 F-/dev/mdO , X A /dev/md0 B2 6 25 i) RAID
WL 2K s -ayes ZECER A ShANEE R SO n4 SEUCERM 4 Yol Bk x4
RAID R340 5 1ii-1 10 800403 RAID 10 5% Ha N b 4 Bord 4535 £ 19 24 FRte &
T

[root@linuxprobe ~]# mdadm -Cv /dev/md0 -a yes -n 4 -1 10 /dev/sdb /dev/sdc
/dev/sdd /dev/sde

mdadm: layout defaults to n2

mdadm: layout defaults to n2

mdadm: chunk size defaults to 512K

mdadm: size set to 20954624K

mdadm: Defaulting to version 1.2 metadata

mdadm: array /dev/md0 started.

H, HEHIVELS 8 RAID RIS AN extd 4%,

[root@linuxprobe ~]# mkfs.ext4d /dev/md0
mke2fs 1.42.9 (28-Dec-2013)

Filesystem label=

0OS type: Linux

Block size=4096 (log=2)

Fragment size=4096 (log=2)

Stride=128 blocks, Stripe width=256 blocks
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2621440 inodes, 10477312 blocks

523865 blocks (5.00%) reserved for the super user
First data block=0

Maximum filesystem blocks=2157969408

320 block groups

32768 blocks per group, 32768 fragments per group
8192 inodes per group

Superblock backups stored on blocks:

32768, 98304, 163840, 229376, 294912, 819200, 884736, 1605632, 2654208,

4096000, 7962624

Allocating group tables: done

Writing inode tables: done

Creating journal (32768 blocks): done

Writing superblocks and filesystem accounting information: done

PR, O BT AR U RE £ s AR AT REBR AR . HE BRI S W] & Bl ] =S 16

40GB.

[root@linuxprobe ~]# mkdir /RAID
[root@linuxprobe ~]# mount /dev/md0 /RAID
[root@linuxprobe ~]# df -h

Filesystem Size Used Avail Use% Mounted on
/dev/mapper/rhel-root 18G 3.0G 115G 17% /

devtmpfs 905M 0 905M 0% /dev

tmpfs 914M 84K 914M 1% /dev/shm

tmpfs 914M 8.9M 905M 1% /run

tmpfs 914M 0 914M 0% /sys/fs/cgroup
/dev/sx0 3.5G 3.5G 0 100% /media/cdrom
/dev/sdal 497M 119M 379M 24% /boot

/dev/md0 406 49M 38G 1% /RAID

RJE, Af/devimd0 RELEPIRITEAE R, IHEHSE BB AR &S, fiEHKA

[root@linuxprobe ~]# mdadm -D /dev/md0
/dev/mdo0:
Version : 1.2

Creation Time : Tue May 5 07:43:26 2017

Raid Level : raidloO

Array Size : 41909248 (39.97 GiB 42.92 GB)
Used Dev Size : 20954624 (19.98 GiB 21.46 GB)
Raid Devices : 4

Total Devices : 4

Persistence : Superblock is persistent
Update Time : Tue May 5 07:46:59 2017

State : clean

Active Devices : 4

Working Devices : 4

Failed Devices : 0

Spare Devices : 0

Layout : near=2

Chunk Size : 512K

Name : localhost.localdomain:0 (local to host localhost.localdomain)
UUID : cc9a87d4:1e89el175:5383ele8:a78ecb2c
Events : 17
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Number Major Minor RaidDevice State

0 8 16 0 active sync /dev/sdb

1 8 32 1 active sync /dev/sdc

2 8 48 2 active sync /dev/sdd

3 8 64 3 active sync /dev/sde

[root@linuxprobe ~]# echo "/dev/md0 /RAID ext4d defaults 0 0" >> /etc/fstab

7.1.6 WIAEEETIRIES

ZITUIEA R RS RAID 10 BEREFES, 200 1 4 i i B A i B0 o 1O B85 2 S 00
PR ze e, E el TRRATARE S A AR RE LA BLIDLI SRR, DR IR 3525 3 B2 1y ke ] g
FEAEM, P 2 PR E 25 45 BE 8 UHiE— & RAID REEEFESIRBUA IS AR BT %, IXHE
REAEL AR IR B BRI, o n] DU RARIR .

TERRINAT — HUy BAE 5 HE PSR NS B4R I E 3 S, 28 1] mdadm 4
¥R, K5 &F RAID BEREFESIRIRES, W RUABUREE &k,

[root@linuxprobe ~]# mdadm /dev/md0 -f /dev/sdb
mdadm: set /dev/sdb faulty in /dev/md0
[root@linuxprobe ~]# mdadm -D /dev/md0
/dev/md0:

Version : 1.2

Creation Time : Fri May 8 08:11:00 2017

Raid Level : raidloO

Array Size : 41909248 (39.97 GiB 42.92 GB)

Used Dev Size : 20954624 (19.98 GiB 21.46 GB)

Raid Devices : 4
Total Devices : 4
Persistence : Superblock is persistent

Update Time : Fri May 8 08:27:18 2017
State : clean, degraded

Active Devices : 3
Working Devices : 3
Failed Devices : 1
Spare Devices : 0

Layout : near=2

Chunk Size : 512K

Name : linuxprobe.com:0 (local to host linuxprobe.com)
UUID : £2993bbd:99cleb63:d61d4d4:3£06c3b0

Events : 21

Number Major Minor RaidDevice State

0 0 0 0 removed

1 8 32 1 active sync /dev/sdc
2 8 48 2 active sync /dev/sdd
3 8 64 3 active sync /dev/sde
0 8 16 — faulty /dev/sdb

1E RAID 10 G5 R BEFES L 24 RAID 1 BERLFES A AAE— AU B IF A 520 RAID
10 RERLMESNBOMET . 403K T8 AR 4126 5 FHEE ] mdadm i 40k 3 LA RIT, 7 1101
FATATLILE/RAID  H g IE# B SR SCIF . i TRA TR AL AL B, Lo
FIR ARG, KRG FHUBRBERL AN INE] RAID ®E#E 51

[root@linuxprobe ~]# umount /RAID
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[root@linuxprobe ~]# mdadm /dev/md0 -a /dev/sdb
[root@linuxprobe ~]# mdadm -D /dev/md0
/dev/mdo0:

Version : 1.2

Creation Time : Mon Jan 30 00:08:56 2017
Raid Level : raidlO

Array Size : 41909248 (39.97 GiB 42.92 GB)
Used Dev Size : 20954624 (19.98 GiB 21.46 GB)
Raid Devices : 4

Total Devices : 4

Persistence : Superblock is persistent
Update Time : Mon Jan 30 00:19:53 2017

State : clean

Active Devices : 4
Working Devices : 4
Failed Devices : 0
Spare Devices : 0

Layout : near=2

Chunk Size : 512K

Name : localhost.localdomain:0 (local to host localhost.localdomain)
UUID : d3491c05:cfc81cal0:32489f04:716a2cf0
Events : 56

Number Major Minor RaidDevice State

4 8 16 0 active sync /dev/sdb

1 8 32 1 active sync /dev/sdc

2 8 48 2 active sync /dev/sdd

3 8 64 3 active sync /dev/sde
[root@linuxprobe ~]# mount -a

71.7 HEMI+EHE

RAID 10 i FERES H e 22 Fe il S0%RYRE 5515 8 & AR s, (HR /A e R — Rl i i O
R[] — RAID 1 REELRES P S a5 A iR, th S S8R £k . #A)i%iul, 78 RAID
10 WEEERESIH, AR RAID 1 H g — B o B0 1 e, i FRATIEZE R AR IE = A % I,
BTG RAID1 R 45 FES A G 55 — Pt 5 18 25t BB, IR A Bl st e iR 28 176 X
it 5 ] BN S A9 | XAl RATID 1 R 45 B4 51) v R R 4 15 25 ) Aot 33 8 1) 175 100 8 5 3R 1)
S Ko

FERXFEMTEOL T, B 2ME7 A2, FRAT5E2nT LME A RAID £ S AR BT
I ZFAR AR O B R R E R — PR S R A RT3, X AT 557 Ab TN BUIRZS , — HL RAID
Tl B 2 A R A R BB S5 I 5 5 1 A BhTiRr b, IXOREAR AR

R T A S 2 R B R A vhge, RATTT EAE A SE G A AR R S M, TR
BRFE QTR B RNLA R B AR RA . JI40, B FNIA T &R T RAID 10 85 1451 (1435
Ik, RATBAEAKTE —T RAID 5 MHERCE. % RAID 5 W £ YIRS, 2/DFHEH
2 3 PR £, AT E YRR, BT LG BT R AL R 4 HeRE £ %,
El 7-6 AN o
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EREE > B o [
Wi | IR
e = i
s e ﬁggmzﬁ&t@mmmﬁgo MAEAMEA 4 MB
[ fEs 4 i
=g (scsI) 20 GB

AP (M): 2048 2| mB
LAFES 2 (SCsT) 20 GB

L8 3 (SCsI) 20 GB

L8 4 (5CSI) 20 GB 3GB
5@ 5 (SCST) 20 GB 268 1 4
“)CD/DVD (SATA) FIE{#Em37{F D:\i5® \RHEL-server-... B i
TR EmE i co il ;ﬁmi
s Z /| Bl
e RR Bihianl 512MB o A o ")'
256 MB 6280 MB
e o i
64MB 2048 MB
et O SR PR RGN
16 MB 1024 MB

8MB

4MB
A BARGRRAEN,, ARPRERTFE -

L SIS ATER 768 MB B{ERIR/MTE - fSE1LL
& Rones R A ER BRI -

BEmA)- ) [ BEE

|

I

L (wme | ma [ = |
[ 7-6  TERERIALPRIE N 4 Heif 55 5

IAEAN##E—A> RAID 5 WEEL RSN+ k. £ P EMmSH, S8n 3 B
RAID 5 BESLFEH T 5 (ORE 580, Z%0-15 1058 RAID (9480, MiZB-x 1 WACEA —Bess
P33% . 2 /dev/imdo (B RAID 5 BELLMGEHIHI A FR ) W4 555 s gl e B 214 — P&
W EAEERPT

[root@linuxprobe ~]# mdadm -Cv /dev/md0 -n 3 -1 5 -x 1 /dev/sdb /dev/sdc /dev/
sdd /dev/sde

mdadm: layout defaults to left-symmetric
mdadm: layout defaults to left-symmetric
mdadm: chunk size defaults to 512K

mdadm: size set to 20954624K

mdadm: Defaulting to version 1.2 metadata
mdadm: array /dev/md0 started.
[root@linuxprobe ~]# mdadm -D /dev/md0
/dev/md0:

Version : 1.2

Creation Time : Fri May 8 09:20:35 2017

Raid Level : raidb

Array Size : 41909248 (39.97 GiB 42.92 GB)
Used Dev Size : 20954624 (19.98 GiB 21.46 GB)
Raid Devices : 3

Total Devices : 4

Persistence : Superblock is persistent
Update Time : Fri May 8 09:22:22 2017
State : clean

Active Devices : 3
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Working Devices : 4

Failed Devices : 0

Spare Devices : 1

Layout : left-symmetric

Chunk Size : 512K

Name : linuxprobe.com:0 (local to host linuxprobe.com)
UUID : 44blal52:3f1809d3:1d234916:4ac70481

Events : 18

Number Major Minor RaidDevice State

0 8 16 0 active sync /dev/sdb
1 8 32 1 active sync /dev/sdc
4 8 48 2 active sync /dev/sdd
3 8 64 - spare /dev/sde

ARG TRE LA RAID 5 RERLFESIR AL extd SCIRE L, ARIGHEEFI AR b, 25t
AL T o

[root@linuxprobe ~]# mkfs.ext4d /dev/md0

mke2fs 1.42.9 (28-Dec-2013)

Filesystem label=

OS type: Linux

Block size=4096 (log=2)

Fragment size=4096 (log=2)

Stride=128 blocks, Stripe width=256 blocks

2621440 inodes, 10477312 blocks

523865 blocks (5.00%) reserved for the super user

First data block=0

Maximum filesystem blocks=2157969408

320 block groups

32768 blocks per group, 32768 fragments per group

8192 inodes per group

Superblock backups stored on blocks:

32768, 98304, 163840, 229376, 294912, 819200, 884736, 1605632, 2654208,
4096000, 7962624

Allocating group tables: done

Writing inode tables: done

Creating journal (32768 blocks): done

Writing superblocks and filesystem accounting information: done
[root@linuxprobe ~]# echo "/dev/md0 /RAID ext4 defaults 0 0" >> /etc/fstab
[root@linuxprobe ~]# mkdir /RAID

[root@linuxprobe ~]# mount -a

e WAE AT RIS 2 | FAT AR B A /dev/isdb B8 I BEEEIG S, SRS U AR
/dev/md0 BEREFEIIRRAS , i RIS M C 28 A Sh T F 29710 T8 [F2P . RAID
(XA AR B ARAE T SEH, AT ATEARIE RATD R RE 5 4 2 e e R SR T — 25 $ 4
PEATRERE, BT, AR AR ZE AR IS R L bR i BB T —

[root@linuxprobe ~]# mdadm /dev/md0 -f /dev/sdb
mdadm: set /dev/sdb faulty in /dev/md0
[root@linuxprobe ~]# mdadm -D /dev/md0
/dev/mdo0:

Version : 1.2

Creation Time : Fri May 8 09:20:35 2017

Raid Level : raid5

Array Size : 41909248 (39.97 GiB 42.92 GB)
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Used Dev Size : 20954624 (19.98 GiB 21.46 GB)

Raid Devices : 3
Total Devices : 4
Persistence : Superblock is persistent

Update Time : Fri May 8 09:23:51 2017
State : active, degraded, recovering
Active Devices : 2

Working Devices : 3

Failed Devices : 1

Spare Devices : 1

Layout : left-symmetric

Chunk Size : 512K

Rebuild Status : 0% complete

Name : linuxprobe.com:0 (local to host linuxprobe.com)
UUID : 44blalb2:3f1809d3:1d234916:4ac70481
Events : 21

Number Major Minor RaidDevice State

3 8 64 0 spare rebuilding /dev/sde
1 8 32 1 active sync /dev/sdc
4 8 48 2 active sync /dev/sdd
0 8 16 - faulty /dev/sdb

7.2 LM (ZiE55E5=1EE8)

A7 > AR 351 25 45 R R BUOR BE W8 AT 50 8 = i 38 1 2% 9 152 5 ol 3 DA S i 1
B E | B R AT 5 I IX 5% % 3 RAID REFEREH 2 05, FARE RICRE 4 3 X /Nl R
BKo T o BapiE L, R P AR R A SR A SR A AR A IR A R A3 X R NEE 2 a7 B B A
“RIEME” BRI o 1A AR T 2 ) A — TR R i A R A TR B R T ——LVM
(BHABEHE ) LVM 0] LSSV P b 4 R IR A T 8l A

PHEE S Linux REH TR XA T8 BRA—FhbLE], PRISTERR, HAE
WIF RN T fR DB 3515 A5 e B 0 X5 AN B o X RN IR o U8 XA G B R 4% 43 X E
ATOREIY A a4 25 DS TR AT TRY, (HORAN] BE i s 19 52K . 1 LVM B AR A Al
B XS RGEZ AN T — 1 25)2, et 7T — MG, v U2 kT
BUET. XEE—K, HP A0 ERE 505 5 B2 AR R A JRy 5 AT DA S Al 4543
XA LVM EARZER A 7-7 Fis .

VG (D

PV () PV (HHEE)
RO - BOR/- (ROR - OAR
! L ! !
| | | |

.
| | | L

LV GEEL LV GEEES

B 7-7 R PR AR Y
H TR R B, Xt B IR — D BT H /NS AR RZ 08 S (E R T A
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W7, TRIBIBMREES T, 28K, BiRESHMER—LEER, WE&ZEIEZ, e
XL (PP [PV, Physical Volume] ) #ER— KA (H41[VG, Volume Group] ),
IRJE R AT 73 Bl — >/ ME Sk (BAR[LV, Logical Volume] ), 1M HLAFA>/MEK Y
B MR EA N (JEARMIT[PE, Physical Extent] ) FIA5EL.

YHEAT LVM HRERICZ, T LLE HIR o PRl . B2 IX s # RAID W #kRF
G, XARAT LA, B A YGRS L, — BT A& 2N YEE, HESAHAEZ 5
AT AGRSE ) Foh AR g B . G R G4 S I SEIR AN 1Y, O B s A
S AT LB A Hb Y R sl AR /N AS ] 3K LVM A% OB

HEZES

— M, A T O RS M PTG B 4 I H S PR O, R 53K
JRAEST BB RE B XA . Hedn, FPRREE L S5 s 3shn, FFAFRE Z e sk B 1 B 5%
FIARFREREZ 3G R o e s P 0947 A T 20 H 3 B SRR BUR I AS K, i 24
S PEURA RS AR R W o T L, 387 X R AR 3% 43 DX A A 87 40 25 1
T

AT LU L E LVM Rk R R, #8% LVM B, fFZZ I EWHE . B4
WG, WA E RS INR 7-2 PR,

7.2.1

w72 HHH LM BEHS
e/ S ML EE HHEE BIEEEE

ESEr) pvscan vgscan lvscan

AT pvcreate vgcreate lvcreate

LT pvdisplay vgdisplay lvdisplay
W5 pvremove vgremove lvremove

ETs vgextend lvextend

AN vgreduce lvreduce

N T BRI Z BB AL b5, THRK ATTR LS R R aRRES, IF e
PLrP AP BT S f, ARIGTTL, AN 7-8 Fzm .

TERE DL AP BB B B i a5 19 F B9, J2 o 7 AP s LVM BEE b i P Ew 5%
O JZ PR A A B o FRATT ST E Ik A e B A A T R M PR R, T LUK
PRy PR BRARR AR B A S LVM 0K, sl Bl R R B s AR LVM. SR A]
FBIRELE G IR M, SRJE A X PR R AT B AL 5, BRI AR n] DLk ok A 52 Lo
PPk, RAEFSRIEEIFE BEHIE L — 12108 150MB B2 ER S, RGLXE
AR A N EXT4 SCHERGURHE BT 6 R 30, X s 2 D H X 45— 20 R A:
—SER] AR

E 1% AN PR R A SCHF LVM R

[root@linuxprobe ~]# pvcreate /dev/sdb /dev/sdc
Physical volume "/dev/sdb" successfully created
Physical volume "/dev/sdc" successfully created
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- DAEERY Linux RS ZIME RHCE AIE G 9% B 2= 105

T Enas ==
| &I
BE = il ‘ y
phe T ﬁgﬁ%ﬂéﬁ&tﬁwﬂﬁmﬁﬁo PIRFAMEAY 4 MB
O ihEs 8
= ER(CSD 20,68 BRI 2048 T v
e AR (SCSI) 20 GB
e FTHEAR (SCSI) 20 GB e
) CD/DVD (SATA) ETEEATHE FAISO images\RHEL-S... S
ToRisiames REAEE s
e £ ;
Hers = S L © B
168 (B A AR
re o q (HEMERHC)
1c8 6336 MB
S12M8 © B
256 M8 2048 MB
128 MB
B4 MB O e BB ERGRTE
32MB 1024 MB
16 MEB
3 MB
4MB

BIA(R)

L R EE 5 H 7R 768 MB RIFERIFTE - M5ATLL
RS RENE PR HE -

((Cwme [ ma [ =

P 7-8 TR BN P il 2B

E 248 UMY IMAZT] storage BAIT, RIEEFEHUIPRE.,

[root@linuxprobe ~]# vgcreate storage /dev/sdb /dev/sdc
Volume group "storage" successfully created

[root@linuxprobe ~]# vgdisplay
--- Volume group ---
VG Name storage
System ID

Format lvm2

Metadata Areas 2
Metadata Sequence No 1
VG Access read/write
VG Status resizable
MAX LV O

Cur LV O

Open LV 0

Max PV 0O

Cur PV 2

Act PV 2

VG Size 39.99 GiB

PE Size 4.00 MiB

Total PE 10238

Alloc PE / Size 0 / 0 Free PE / Size 10238 / 39.99 GiB
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VG UUID KUeAMF-gMLh-XjQy-ArUo-LCQI-YFOo-pScxml
.................. AWM S S

E 3% UIHIH 120 150MB 1B AR .

X TR EE BRI A8, AEXTE G T UV IR A A R, 55— DA
TN, Bl FHRSEC-L, Bildn, fEH-L 150M 2B li—A K/l 150MB 8%, 5 4h
— PR DIEAR BRI ECN AL, FT S EON -1, BRI R/ NRIACKH 4MB, i
an, fH-137 ATRA — AN K /N A 37x4MB=148MB Y2 #145: .

[root@linuxprobe ~]# lvcreate -n vo -1 37 storage

Logical volume "vo" created

[root@linuxprobe ~]# lvdisplay

--- Logical volume ---

LV Path /dev/storage/vo

LV Name vo

VG Name storage

LV UUID DO9HYI-BHBl-iXGr-X2n4-HEzo-FAQH-HRcM2I
LV Write Access read/write

LV Creation host, time localhost.localdomain, 2017-02-01 01:22:54 -0500
LV Status available

# open 0

LV Size 148.00 MiB

Current LE 37

Segments 1

Allocation inherit

Read ahead sectors auto

- currently set to 8192

Block device 253:2

.................. o) TR = S S

848 UM RN, RSE R

Linux REAH LVM PO H I A ANt dev VA H kb (SRR 1R — /4 B
Be ), T LU0 AR — A FL S, HPIRer TR R BRI SCA (B /dev/ 3541
SRRBB IS ZFR ).

[root@linuxprobe ~]# mkfs.extd4d /dev/storage/vo
mke2fs 1.42.9 (28-Dec-2013)
Filesystem label=
0S type: Linux
Block size=1024 (log=0)
Fragment size=1024 (log=0)
Stride=0 blocks, Stripe width=0 blocks
38000 inodes, 151552 blocks
7577 blocks (5.00%) reserved for the super user
First data block=1
Maximum filesystem blocks=33816576
19 block groups
8192 blocks per group, 8192 fragments per group
2000 inodes per group
Superblock backups stored on blocks:
8193, 24577, 40961, 57345, 73729
Allocating group tables: done
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Writing inode tables: done

Creating journal (4096 blocks): done

Writing superblocks and filesystem accounting information: done
[root@linuxprobe ~]1# mkdir /linuxprobe

[root@linuxprobe ~]1# mount /dev/storage/vo /linuxprobe

$£ 5% ARHEHNRE, IFEABIBCE S, MHAR ARG

[root@linuxprobe ~]# df -h

Filesystem Size Used Avail Use% Mounted on
/dev/mapper/rhel-root 18G 3.0G 15G 17% /

devtmpfs 905M 0 905M 0% /dev

tmpfs 914M 140K 914M 1% /dev/shm

tmpfs 914M 8.8M 905M 1% /run

tmpfs 914M 0 914M 0% /sys/fs/cgroup

/dev/sr0 3.5G 3.5G 0 100% /media/cdrom

/dev/sdal 497M 119M 379M 24% /boot
/dev/mapper/storage-vo 145M 7.6M 138M 6% /linuxprobe
[root@linuxprobe ~]# echo "/dev/storage/vo /linuxprobe extd4 defaults 0 0" >> /
etc/fstab

7.2.2 I BEES

TERT A SE R rf, A i IR S5 8 L[R2 ARG o P A A i i IR I
TAEN B w5 i JZ A A 5, A SO RZ R 2D Bl 2 iy, R B
A RERGEIR, BT L — B2 BT A . § AT — i EC B AR T Y

KHK

[root@linuxprobe ~]# umount /linuxprobe

F15: {8 L—PLRPHZEE vo I EE 290MB,

[root@linuxprobe ~]# lvextend -L 290M /dev/storage/vo

Rounding size to boundary between physical extents: 292.00 MiB
Extending logical volume vo to 292.00 MiB

Logical volume vo successfully resized

£ 2% MAMASENE, IFEEMERE,

[root@linuxprobe ~]# e2fsck -f /dev/storage/vo
e2fsck 1.42.9 (28-Dec-2013)

Pass 1: Checking inodes, blocks, and sizes
Pass 2: Checking directory structure

Pass 3: Checking directory connectivity
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Pass 4: Checking reference counts

Pass 5: Checking group summary information

/dev/storage/vo: 11/38000 files (0.0% non-contiguous), 10453/151552 blocks
[root@linuxprobe ~]# resize2fs /dev/storage/vo

resize2fs 1.42.9 (28-Dec-2013)

Resizing the filesystem on /dev/storage/vo to 299008 (1k) blocks.

The filesystem on /dev/storage/vo is now 299008 blocks long.

3% HHHHRRBIR IR AR

[root@linuxprobe ~]# mount -a

[root@linuxprobe ~]# df -h

Filesystem Size Used Avail Use% Mounted on
/dev/mapper/rhel-root 18G 3.0G 15G 17% /

devtmpfs 985M 0 985M % /dev

tmpfs 994M 80K 994M 1% /dev/shm
tmpfs 994M 8.8M 986M 1% /run

tmpfs 994M 0 994M 0% /sys/fs/cgroup
/dev/sr0 3.5G 3.5G 0 100% /media/cdrom
/dev/sdal 497M 119M 379M 24% /boot
/dev/mapper/storage-vo 279M 2.1M 259M 1% /linuxprobe

7.2.3 HNBES

METYREEE, /EXEHEHITA AR, HEREAR SR B AFEA ™
IR PATAHRLERAE I, — 5 EHR AT & I i . 35 Linux REHE, 16X LVM 2 G
T RAEZ T, B S R SE R (AR T BRIEFR TR 224 ). TE4A
T AR AR RO S S R G 2

[root@linuxprobe ~]# umount /linuxprobe

& KAIFREMNCENL,

[root@linuxprobe ~]# e2fsck -f /dev/storage/vo
e2fsck 1.42.9 (28-Dec-2013)

Pass 1: Checking inodes, blocks, and sizes
Pass 2: Checking directory structure

Pass 3: Checking directory connectivity
Pass 4: Checking reference counts

Pass 5: Checking group summary information

/dev/storage/vo: 11/74000 files (0.0% non-contiguous), 15507/299008 blocks

F 24, REE vo WA EIE/NE] 120MB,

[root@linuxprobe ~]# resize2fs /dev/storage/vo 120M

resize2fs 1.42.9 (28-Dec-2013)

Resizing the filesystem on /dev/storage/vo to 122880 (1k) blocks.
The filesystem on /dev/storage/vo is now 122880 blocks long.
[root@linuxprobe ~]# lvreduce -L 120M /dev/storage/vo

WARNING: Reducing active logical volume to 120.00 MiB
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THIS MAY DESTROY YOUR DATA (filesystem etc.)
Do you really want to reduce vo? [y/n]: y
Reducing logical volume vo to 120.00 MiB
Logical volume vo successfully resized

8 34%: EHHHCUHFRGIAR RGNS

[root@linuxprobe ~]# mount -a
[root@linuxprobe ~]# df -h

Filesystem Size Used Avail Use% Mounted on
/dev/mapper/rhel-root 18G 3.0G 15G 17%  /

devtmpfs 985M 0 985M 0% /dev

tmpfs 994M 80K 994M 1% /dev/shm

tmpfs 994M 8.8M 986M 1% /run

tmpfs 994M 0 994M % /sys/fs/cgroup
/dev/sr0 3.5G 3.5G 0 100% /media/cdrom
/dev/sdal 497M 119M 379M 24%  /boot
/dev/mapper/storage-vo 113M 1.6M 103M 2% /linuxprobe

7.2.4 ZEERE

LVM s By “IRIRE" TIRE, ZDRESLT R SBLAR A F i I S 6] s B RE . filn, w]
PARIHE— 2 G B i — IR, AR S A BB B R 1, il LR 2 R ) b
MBI TE R . LVM RIS DI REA PR

> PR A R R] TR A R A

> PRIEN AR, — BT AR R W 2 B A Sl o

HREAREHNELR.

[root@linuxprobe ~]# vgdisplay
--- Volume group ---

VG Name storage

System ID

Format lvm2

Metadata Areas 2

Metadata Sequence No 4

VG Access read/write

VG Status resizable

MAX LV O

Cur LV 1

Open LV 1

Max PV 0O

Cur PV 2

Act PV 2

VG Size 39.99 GiB

PE Size 4.00 MiB

Total PE 10238

Alloc PE / Size 30 / 120.00 MiB Free PE / Size 10208 / 39.88 GiB
VG UUID CTaHAK-0TQv-Abdb-R830-RU6V-YYkx-802R0e
.................. ARG EAR B

i A A BT LVEW R 2, B hEAfH T 120MB AR, FIRARILA

171



{Linux FLiZIXA%Y — M) Linux 24052018 RHCE A UE % 2 5 = Fh4E

39.88GB. % I RNEE LA B & P H ) H 3 h 5 A—A3X1

[root@linuxprobe ~]# echo "Welcome to Linuxprobe.com" > /linuxprobe/readme.txt

[root@linuxprobe ~1# 1ls -1 /linuxprobe

total 14
drwx------ . 2 root root 12288 Feb 1 07:18 lost+found
-rw-r--r--. 1 root root 26 Feb 1 07:38 readme.txt

$£1 & M- SBER— DS, [MH-L SEERE DRI/ 7oh, B2 e
AR TS LIRS A A TR PR A

[root@linuxprobe ~]# lvcreate -L 120M -s -n SNAP /dev/storage/vo
Logical volume "SNAP" created

[root@linuxprobe ~]# lvdisplay
--- Logical volume ---

LV Path /dev/storage/SNAP

LV Name SNAP

VG Name storage

LV UUID BC7WKg-fHoK-Pc7J-yhSd-vD7d-1Unl-TihK1lt
LV Write Access read/write

LV Creation host, time localhost.localdomain, 2017-02-01 07:42:31 -0500
LV snapshot status active destination for vo
LV Status available

# open 0

LV Size 120.00 MiB

Current LE 30

COW-table size 120.00 MiB

COW-table LE 30

Allocated to snapshot 0.01%

Snapshot chunk size 4.00 KiB

Segments 1

Allocation inherit

Read ahead sectors auto

- currently set to 8192

Block device 253:3

.................. BRI HAS B

8§ 24 TERBEIHHAN H PRI 100MB FBSCHF, A5 FA R IR RR
Ao LU B E) s R BT T

[root@linuxprobe ~]# dd if=/dev/zero of=/linuxprobe/files count=1 bs=100M

1+0 records in

1+0 records out

104857600 bytes (105 MB) copied, 3.35432 s, 31.3 MB/s
[root@linuxprobe ~]# lvdisplay

--- Logical volume ---

LV Path /dev/storage/SNAP

LV Name SNAP

VG Name storage

LV UUID BC7WKg-fHoK-Pc7J-yhSd-vD7d-1Unl-TihKlt

LV Write Access read/write

LV Creation host, time localhost.localdomain, 2017-02-01 07:42:31 -0500
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LV snapshot status active destination for vo
LV Status available

# open 0

LV Size 120.00 MiB

Current LE 30

COW-table size 120.00 MiB
COW-table LE 30

Allocated to snapshot 83.71%
Snapshot chunk size 4.00 KiB
Segments 1

Allocation inherit

Read ahead sectors auto

- currently set to 8192
Block device 253:3

E 34 NI SNAP RIEIRCR, &2 B G T IGE AR . fEIbZ AT
THICHIA LR R S H R AR

[root@linuxprobe ~]# umount /linuxprobe

[root@linuxprobe ~]# lvconvert --merge /dev/storage/SNAP
Merging of volume SNAP started.

vo: Merged: 21.4%

vo: Merged: 100.0%

Merge of snapshot into logical volume vo has finished.
Logical volume "SNAP" successfully removed

F 4% PURESH AR, It ERINIZEZ G5 R T T R S B ok
) 100MB (57 W SCA B i R T o

[root@linuxprobe ~]# mount -a
[root@linuxprobe ~]# ls /linuxprobe/
lost+found readme.txt

7.2.5 WRZES

A IRE AR R EHRE LVM 8 AR LVM I, T2 LVM R
Bl b, WERATE YA EE AV BIE R, SRR KR Z G . BH | YRS E, X
A AS F] S

S8 BUHZHES HRAHEEOC,  MHBRIC &SRR A A3 24

root@linuxprobe ~]# umount /linuxprobe
root@linuxprobe ~]# vim /etc/fstab

[
[
#
# /etc/fstab

# Created by anaconda on Fri Feb 19 22:08:59 2017
#

#

#

Accessible filesystems, by reference, are maintained under '/dev/disk'
See man pages fstab(5), findfs(8), mount (8) and/or blkid(8) for more info
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#

/dev/mapper/rhel-root / xfs defaults 1 1

UUID=50591e35-d47a-4aeb-alca-1b4e8336d9bl /boot xfs defaults

/dev/mapper /rhel-swap swap swap defaults 0 0

/dev/cdrom /media/cdrom 1509660 defaults 0 0
d 7/ ot o AT [ 3 ok + daf 14 faNENAl

SV SEoErageS v IR XPFOOe—EXt SaSpacacemSrs

F28: MERZEERE, TEMA y RFIARME.

[root@linuxprobe ~]# lvremove /dev/storage/vo
Do you really want to remove active logical volume vo? [y/n]l: y
Logical volume "vo" successfully removed

£ 3% MEREA, A HEBALPRANT, AT EB R LA %1

[root@linuxprobe ~]# vgremove storage
Volume group "storage" successfully removed

£ 4% MY,

[root@linuxprobe ~]1# pvremove /dev/sdb /dev/sdc
Labels on physical volume "/dev/sdb" successfully wiped
Labels on physical volume "/dev/sdc" successfully wiped

FE LIRS e 2 R, FHIAT Ivdisplay | vedisplay . pvdisplay fir & K2 A LVM f915
BEASHERIER T (AR RPIR PR R IR ).

E3IF

1. RAID $REEE R T ffaeftA4 ) g2
Z: RAID HiAR W IR DA g5 25 0585 T 2 [nl AR 550Hi i U A £y Tnl AL

2. RAID 0 il RAID 5 M0 2247
%: RAID 0 WA EHEITUATIARE, FIt RAID 5 44,

3. AR 4 Behf kRS RAID 10 7%, AMIN—Bead (4, 2] LU AR LBeRE 28 [a] i3
PRWE?
& WA 5 PSR 3 Bk & RIBHR

4. (T LVM fJRJZ WS PREIA SR A4 2
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& RIRENEYHE, RS Ed PS4 E.

. LVM X2 R ) A AR AR A A ] e ] W
B VA NAR ARV B O 2 G S H SR AR EOCHR; I A IRE RS AR R A 5L
PFRGEERENE, AR A AR T ORIERAIE ) 22 4, T 2o & SO R G B M PR AR 4

. LVM AP BE R LR ?
. HnlfdH—w, i EAE SR E sk

. LVM B 2 AR 1Y 2

B HORBERZ G . BHMYEE,
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iptables 5 firewalld B XiE

RERETINTRE:

AEEETR;
iptables;
firewalld;

BRSRIABEEHI TR

YV V V VY

PR BB 1 22 A R AR R R RS 1 ] FHME 2 5 B o E B — 0 TAE o Bl KA R A
5N M Z a0 Bk, R REORE 7 et IR E B CEEWEN .. FERRELA
T % RHEL 7 Wi iy firewalld By K8 5 SEHTIRAS H iptables By A8 2Z [ A X531, X it &
iy e R 2y s 2 DA 3B )22 T AR S o 2 T TE A i oA TR 5 I 3 B K Z TR DG R

A4 B H iptables . firewall-cmd . firewall-config 1 TCP Wrappers 55 4k 3% 7 B Fir
BRSSO S8 A AR ELSE T AERR R I T A B A R W E B S, 7R S S X S sl 2
J&, AAEEE AT LA JEE R B i, 8 ] DASE TR G5 187 19 24 B I stk A T i
FIELEAE, iR Linux RENZ2MTTTE—5,

8.1 BIXEEEIE

AP, ABT AV N, SR RIS IS, ARG . A RS Ak
Z IS BRAP R B B K i (LI 8-1) BARATBRIFalBE(F 2 50, 5 S B REAR A A SRt X
2 K A B AU A TR o By IR R AT LA TR AU H k| S S B
SEREAGER, SRIA B IR P RE i SR R s 2 A R, A U S — AR RS
MUWARDCEC , WA TR B4 B], e 2 W 2555 . IXAE—2R, 5T AR Sk AR E Al
N RN 2 2 T 8l T

Internet

X,

[l 8-1  BR KESAE RS W5 P W 22 (8] A3
7 RHEL7 &4, firewalld Bl K EEHUR T iptables B it . X T4%fil Linux &40 LR
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o) ik RHEL 6 RECIIEE UL, MM A B L5408 /) HAAE RHEL 7 ANFRE A, 2
B firewalld B, XERSAHALLIE, HSZ, iptables 5 firewalld #BASE: B IE 1B K%,
TATER R R 2 B KBS SR b7 kB B T B e, s Ui, BN R2—F RS . iptables
IR 552 T B4 ) 7 K 5% TR 58 F N A JZ TR netfilter 250 S8 2R RALEE, 177 firewalld JIR 45
DU B A B A% SR A2 Hh A% JZ TG nftables fid UEAEZEAC TR . Wokgihii, YAifE
Linux RGP HILAAEZAN P EE I TE, BET B4 RS Linux RGP KR
Mg, FRATHFFEEEZ Y H P — 28 T BRI T HLAILS, (HENITEN kEsk
s A T L LR R R — U . REEETUAHERERAENAMNE, REAEXLZA
Bi7 KA BT B R — O i, 2 DA HE I TAERR R T

8.2 iptables

1E R Linux 240, BRAET IR iptables Bl7 K5 FRIR 45 S Bl & B Aok, R B
[ firewalld B KRS O SR A M ZAE, (BRGNS AR A PR T T4
Pl 4k 228 iptables. % [E3 iptables 78 474 f= M ik B ik 1) A= 11, ASCH
TAHRF AR U it R gk () 1] iptables A9 AHCHRAS BEMGA BT, Xl & I8 A wh
BAEAR PP Ui oo Al — N XK . BEAALRT SCH AR R, AP K T H A e
3, TEEYE T iptables J5 F2 > FABE KA T HAE, WAEERE L,

8.2.1 REESNMNIHE

BI7 823 DA 28T BRI Sk 152 B ) SRS RO, 7 R 28] DS B f gk 7. R 235 R DC e TAF
FEEPATIC R e SCR9AT A CRIARA TaREE ) AR AR S2H S8 Fir A 0 SR M BRI 2 i A3 DL i
T, LA TR SR, — I, 7 s SR R () 15 A P . —FjoE 3l R T ),
— R B CRIBHLE ). 5B JOE P BRI RS AR et (34 ), s v (38 ), )
WERRIEAR 5 Qi SR B I B RO TR WS S SRV, SRELR B ARG RN, 75 MERRREDER , B k%
Wk & T e rIfER .

iptables AR50 T b P ul ik B8 £ ) SRS A% HRRZ RN, 22 25 R0 00 AT LA 4 A — 1~ KL 00
B TR DA DA S AL A B B AR TRI A 428, BRI .

> TR TS s PR AT PR 2 ( PREROUTING );

AEHREA S (INPUT );

A3 L (OUTPUT );

Qb 3L (AL ( FORWARD );
TEHATIE L EE S L HE 2 ( POSTROUTING ).

— BRI, PP [ 1 ) 3 g e — MR T A L R, R FRA T A e 2
INPUT BEIEE , 2R D% mT LAE R B2 N G AR I AR PN I M FE

FEAnE SRS AR DX DY, b A BN R W AR - 250k /N /INHE AR X s 25 R 44
FESE A X B EREEE L Wi W, X PIAHLE N e H TAE XA IET T (iR L2 280t /Y
M7 ), MASREERE P BRI 36 20 A B O R m& I DE Y, AT RESAPEZ
PGB, e, Kvi A GUR/INE/NI, T E 2SS  A wl AR AR 2Z 1140, Wi To s fxs 42

>
>
>
>

177



{Linux FLiZIXA%Y — M) Linux 24052018 RHCE A UE % 2 5 = Fh4E

FRIEATEAE o SRR A P TR AL — R ZE e AKEIX AR, DU % 1k /N ZNR A AL X 2R —
ZHM AT BEVC AL E, R4 BRI DU O SR — 2R 0w, BRSO 4ot r 78 . 24t
X REHEAGETT, WX SHUE AN SICHEL R, RSP T BRI T 3R

ER, A R HUNA R REGRIEAT X B 2e 4, PR2e il B2 ATTE R AT 2B sh VSl Ak
XUEPUEL R, Hen “FiE” . IR, CENET. AT, XUEEXT RN F] iptables IR 55
HATE T2 ACCEPT( Ao/ i st ). REJECT(FE 4@ ). LOG(id 5t H G 5 ).
DROP ({EZuifitiiid ), “fAifFptma” A “ioat HEG R AR Hif, XHHEE R
YH#H & REJECT F1 DROP RYA[AI S, 5t DROP K, B2 B R i Z 3 B Y ;
REJECT WS FEfidajit o Fn &2 — 2% “fE R0 &l s, R 7 [FE, ik
AR T T I BB A P e [ L

BATA2E— AT, LA 1 o B R A X B NELE SR AR R 2 A, Fetnfy —K
BIETER AR, 2R EIE N, BB B TR — B SR R, (A7
TGS R E4a ] (REIECT ). (HAREE B G W T H LAkt i,
PEBS BRI ], MEERAMER, D A CAERIWHT (DROP ),

M Linux RGBT KSR B REJECT R4 8hfE)G , Uitk &% 7 2 But AN
GIEENISL I

[root@linuxprobe ~]# ping -c 4 192.168.10.10

PING 192.168.10.10 (192.168.10.10) 56(84) bytes of data.
From 192.168.10.10 icmp seg=1 Destination Port Unreachable

From 192.168.10.10 icmp seg=2 Destination Port Unreachable

From 192.168.10.10 icmp seqg=3 Destination Port Unreachable

From 192.168.10.10 icmp seqg=4 Destination Port Unreachable
---192.168.10.10 ping statistics ---

4 packets transmitted, 0 received, +4 errors, 100% packet loss, time 3002ms

M4 Linux REEH A K 5% R MEAE UK DROP R4 ShfE)G , it &k 5 478 S0 I HE i
ORI (EJR IR A 1 7 TRk FIWT B SR s, RS2 4O LY AT ATEL -

[root@linuxprobe ~]# ping -c 4 192.168.10.10
PING 192.168.10.10 (192.168.10.10) 56(84) bytes of data.

---192.168.10.10 ping statistics ---
4 packets transmitted, 0 received, 100% packet loss, time 3000ms

8.2.2 iptables FEARRIIFSESE

iptables J&— 3 TAT AT RYB K BRI BT R, BARKESH, FAIMEREROR, 41
X H A RIBT SR RIS BRI, RETCHIRA T an PR TEE” rYBeHES, HisisE
P28 S BOHME RIS TR, IXUE LA H# TAET .

iptables 14> Al LIARYE I U ke . H f okl . B Rbes . RS SmA {5 B TIC AL,
—HICEC L, iptables 52 MR 4l S ms ML B J00 i SRR AL PRk e Bt . S350, PRRERIE—
T, B KIS AN A VE REU R R Y, P EHEEC A% | e s A SR S
WCEIHTT, DAk s TR, K 8-1 BA5IA4N 1 IR iptables fiv &8, PR, AL
FEACKETF X LE S8, U (5 7R 11 ) S ok PR g Rl wT
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% 8-1 iptables F1% AKISHIARIER
S EH
_p R BRI SR
-F T A B BE
-L e =gk
-A TERLI G 1) A R I BRI
-1 num TERLI G 1) K A AR AL
-D num THIBRH— 2% H )
-s DERC SR LR TP/MASK, SIS 17 FoRBRx A~ 1P Ah
-d VETE B brHhhik
-i [WRAFK DEPE DSk B - 3 A B 280
-o MR AFK DEPE DS B - 3t i ) S ah
-p VERCHMY, 4 TCP, UDP. ICMP
—-—dport num VR B A5 45
—--sport num DG e SFe Y g 15

£ iptables R & IRIRMN-L SHEFCHHIBT AT RN 4 .

[root@linuxprobe ~]# iptables -L
Chain INPUT (policy ACCEPT)
target prot opt source destination

ACCEPT all -- anywhere anywhere ctstate RELATED,ESTABLISHED
ACCEPT all -- anywhere anywhere

INPUT direct all -- anywhere anywhere

INPUT_ZONES_SOURCE all -- anywhere anywhere

INPUT_ZONES all -- anywhere anywhere

ACCEPT icmp -- anywhere anywhere

REJECT all -- anywhere anywhere reject-with icmp-host-prohibited
““““““““““““ ) ST = S—

£ iptables AR & IRIRN-F SHE= S HHIBH NIF RN $% -

[root@linuxprobe ~]# iptables -F

[root@linuxprobe ~]# iptables -L

Chain INPUT (policy ACCEPT)

target prot opt source destination

Chain FORWARD (policy ACCEPT)
target prot opt source destination

Chain OUTPUT (policy ACCEPT)
target prot opt source destination

.................. fﬁ%ﬁﬂﬁ?ﬁﬂj{%%

8 INPUT R SEH BN R B 1E B A R4 -

[root@linuxprobe ~]# iptables -P INPUT DROP
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[root@linuxprobe ~]1# iptables -L
Chain INPUT (policy DROP)
target prot opt source destination

............ o) A = S—

RISCERE, B KERRMS RN BB A PR . SEAISE . S INPUT E5E N ERINESL S
HUEAE B KSR TS A SRR 1, ST Bk S Pt . Jioh, RH2EOER
e, MLEERYBRINIE 45 5/ 2 AEZ DROP, TMiAfERE REJECT,

@ INPUT $£FR RN 3F ICMP SE S N\BIE BN .

1 HR B TEY, &% S ping 2 KK X7 EHUREEL, 1 B K58
INPUT FLW4E s Iin— 25 FL1VF ICMP i i 2E A B9 5% 6 B0 00 gt RN 28 73X A ping fn s
K4y A o

[root@linuxprobe ~]# iptables -I INPUT -p icmp -j ACCEPT
[root@linuxprobe ~]# ping -c 4 192.168.10.10

PING 192.168.10.10 (192.168.10.10) 56(84) bytes of data.

64 bytes from 192.168.10.10: icmp seg=1 ttl=64 time=0.156 ms
64 bytes from 192.168.10.10: icmp seg=2 ttl=64 time=0.117 ms
64 bytes from 192.168.10.10: icmp seg=3 ttl=64 time=0.099 ms
64 bytes from 192.168.10.10: icmp seg=4 ttl=64 time=0.090 ms
---192.168.10.10 ping statistics ---

4 packets transmitted, 4 received, 0% packet loss, time 2999ms
rtt min/avg/max/mdev = 0.090/0.115/0.156/0.027 ms

MBS INPUT #2010 6% Fr KU R A0\ B AR 5 5K B ( 23 ICMP i€ ), FHIBEUARIRIZRE A
RVF:

[root@linuxprobe ~]# iptables -D INPUT 1
[root@linuxprobe ~]# iptables -P INPUT ACCEPT
[root@linuxprobe ~]# iptables -L

Chain INPUT (policy ACCEPT)

target prot opt source destination

,,,,,,,,,,,,,,,,,, G B T = —

% INPUT SIN$EIZ B A R R FEEMERMENIF AR 22 350, EHREEMATE

[root@linuxprobe ~]# iptables -I INPUT -s 192.168.10.0/24 -p tcp --dport 22 -j
ACCEPT

[root@linuxprobe ~]# iptables -A INPUT -p tcp --dport 22 -j REJECT
[root@linuxprobe ~]# iptables -L

Chain INPUT (policy ACCEPT)

target prot opt source destination

ACCEPT tcp -- 192.168.10.0/24 anywhere tcp dpt:ssh
REJECT tcp -- anywhere anywhere tcp dpt:ssh reject-with icmp-port-unreachable
.................. ) ST = S S—

PR, B R SRS MU IR B3R B DEFCHY , PR — e BT e v sh il s
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PEA SRR, S NRTA M S B, IS8T EHLE ISR V5 R FRA T RS
TiAh, X BRI 22 S O ssh RS EHE) (456 ssh IljRSS, H L F—5), Xl & Iiijere
XEIEYT, SFRFA5EH 9 55 ] PRI A SE 6 A 35UR

TERESE LR INPUT #UNEE 2 J5, AT 1P #hhk7E 192.168.10.0/24 WIEL PN FE ALV
ARS8 ( BURT LSS T INPUT SUUSER ML) (9 22 31T, BCRIT .

[root@Client A ~]# ssh 192.168.10.10

The authenticity of host '192.168.10.10 (192.168.10.10)"' can't be established.
ECDSA key fingerprint is 70:3b:5d:37:96:7b:2e:a5:28:0d:7e:dc:47:6a:fe:5c.

Are you sure you want to continue connecting (yes/no)? yes

Warning: Permanently added '192.168.10.10' (ECDSA) to the list of known hosts.
root@192.168.10.10"'s password: BEARH KT T7 EHL root B3 Y

Last login: Sun Feb 12 01:50:25 2017

[root@Client A ~]1#

R, FRATHEHME R 1P HihkAE 192.168.20.0/24 PIEEN I =L AR S5 gy 22 50 (M
BORE, A E BT DIAHEGERE ), 5UR IR, iSRG BEE R 9545 T ( Connection failed ):
[root@Client B ~]# ssh 192.168.10.10

Connecting to 192.168.10.10:22...
Could not connect to '192.168.10.10"' (port 22): Connection failed.

[ INPUT #R0$& iR B Er A A A R 241 12345 ik ORI SKEE AL .

[root@linuxprobe ~]# iptables -I INPUT -p tcp --dport 12345 -3j REJECT
[root@linuxprobe ~]# iptables -I INPUT -p udp --dport 12345 -j REJECT
[root@linuxprobe ~]# iptables -L

Chain INPUT (policy ACCEPT)

target prot opt source destination

REJECT udp -- anywhere anywhere udp dpt:italk reject-with icmp-port-unreachable
REJECT tcp -- anywhere anywhere tcp dpt:italk reject-with icmp-port-unreachable
ACCEPT tcp -- 192.168.10.0/24 anywhere tcp dpt:ssh

REJECT tcp -- anywhere anywhere tcp dpt:ssh reject-with icmp-port-unreachable
.................. T (11 = N

[ INPUT #R$E R INELE 192.168.10.5 E£HLiFEIZAH 80 # 0 ( Web ARE ) BIKRER

FRo :

[root@linuxprobe ~]# iptables -I INPUT -p tcp -s 192.168.10.5 --dport 80 -j REJECT
[root@linuxprobe ~]# iptables -L

Chain INPUT (policy ACCEPT)

target prot opt source destination

REJECT tcp -- 192.168.10.5 anywhere tcp dpt:http reject-with icmp-port-unreachable

REJECT udp -- anywhere anywhere udp dpt:italk reject-with icmp-port-unreachable
REJECT tcp -- anywhere anywhere tcp dpt:italk reject-with icmp-port-unreachable
ACCEPT tcp -- 192.168.10.0/24 anywhere tcp dpt:ssh

REJECT tcp -- anywhere anywhere tcp dpt:ssh reject-with icmp-port-unreachable
.................. ) ST = S S—

[ INPUT #R | $& R B 4e Br A 4151 2441 1000~1024 ix OB SR EEFR M) .
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[root@linuxprobe ~]# iptables -A INPUT -p tcp --dport 1000:1024 -j REJECT
[root@linuxprobe ~]# iptables -A INPUT -p udp --dport 1000:1024 -3j REJECT
[root@linuxprobe ~]# iptables -L

Chain INPUT (policy ACCEPT)

target prot opt source destination

REJECT tcp -- 192.168.10.5 anywhere tcp dpt:http reject-with icmp-port-unreachable
REJECT udp -- anywhere anywhere udp dpt:italk reject-with icmp-port-unreachable
REJECT tcp -- anywhere anywhere tcp dpt:italk reject-with icmp-port-unreachable
ACCEPT tcp -- 192.168.10.0/24 anywhere tcp dpt:ssh

REJECT tcp -- anywhere anywhere tcp dpt:ssh reject-with icmp-port-unreachable
REJECT tcp -- anywhere anywhere tcp dpts:cadlock2:1024 reject-with icmp-port-
unreachable

REJECT udp -- anywhere anywhere udp dpts:cadlock2:1024 reject-with icmp-port-
unreachable

.................. CE) ST R = S S—

A% iptables fir & AR PFIE BICELAS R T, REIEAREIAIL? HIEF] Linux B KI5
% ka3, R B REA L 1T A8 S BT A , sl T L5224 E H A HY iptables PO TAE T o
RIS B, 1] iptables 4 HCEL AT SR AL BRIN AL R GE T —IRE 3 HRA, Ik
RELERCE BB KBRS K AERL, IR BRI TR 2

[root@linuxprobe ~]# service iptables save
iptables: Saving firewall rules to /etc/sysconfig/iptables: [ OK ]

8.3 firewalld

RHEL7 2GR T 2305 k5 EH T E,, HA firewalld ( Dynamic Firewall Manager of Linux
systems, Linux REAISIAN] KGR ) IRF52EIARIBT SO B T, EAET CLI (47
AATH) FEET GUI (EDEHIAF4m ) BypishE =,

BTG R ;KB5S FERL S T H, firewalld SZRFIZASEHHFARIFMA T XI5k ( zone ) )
WE& . MRk, IXIE firewalld FUSGHER 1 LB KRR ARG CRIGENR ), HIF AL
HRAIE A= 7 3 SR AN [R) TR 50 A SRS AR S, MAIT SE BT it M = [l A PR U048, 51l
TATE—BEICARN, BRAEEIAE . WMMET B Her ki, X =F1%4
PRI S BURABUT R HES ], DOZORSEE . A FIMAE L WIMET . 24717, RAITEEIXEE
TCAS H R S Q0T Bl SRS . AR SRR U R TE IR S5 5 TEINA Z AR Ui 1) S
LRSS 5 ZEMIMEIT AL AR E NG o FERATE, FRATS 00 2 T2l By s SR m AR, 1
IAE R B IR S, R R R ARt rT LA A sh P04 17, M R Hb 4 1 B K
HRIRWE IR FHACR o firewalld Hw WY IX Il44 Bk (BRINR public ) LR ARIN ) SRS ML) 4 8-
2 iR,

% 8-2 firewalld F& FB AY (X 350 42 #7 K SR A A 0
X BRI TR BE

trusted ST R
TR AR, BRIE S AR MR 5 ssh. mdns. ipp-client,
amba-client 5 dhcpv6-client R4S AHSE, W) fe it e

home
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internal ZE[R]T home X3,

fEAE AR, BRAE ST A O O M AR5 5 ssh. ipp-client 5
dhepvé6-client IR HHIG, W ARiFHE

TEA AR, BRAE ST AT ARG, AR i ssh, dhepv6-client 55
ARG, DU AR i

external TR, BRAE S ROTRARDC; MARIES ssh IRSFAROC, W) Foi/rim it

work

public

dmz TRFARIGCR, FRAES T ATEADS; MRS ssh IRFSADE, W RiFsi
block TR R, BRARS IR T AR A O
drop TR IR, BRARS IR T AR A O

8.3.1 RirEETH

55 2 TAEYHF Linux iy B 20 8], iy 17202 — Ml & BCRI TAE L, firewall-
emd S firewalld By KISFECE B HE T HK CLI (Ap 217500 ) WA, BRHSEH—BEEL K
FE RIRHER), REAE T BEKARL K, 8 RHEL 7 R4 FHR a2 S5k
55, Hrihia a ik acamd (IRESIE ), dmgt2ul, BUZERR T HEH Tab 8 A 3ikb 55 a2 sl 444
FNEZAN, WA LI Tab B4R 8-3 HIT/RIIKAE ST (X KFHET ).

*8-3 firewall-cmd a5 & FER IS HIARAER
S8 3|

--get-default-zone EETERIA B X4 R
-—set-default-zone=<[XIHFR> | BEBIAXEL, (FHK AR
--get-zones 7R T R DX 45k
--get-services RS E LRSS
--get-active-zones SR Y ETEAE A X385 s 44 B
--add-source= HHUR E I TP BT I AU B e T 1Y DX
--remove-source= ANFRREIR B I TP B D00 Y U S ) i 2 X

--add-interface=<-REFR> | FHIE AL 0BT I i ARG 1) S DXk
-—change-interface=<P-RZFR> | B FA R 5 KR T o8

--list-all S T I R S SR SR i T LR 55 S R
--list-all-zones R T DX PR TS SR B i 1T LR 55 S R
--add-service=<Jlk55 4> BEE BRI AV RS 1Y
--add-port=<iii 15 /P> BEE BRI X B A% H 1Y i

--remove-service=<[R5 %> 1 B B IR AT e 12 IR 55 1 3t
—--remove-port=<¥i 05 /P> | B8 BRI XN 0 R E

--reload b1 ) 7N = T W vl 10y B A i e T w A
--panic-on FrIa D 2R AR
--panic-off A N SR AR

5 Linux Z4¢HHAB KB SRR & T H—#E, [ firewalld FC #8987 K5 A ERIA
s (Runtime ) B3, SO S RTABE, T HEEH REEREE 2 R8L WRARER
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B ORME— EAAAE, U KA ( Permanent ) #8281, Iyl e e firewall-emd Ay 2 IR %
T Bl K 835 5 W B R 0 --permanent S350, XREC B A9 Bl K85 IR Bt T DR AR R0T o (H
AR —A “RNIENE” RS, EHHEREN R AAERRHERZEA
AE A SR, WSRA R E R M S BD A8, W BT 8h AT firewall-cmd --reload 4> o

PRSI HAR TR, (R K — o EAT A A X E I AY 2 Runtime £
M Permanent 2, QAR SN, SUAUEIERIICE B JORRNS , WAl REJCH AR
TR

A& firewalld I35 4 H AT FH A X L

[root@linuxprobe ~]1# firewall-cmd --get-default-zone
public

A5 16) eno16777728 WFAE firewalld IR 55 H i) X 35K .

[root@linuxprobe ~]# firewall-cmd --get-zone-of-interface=enol6777728
public

U firewalld ilR55 " eno16777728 MK HYERIAXIBAEHCH external, HTERGEIEGHR. 4
TR R 5 K AR B XS4 FR -

[root@linuxprobe ~]# firewall-cmd --permanent --zone=external --change-interface=
enol6777728

success

[root@linuxprobe ~]# firewall-cmd --get-zone-of-interface=enol6777728

public

[root@linuxprobe ~]# firewall-cmd --permanent --get-zone-of-interface=enol6777728

external

i firewalld 55 A9 S iR A XI5 &R public::

[root@linuxprobe ~]# firewall-cmd --set-default-zone=public
success

[root@linuxprobe ~]# firewall-cmd --get-default-zone

public

JRBh/GH] firewalld 7 K S il 55 100 SR DU, BHIWT— DI IZ5 445 ( R fefa il i 55 &%
R -

[root@linuxprobe ~]# firewall-cmd --panic-on
success
[root@linuxprobe ~]# firewall-cmd --panic-off
success

241 public XIRJE 75 AR IFIER SSH Al HTTPS B A i -

[root@linuxprobe ~]# firewall-cmd --zone=public --query-service=ssh
yes
[root@linuxprobe ~]# firewall-cmd --zone=public --query-service=https

no

{2 firewalld il 55 HHiE>K HTTPS BRI B B K A SLVF, IFSLHIAERL:

[root@linuxprobe ~]# firewall-cmd --zone=public --add-service=https
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success
[root@linuxprobe ~]# firewall-cmd —--permanent --zone=public --add-service=https
success

[root@linuxprobe ~]# firewall-cmd --reload

success

& firewalld iR %5 HPif =R HTTP VMY e B ok AE4s, 7 BIARL:

[root@linuxprobe ~]# firewall-cmd —--permanent --zone=public --remove-service=http
success
[root@linuxprobe ~]# firewall-cmd --reload

success

HUFE firewalld IR %5 7710 8080 F1 8081 Uit LI A it e W& 15 M Ao /F, (BB Y RiTAERL

[root@linuxprobe ~]# firewall-cmd --zone=public --add-port=8080-8081/tcp
success

[root@linuxprobe ~]# firewall-cmd --zone=public --list-ports
8080-8081/tcp

FEIEATG IR AL 888 Sy H AUt e A 1) 22 11, B2 ELSR A RT3

R R 445X A firewall-cmd --permanent --zone=< X 3%> --add-forward-port=port=
<R 3% @ 5>:proto=<WrX>:toport=< B 4734 2 5 >:toaddr=< B 4% IP #rht>

[root@linuxprobe ~]# firewall-cmd --permanent --zone=public --add-forward-port=
port=888:proto=tcp:toport=22:toaddr=192.168.10.10

success

[root@linuxprobe ~]# firewall-cmd --reload

success

TE& Pl ssh i 22230 h) 192.168.10.10 FHLHY 888 ¥

[root@client A ~]# ssh -p 888 192.168.10.10

The authenticity of host '[192.168.10.10]1:888 ([192.168.10.10]1:888)"' can't
be established.

ECDSA key fingerprint is b8:25:88:89:5c:05:b6:dd:ef:76:63:ff:1a:54:02:1a.

Are you sure you want to continue connecting (yes/no)? yes

Warning: Permanently added '[192.168.10.10]:888' (ECDSA) to the list of known hosts.
root@192.168.10.10"'s password: lEAMHINIETR root BIERHFD

Last login: Sun Jul 19 21:43:48 2017 from 192.168.10.10

firewalld H () BN /R BEANE . SRR KBS R IE LR, Bl ISR RIS . o
P15 U AR A H AR LS5 205 B TG S X RIS B E . B RIS AE T A 1Bk
BEEmE TP R R R, e, FRATVTLAFE firewalld R4S HC R — A m MR, i LR 4
192.168.10.0/24 P Bt ¥ rA H P U5 I AHLAY ssh ks (22 I ):

[root@linuxprobe ~]# firewall-cmd --permanent --zone=public --add-rich-rule="
rule family="ipv4" source address="192.168.10.0/24" service name="ssh" reject"
success

[root@linuxprobe ~]# firewall-cmd --reload
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success

TEZ Prsfii  ssh ir 243X 17] 192.168.10.10 EALAY ssh IR (22 50 ):

[root@client A ~]# ssh 192.168.10.10
Connecting to 192.168.10.10:22...
Could not connect to '192.168.10.10"' (port 22): Connection failed.

8.3.2 BEFEEIHR

TEAMRAR Linux RGH, JLFEA e 2 IR E IR EEAL T A, (22
firewall-config f(E] T . ‘B firewalld Bij KR ACE A FE T E A GUI (BB AL ) WA, JL
PRI LASEEILITA LA A TR P TIHERAE . A5 ok, R E A FLSEAY Linux miy4 3
filh, W58 2 Al LU B R 235 B RHEL 7 Hh By K5 560 . firewall-config 1) F AT AN &l 8-2 fiF
~, O RR R

> 1: BEPEZ1THT (Runtime ) BEEK A ( Permanent ) B AYMLE
> 2. AIEERSRISAE S X

> 3: WHNRGEMRS %,

> 4 YHTEAEE PR X

> 5 EHYHTHOL b P RS

> 6 B METRE D X i

> 7. R EOCH SNAT (MRS ) HAR

> 8. E O LIRS

A\
©

+ PEHNER icmp RS IR E .
> 10 BB KSR L,
> 11 HHN KA.

> 12 Ok p XSS, Ak 1 AR S5 Fi R A R AE SRR ek s 2R
FA L A

> 13 firewall-config T ELAYETIRAS
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Firewall Configuration - | O
File Options View Help
Configuration: | Runtime v ®
[ |
| Zones | Services
Aﬁ@valld zole defines the level of trust for network connections, interfaces and source addresses bound to the zone, The
zone combines services, ports, protocols, masquerading, port/packet forwarding, icmp filters and rich rules. The zone can be
bound to interfaces and source addr(gses‘
Zone . ® @ ® o @
| Services | Ports Masquerading | Port Forwarding | ICMP Filter | Rich Rules | Interfaces >
block
g Here you can define which services are trusted in the zone. Trusted services are accessible from
me all hosts and networks that can reach the machine from connections, interfaces and sources bound
drop to this zone.
external Service
home amanda-client
internal bacula
ET - N
trusted dhep 12
work dhepy
« dhcpv6-client
dns
ftp
Connected. @- Default Zone: public Lockdown: disabled Panic Mode: disabled

%] 8-2  firewall-config fit) FLTiT

X ity 2 I PP R L) . R firewall-config T ELFC B 5¢ B KBS SR W 2 J5 , Joiiik
TwaN, Wy RERBMNE, Bt A s i, T sh T LA 1y,

FATHeKs a0 X IR K hetp M55 W3 B fe e, (AANRR S miAE Ak, HAARECE AN &
8-3 IR

SRR I — 45 5 I SR RN, (LA T 5] 8080~8088 iy I ( TCP Bl ) iy Ui &,
IR FHOR B K AERL, VIR BI RS G 5 B KSR ISR A 2 B . FEFic BB IR 8-4
R RLE AL E SRR 2 5, BT BELE Options X M Fid: Reload Firewalld fiy4, 11EC & 1B
KRS BIA L (ULIE 8-5). X HTEAR AT AT --reload ZEUAIRCR —HE .

187



(Linux BEiZiX4%) - M Linux 2454008 RHCE AAIE % 3% [ 2% Th4E

Firewall Configuration Hdd
File Options View Help
Configuration:
ﬂ Zones EServices
Afirewalld zone defines the level of trust for network connections, interfaces and source addresses bound to the zone. The
zone combines services, ports, protocols, masquerading, port/packet forwarding, icmp filters and rich rules. The zone can be
bound to interfaces and source addresses,
Z
one < Lservices | ports | Masquerading | Port Forwarding | ICMP Filter | Rich Rules | Interfaces | >
block —
d Here you can define which services are trusted in the zone. Trusted services are accessible from
mz all hosts and networks that can reach the machine from connections, interfaces and sources bound
drop to this zone.
external Service
home
[m] ftp
internal a
: [ high-availability
ErTS—
trusted
T https
work .
™ imaps
= ipp
™ ipp-client
™ ipsec
Connected. Default Zone: public Lockdown: disabled Panic Mode: disabled

K 8-3 JATIR http ARSS B

Port and Protocol

Please enter a port and protocol.

Port / Port Range: [8080-8088

Protocol: | tcp v
Cancel

&l 8-4  FATIEI] 8080~8088 i [T A ik

AT FEYFf# firewall-config T ELAGTIRERT, 25325 T SNAT ( Source Network Address
Translation, JRMZEHINEFEHR ) HAR . SNAT Z&—Fh Tk 1P itk BE = Mt HeR, &
A LU AR 22 P9 R A g P [Rl— S S TP 32 A Internet, 1Z 4 AR AN HAER ) 2, HE
AT DAGEIRATRE RS, BB A SIS T tan, MIRATESHZ e (e
WL A% ) D5 A L E v &5 www.linuxprobe.com B, 5 HE] T SNAT HAK
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Firewall Configuration - | O

File Options View Help
Confl Reload Firewalld

.’? Change Zones of Connections... >

/ a

Change Default Zone

Afir k connecticns, interfaces and source addresses bound to the zone. The
ZONt  Panic Mode ng, port/packet forwarding, icmp filters and rich rules. The zone can be
bout

Lockdown

Z

one € | services| Ports| Masquerading| Port Forwarding | ICMP Filter | Rich Rules | Interfaces >

block 9 9 )

oc|
d Add entries to forward ports either from one port to another on the local system or from the local
me system to another system. Forwarding to another system is only useful if the interface is

drop masqueraded. Port forwarding is IPv4 only.

external Port Protocol ToPort To Address

home 338 tep 22

internal

trusted

work

£ = (D Add

Connected. Default Zone: public Lockdown: disabled Panic Mode: disabled

P 8-5  RCE Y Bl i SRS AL 7. B A A

KEVUF— FHEML A SNAT HR (LK 8-6 ) Fffi] SNAT HiA ( WA 8-7)
AL . TR 8-6 B i Rl M rh G 2 4 PC, 05 M IR 55 e i ] SNAT A, MH
EX P v g P03 i 55 AR MR PC IR B A1, [0 mi o7 B A ), W5 JE A X 46 v #3815
MRVE LY TP Mk, FFLL PC A B AL 17 72/ 8-7 B iy mili, ¥
W AR5 #R IV T SNAT A, BT LA E I I r (5149 190 33 IR 45 e 267 Wi oy 503 6 2 2 T S R 55 4
P R & R4 R M i PC,

R AR 2%
EERPCHL s 111, 196. 211. 212 HERF MBS
192. 168. 10. 10 o 192 168, 10. 1 61. 240. 149. 149

JEHfE. 192 168.10. 10 JRMiLE: 192 168.10. 10
Hiwihl: 61.240.149. 149 B friuk: 61. 240, 149. 149

) HTTP#E ﬁ HITPIER !
=3 HTTPR & ?
- % e

oW EMEE. 61.240. 149, 149
B iwHibk: 192.168. 10. 10

F 8-6 VA I SNAT AR %%

i H] iptables iy SZ L SNAT 4% AR B —FRBRGT I FAE, HIZTE firewall-config &I
TNFE—ET . HP R EE 8-8 #H T E , Jikrh Masquerade zone & EHE, i H 3
TP T SNAT R,

F TR FEAE A T HAE AR D RE A X 51, X HLA# ] firewall-config T HLHHT
R TR firewall-omd S LB KO SR BRI, F AL 888 wif H A% It 7 A& 3] 22 w1
HESRYFIFIII AR, HARanE 8-9 Akl 8-10 i,
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AR Linux RS0 5 2008 RUCE AR5 9 5 22 1058

BE: e 2
FEEFIPCHL S 111 196, 211 212 TR A s RS R
192. 168. 10. 10 61. 240. 149. 149
PIR: 192, 168. 10. 1
iEHiak: 192, 168.10.10 JEHaAE: 111.196.211. 212
BiRihk: 61.240. 149. 149 ﬁ EfRHift: 61.240.149. 149
HITPiER + HITPIE R
HTTPRZS 5 HTTP R
A mm e e e m——— - —— D I e
JEHuAb: 61. 240, 149. 149 ‘; JEHhE:61. 240. 149, 149
AEHEL: 192 168 10. 10 Bzt 111.196. 211. 212

Pl 8-7  fili ] SNAT HiARAb By 45

Firewall Configuration Hdlﬂ

File Options View Help
Configuration: | Permanent v |

Zones ESer\nces \
A firewalld zone defines the Llevel of trust for network connections, interfaces and source addresses bound to the zone. The
zone combines services, ports, protocols, masquerading, port/packet forwarding, icmp filters and rich rules. The zone can be
bound to interfaces and source addresses.
Z f y

one € | Services| Parts| Masquerading | Port Forwarding | ICMP Filter | Rich Rules | Interfaces | 2
block

d Masquerading allows you to set up a host or router that connects your local network to the

m: internet. Your local network will not be visible and the hosts appear as a single address on the

drop internet. Masquerading is IPv4 only.

external (& Masquerade zone

home SRS .

If you enable masquerading, IP forwarding will be enabled for your IPv4 networks.

internal

trusted

work

*2 -

Connected. Default Zone: public Lockdown: disabled Panic Mode: disabled

& 8-8  FFIm B kI B SNAT HiA

Port Forwarding

Please select the source and destination options
according to your needs.

Source

Protocol: ‘ tep v |
Port / Port Range: 888 F?;’—!FE
Destination

If you enable local forwarding, you have to specify a
port. This port has to be different to the source port.

¥ Local forwarding FRREER]
() Forward to another port %mﬂg )

IP address: [

‘ Cancel

P 8-9 LA i A I 11 5
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Firewall Configuration - | o
File | Options | View Help
Con Reload Firewalld
,’; Change Zones of Connections... >
[ Za
Change Default Zone
Afir k connections, interfaces and source addresses bound to the zone, The
ZoNt  Panic Mode ng, port/packet forwarding, icmp filters and rich rules. The zone can be
bour
Lockdown
Z
one < | services| Ports | Masquerading | Port Forwarding | ICMP Filter | Rich Rules | Interfaces | 2
block 9 9 9
oc
d Add additional ports or port ranges, which need to be accessible for all hosts or networks that can
e connect to the machine.
drop
Port Protocol
external
8080-8088 tcp
home
internal
trusted
work
*rA = Add
Connected Default Zone: public Lockdown: disabled Panic Mode: disabled

P 8-10 1L KIS SR s LU <7 B A2k

Fid B =, 1k 192.168.10.20 FHLUFRIBIAHLAY 1234 35115, @i 8-11 fis .

Firewall Configuration

File Options View Hel Rich Rule

Configuration: Please enter a rich rule.

—

f —— For host or network white or blacklisting deactivate the element.
| Zones | Services

A firewalld zone defines th Family: | ipv4 >
zone combines services, pd

bound to interfaces and so| ¥ : port ~ || 1234/tcp £
Zone

ound to the zone. The
ules. The zone can be

B — >
accept v hRules | Interfaces
black ¥ Action:
dmz i\n"’E With Limit:
drop =
Source: | 192.168.10.20/24 inverted
external
home Destination:  192.168.10.10/24 "1 inverted
internal =
trusted 7 Log:
work Ef:l'b:‘ N
71 Audit:; [
e s
Cancel ‘ oK ‘
Connected.

Default Zone: public Lockdown: disabled Panic Mode: disabled

P 8-11 LBl K3 e R SRS

UnSR A= IR R I 55 A 22 SRR AE R S AR 55 AP DLAR S L ), TS Py R AT
SR BRAEAR 55 (14 19 B A 17 St RS DX R AN — R . AR UL, AT LB R 55 K
B R R A TR (LR 8-12), A ] AGE FHAS[R] B By Actis DXIsRaRems , it 3 AN [R] R0 -f
MR TR PR M, HOR & HTA .

ReJe, Xt E WAL, firewall-config T HELAAEH SEH], R Z A J iy K an -9t
MEEACHAAEA, BCE MR AR T, RIS HH AR B LR R S50 PR e & B
IR RS B S U —— R RSB B Ehie, A2 T RISHEA .
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Firewall Configuration

File Options View Help

Configuration: | Runtime v

—

| Zones | Services

A firewalld zone defines the level of trust for network connections, interfaces and source addresses bound to the zone. The

ne combines services, ports, protocols, masquerading, port/packet forwarding, icmp filters and rich rules. The zane can be
bound to interfaces and source addresses.

Z | \
one € | services | Ports | Masquerading | Port Forwarding | ICMP Filter | Rich Rules | Interfaces | 2
block
4 Add entries to bind interfaces to the zone. If the interface will be used by a connection, the zone

mz will be set to the zone specified in the connection.
drop
Interface Comment
external
N enol6777728 Used by network connection ‘eno16777728'
ome

internal
trusted
work

Add Edit

Connected. Changes applied.

Default Zone: public Lockdown: disabled Panic Mode: disabled

P 8-12 LR b5 i SRS DX A T 0

8.4 RSEMOImIEEEITIZE

TCP Wrappers +& RHEL 7 24 RS AR —3k i iy, B REHRIE T AR b
AN BRI R E B A sl B4 A E . G, Linux REEHISA AN Z B K
B, SH—FURATE IR IET TCPAP PRty TR, 177 TCP Wrappers i35 MJ&HE fLiF ok
A8F Linux RGFEAEIRS BT K8, MIMZER &2 MY T Linux REHILEIETT,

TCP Wrappers JIi55 157 i 5w B P il 5 Z S gzl , F P o] DA g e/ Fas il 2850
PERTEA TR IR R L, 0 AT DA G R 2 47 1 ) 3R SCPFRBELLE X R 55 iRt . #8911 5R
SCHEE 2 BIAERY, RS Fekids il o1 U (Jete/hosts.allow ),  ANERVCHECEIFHNY
B SRR WA TiAT i s ARV VTHE, W deitt— B DUl R 2 45l 51 28 SCF (Jetc/hosts.deny ),
FBNCEIFEL i, WX SRR A VERCE], TR Tt

TCP Wrappers 55 4 51 R SCHFRC B RRIEAE 24, W SR 8-4 iR,

%84 TCP Wrappers BR S BESIFIRC R ERSH

PR N i ETGIRE P&
H—FHL 192.168.10.10 IP #ihl 4 192.168.10.10 AYEHL
T e W Bt 192.168.10. IP BtM 192.168.10.0/24 HY FHL
2 W Bt 192.168.10.0/255.255.255.0 | IP Bl 192.168.10.0/24 () EHL
18 DNS J5 4% .linuxprobe.com JirA DNS Ji5 4% 4 linuxprobe.com 1) 41,
g FHLA R www . linuxprobe.com FHLEFR N www.linuxprobe.com A T4
TRENTA% o | ALL TR EHLEFBAFETEN

TEBCE TCP Wrappers 55 B 7 ELBAG I T U] «
> Y EARA SRR, SHE R RS SRR, MEHEYMU AR
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> BSOS IR ARG, PR VT SRIEEIIN, DL ED L SR FRCR .
AN TR TSR S, AR R RIASHL sshd AR F5 (T A i i ( TG0 ete/hosts.deny 3C
B s AT ERE B ):

root@linuxprobe ~]# vim /etc/hosts.deny

hosts.deny This file contains access rules which are used to
deny connections to network services that either use

the tcp wrappers library or that have been

started through a tcp_wrappers-enabled xinetd.

The rules in this file can also be set up in
/etc/hosts.allow with a 'deny' option instead.

[
#
#
#
#
#
#
#
#
#
# See 'man 5 hosts_options' and 'man 5 hosts_access'
# for information on rule syntax.

See 'man tcpd' for information on tcp wrappers

sshd:*

[root@linuxprobe ~]# ssh 192.168.10.10
ssh_exchange_identification: read: Connection reset by peer

HTOR, TERVFRMUNSCIE T as i — 20, SEHRATIR F 192.168.10.0/24 MIEE, 1
[MIASHL sshd M55 M BT A i ATRAIE S, o5 awsr ZDRAT 7 U5 sshd ii5s i, ZCRAR
HEW:

root@linuxprobe ~1# vim /etc/hosts.allow

hosts.allow This file contains access rules which are used to
allow or deny connections to network services that

started through a tcp wrappers-enabled xinetd.

[
#
#
#
# either use the tcp wrappers library or that have been
#
#
# See 'man 5 hosts_options' and 'man 5 hosts_access'

# for information on rule syntax.

See 'man tcpd' for information on tcp wrappers

sshd:192.168.10.

[root@linuxprobe ~]# ssh 192.168.10.10

The authenticity of host '192.168.10.10 (192.168.10.10)"' can't be established.
ECDSA key fingerprint is 70:3b:5d:37:96:7b:2e:a5:28:0d:7e:dc:47:6a:fe:5c.

Are you sure you want to continue connecting (yes/no)? yes

Warning: Permanently added '192.168.10.10' (ECDSA) to the list of known hosts.
root@192.168.10.10"'s password:

Last login: Wed May 4 07:56:29 2017

[root@linuxprobe ~]#

S35

1. 7£ RHEL 7 &4cH, iptables J& 75 L4 8 firewalld R 55 HIEEHUL?
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& WA, iptables Fl firewalld iz 55 ¥ 7] 1T RHEL 7 &%¢ .
T TRTARBT K% SR AL H DROP 1 REJECT HYA R Z AL .

%. DROP WafEEEM, AW ; REJECT JEfaZaitRk, [t &ty mlatifgai=E .

. Wnfar4E iptables AR5 (14 INPUT KEIGEERIN SR W 1% 4 DROP?

% #UTA2 iptables -P INPUT DROP HJIF]

TEREGN S — 25 Bl K HME I, {75 iptables IR 55 7T LAAR (95 H 192.168.10.0/24 MBI
TR AHLE sshd RS (22 310 ) 2

% PUTar2 iptables -1 INPUT -s 192.168.10.0/24 -p tcp —-dport 22 -j REJECT HJiiJ

. IEfAIR firewalld FP X AIVER .
& T DRI R TAES Sk e FHAS R Y firewalld X358, , SZ3H A H: By 3 56 s B (e b
A,

. WATFE firewalld HHEERIA B X IR 15 EN dmz?

2. PS> firewall-cmd --set-default-zone=dmz B/ 7]

. rik firewalld HLAsK A ( Permanent ) #5520 B A% B 35 3 00U 7 B A= 55802

Z. P firewall-cmd --reload.

. [ SNAT HoRE H A= AH47
Z: SNAT 2y Tk 1P bk = M HAEoR, & nT LU 29 W i 1 i
B [F—AAM 1P $E A Internet ( HEKK )
TCP Wrappers [l 55 43 514 fe i/ 5 I B SC 1 0 46 55 W 150 8 SR, 3 ] D Je U
BAREm?
% : TCP Wrappers £ e U D K 7o VR M e 8 SO, SR J5 PR U DG Fc 1 46 SR s P 8 S AF
IREREAVERLS], WBIARA T
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R ssh IRFZETRTEEA

RERETINTRE:

> BENERS;
> EREHRS;
> NESIERS .

AFEPHE T nmtui frSECE SR, LUGET nmeli fiv > AF 25 SOFHE
HRZE 2 i M 55, AL SRR A [F) T AR g s R s U M 255 A 72 80 i IR 1 anfey
F-THB5E mode6 BB A, SCHLRIZ% A4 T H418 o

ABBRANG T SSH WM sshd Ik 55 72 e B BRI HIR | Linux £ 58RI 2 By
R LR AR RGP R I 5 R B T7 i, SR SS9 AR SR 1 T T B S TR AY
sshd Iz 45 2 AT am R B 5%, DAL fili ] screen 45 2 2 P2 A B Linux 2R 48 A0 R ] B 2>
WA

HEEFER TABENNAEZ R, W5 R4 T Linux REEHTECEE BRI 1M
HJG e P R e I AR S IR S5 BOBC BN, BEE R T BIAS R 2 ) B R R T L &
BORE—TJ7 T AT LA L 0 A BRI v B B R 2 AT TR 95 R P A — )iz IR ARTIAIR,
I3 —J7 L n] AR AR N A HC B T5 7k

9.1 RERRRES

9.1.1 BECEMESE

Wz H AT, RECA5E2A LA A F IR PR E B Linux RS T . 4K, KK
AKF-5g e nl DU RE— 20, 947 8 — H S TUEOR gy, 88— 2 B IR AR 55 T2 )
17BN

FATHET AR = T WA AE Linux REE FECE MRS . (HRAEMZAT, SAERIEEHLZ (8
REAS T 0 A o AR A ANTE , RV AR 55 38 F A5 FEIE A - Gk ORI R] , BT, e
L5 IR 26 1R MR 2% ) T8 Linux IR55 Z RN fa — A HIH AN

TE 4.1.3 /N T AT Vi SOR ik FC & M4 280, 152, 78 RHEL7 R4EH
A5 PR AECE T, X A PO R KR . X B R Wl
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H nmtui A4l E ML, HEARRECE IR 9-1 2IF 9-8 i, 4l RIS PRI N
2, BATEBOMNEA TR

root@lLinuxprobe:~/Desktop - | 0| X

File Edit View Search Terminal Help
root@linuxprobe Desktopl# nmtui

B 9-1 AT nmtui A2 17TMIZEHELE T H

root@linuxprobe:~/Desktop - (O X

File Edit View Search Terminal Help

NetworkManager TUI

Please select an option

Activate a connection
Set system hostname

Quit

& 9-2 ¥k Edit a connection {4 T [ 74

£ RHEL 5, RHEL 6 R4t X H AR ZHCR IR Linux REEH, R A4 FR— EARIZ ethO
ethl, eth2, - , {H7E RHEL 7 HIUAS 5 T 20T enol6777736 XFERYA 7o AdBR TR
2R KA AR Z AN, HAbJLP—UI BRI, P sk B IO 14 2% e 5 50 560 56 42 ] LASE H 45
FhAS ) Linux &5
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root@linuxprobe:~/Desktop
File Edit WView Search Terminal Help

Ethernet

<Delete=

=Quit=

Kl 9-3 BEFPEEIMRAFR, RIFHET Edit (Zif) #%H

root@linuxprobe:~/Desktop
File Edit View Search Terminal Help

1 Edit connection

Profile name &
Device [ge]
= ETHERNET <Show=

= IPv4 CONFIGURATION SRERNEIS

<Show=
= IPve CONFIGURATION <Automatic= <Show=

[ 1 Automatically connect

[X] Available to all users

<Cancel= <0OK=

Bl 9-4 ML 1Pv4 HYEEE J7 U, Manual (3l )

B 5R—4, M8 K (Linux 3iZX L% ) RMUFET MBI, FHEHE, @
HEf =N —P P A0 IR S5 ZHLIP 3k 3) 4 192.168.10.10, WM& &

St EALI A 192.168.10.20 & 192.168.10.30, XA 694F 43k 4, /5 @3¢ F Linux R4
R, RAHERIEEE P Mk TALA P, A TIAS EFE A ERE @MY,
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root@linuxprobe:~/Desktop - |8

File Edit View Search Terminal Help

1 Edit connection

Profile name [
Device

= ETHERNET

= IPv4 CONFIGURATION =Manual>
= IPv6 CONFIGURATION <Automatics>

[ ] Automatically connect
[X] Available to all users

<Cancel> <0K>

&l 9-5 T Show (W) #4fl, Won{E B EHE
BAE, TENRSS e EALAY 2 i B 5 B IES 1P Hbdik 192.168.10.10/24,

root@lLinuxprobe:~/Desktop - | 0
File Edit View Search Terminal Help

1 Edit connection

T
Profile name 1
Device
= ETHERMNET <Show=
¢ IPv4 CONFIGURATION <Manual= <Hide=
L

Addresses [ . <Remove=
Gatewsy NN
ONS servers <Add...>
Search domains <Add...>

Routing (No custom routes) <Edit...=>
[ ] Never use this network for default route

[X] Reguire IPv4 addressing for this connection

& 9-6 IHE IP Hiht
ZI, 7F Linux R4 PHE ML RMERT
Xt ZIERHNET 28 SR, RZF NS RHEL 7 RGN BOABA BN~
BANEEEA RN EA S, RFEEH Vim g2k MR e E X4 a9 ONBOOT
SHUGRRL yes, XFETE R G H GG M REEBHSE T .
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root@linuxprobe:~/Desktop
File Edit View Search Terminal Help

1 Edit connection }

Addresses <Remove=
<Add

Gateway [N
DNS servers <Add...>
Search domains <Add...=>

Routing (No custom routes) <Edit...>
[ ] Never use this network for default route

[K] Require IPv4 addressing for this connection

= TPv6 CONFIGURATION <Automatic=

[ 1 Automatically connect
[X] Available to all users

<Show=

<Cancel=>

& 9-7 M OK AR &

root@linuxprobe:~/Desktop

File Edit View Search Terminal Help

Ethernet <Add=
<Edit...=

<Delete=

<Quits

&l 9-8 Ay Quit #¢4HIE H

[root@linuxprobe ~]# vim /etc/sysconfig/network-scripts/ifcfg-enol6777736

TYPE=Ethernet
BOOTPROTO=none
DEFROUTE=yes

IPV4 _FAILURE_FATAL=no
IPV6INIT=yes
IPV6_AUTOCONF=yes
IPV6_DEFROUTE=yes
IPV6_FAILURE_FATAL=no
NAME=enol6777736
UUID=ec77579b-2ced-481£-9c09-£562b321e268
ONBOOT=yes
IPADDR0=192.168.10.10
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HWADDR=00:0C:29:C4:RA4:09
PREFIX0=24
IPV6_PEERDNS=yes
IPV6_PEERROUTES=yes

HBSE Linux REA IR BCESUEIS, FEASM IS R A= AR . EAR LR
SRR PR E BB R BC B S, 5 BT B AN A ST, 25 T LA 2 R0 2538 1

[root@linuxprobe ~]# systemctl restart network
[root@linuxprobe ~]# ping -c 4 192.168.10.10

PING 192.168.10.10 (192.168.10.10) 56(84) bytes of data.

64 bytes from 192.168.10.10: icmp seg=1 ttl=64 time=0.056 ms
64 bytes from 192.168.10.10: icmp seg=2 ttl=64 time=0.099 ms
64 bytes from 192.168.10.10: icmp seg=3 ttl=64 time=0.095 ms
64 bytes from 192.168.10.10: icmp seg=4 ttl=64 time=0.095 ms

---192.168.10.10 ping statistics ---
4 packets transmitted, 4 received, 0% packet loss, time 2999ms
rtt min/avg/max/mdev = 0.056/0.086/0.099/0.018 ms

9.1.2 RIENEXE

RHEL Hil CentOS RS ZRIA# ] NetworkManager JREEHLMIZE IR 55, XE—Fhsh 2548 BN
KU E PR, ﬁgtﬂéﬁu%%hﬁﬁﬂwo ATDME nmeli 44 R &3 Network
Manager il 55 . nmcli J&—@FE T2 THIMSICE TR, TR, SHRE., B LU
Hu A 245 B B 8RS

[root@linuxprobe ~]# nmcli connection show

NAME UUID TYPE DEVICE

enol6777736 ec77579b-2ced-481£f-9c09-£562b321e268 802-3-ethernet enol6777736
[root@linuxprobe ~]# nmcli con show enol6777736
connection.id: enol6777736

connection.uuid: ec77579-2ced-481f-9c09-£562b321e268
connection.interface-name: --

connection.type: 802-3-ethernet
connection.autoconnect: yes

connection.timestamp: 1487348994
connection.read-only: no

connection.permissions:

connection.zone: --

connection.master: --

connection.slave-type: --

connection.secondaries:
connection.gateway-ping-timeout: 0

.................. G B T = —

J35h, RHEL7 RGAFML G I0E, RV EZS D BCE SR h Pus b (AR5 24

T firewalld Bjj K5 il 55 A KSR ) ﬁﬂ%?ﬂl]f > ) R £ RSB T AS LU 7 T Bl

SE L1 TP Mk, T [ 30 5 R W20 DHCP [ 8l 43 C 1P Mkl o 30 o5 2 BRI b AT 245 ok

1P Miuhk, {FURGE 1 M2 2R IR R — VI Fh 22 T —— R e AR B 6 PR3 b i AR
A2 2t , AT LASIE B 0 2 TC A A0 1 sl D0 17
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Al LA nmeli 474 314% 18 “connection add con-name type ifname” 4% 2R B /0 45 2
T o AR 7] 25 B IR 28 2505 FR 2 A company, BF 5K RE R 25 A I 4% 235 FR 2 A house,
IAEMCIR AN EEAS A A4 237

/] con-name ZEUH5 & 2 F) I I X 28 2515 A4 FK company, R JE KK A ifhame £
B AV MR AFR (T ITELEPRIRE N, RERP LA enol6777736 ), H
autoconnect no ZHIX B IZ M STHBIAAG A shids, VAR ipd M gwd S FhF5E
45 1Y TP Mk

[root@linuxprobe ~]# nmcli connection add con-name company ifname enol6777736
autoconnect no type ethernet ip4 192.168.10.10/24 gwd4 192.168.10.1
Connection 'company' (86c71220-0057-419e-b615-38£f4014cfdee) successfully added.

i FH con-name Z8045 & F B2 Pl FH i M 4% 2535 24 7% house. PRI FRATTAR A DHCP JI
%#% B 03RS 1P Mokl , PRI AR ZEHE T FahdE R -

[root@linuxprobe ~]# nmcli connection add con-name house type ethernet ifname
enol6777736
Connection 'house' (44acf0a7-07e2-40b4-94ba-69ea973090fb) successfully added.

FERS IO 28 )G, P LAME ] nmeli #y425 FQ EE 0 i 4% 2

[root@linuxprobe ~]# nmcli connection show

NAME UUID TYPE DEVICE

house 44acf0a7-07e2-40b4-94ba-69ea973090fb 802-3-ethernet --

company 86c71220-0057-419e-b615-38£f4014cfdee 802-3-ethernet --
enol6777736 ec77579%9%-2ced-481£f-9c09-£562b321e268 802-3-ethernet enol6777736

15 FH nmcli 14 Be B a1 28 25 R K AR, XA S 3R AT I HER K5, T3 F house
WL, MR EEEE B 3hiE i+ DHCP RHLE] IP Hohk T,

[root@linuxprobe ~]# nmcli connection up house
Connection successfully activated (D-Bus active path: /org/freedesktop/NetworkManager/
ActiveConnection/2)
[root@linuxprobe ~]# ifconfig
enol677773628: flags=4163<UP,BROADCAST, RUNNING, MULTICAST> mtu 1500
inet 192.168.100.128 netmask 255.255.255.0 broadcast 192.168.100.255
inet6 fe80::20c:29ff:fec4:a409 prefixlen 64 scopeid 0x20<link>
ether 00:0c:29:c4:a4:09 txqueuelen 1000 (Ethernet)
RX packets 42 bytes 4198 (4.0 KiB)
RX errors 0O dropped 0 overruns O frame 0
TX packets 75 bytes 10441 (10.1 KiB)
TX errors O dropped 0 overruns O carrier 0 collisions 0

lo: flags=73<UP, LOOPBACK, RUNNING> mtu 65536

inet 127.0.0.1 netmask 255.0.0.0

inet6 ::1 prefixlen 128 scopeid 0x10<host>

loop txqueuelen 0 (Local Loopback)

RX packets 518 bytes 44080 (43.0 KiB)

RX errors 0 dropped 0 overruns O

TX packets 518 bytes 44080 (43.0 KiB)
0 carrier 0 collisions 0

frame 0

TX errors 0 dropped 0 overruns

R RFME R R IEIL, EEEUPLRGEA R (MEER R ) VI,
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(Linux BUiZiX 4 %) - %R Linux 2454008 RHCE YOIE 2k [ 2= 14

K1 9-9 Fln . SRS E S ENLAR SR AT

FHAEE e —————————————————————————————— )

B |k
oE = WERTE
- 7E 268 EiEf(0)
[P E 8 BEIE(0)
= g (SCSI) 20 GB
)CD/DVD (SATA)  [E{TEEI# F\ISO images\RHEL-s... AR
EEEmE REME, © FEEEL B
HgTs BEMENI

[T SR R (P)
O NAT fE(N): RFESENS P it
O RENBRH: SENEERERREE
O EE(U): s

VMnetd (BaifE)
O LAN EHH(L):

[Lan Rex(s)... | [ =g | | |

[(Fgme)... | [ #me |

[ [ mE [ mm ||

F9-9 BB REAUHLI R pofEat

9.1.3 ZPEMRMK

—JORE, EFEEIRERARAL 7 x 24 /NN RIS LRSS o (RBITRRIBERAR, AL
AL o M 2 AR, AR, 3 AT LR PR A — P R T B R, ARSR AT LUIE
TRLBE A ST o BORFRA T PR RS20 198 R, IXAREIE W TAEh eIk m &
R, A W 4 A2 i 0 B AR A TR T EL R — B R AR T B T, S A — B R
27 B A Sh T b2, PRIEBE R A 2 bl

N HEFARE— T AMTZ85E R

£ 1% TERUPLRG AN —IR R A, 1500 P He R AL TE[R] — 4454

e CRER-RACARTE ), anf&l 9-10 FET 9-11 fizn o Ak AR A R A 7T DL T
P, I P R TeTk E AR R
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X0 | REE BBV ERUM  FEED J ] 2 L
T Rue7-1 ] w5
[TIRHEL7-1 o ax a
- 1568 AR EINRER . A 4 M
» FRiERT ey s A
Sugten  bammsm P |
CD/OVD (SATA)  ETGRRISZI FARMOEFS RHEL ser.
- g4 Forima REN e
b wars e i =
-
wnan
s Py
W@ SCSH
JCO/OVD (SATA}
Tomases WA Wi
a=zsa RS
~ it
=iTen
Bamscraw
" —_‘-‘ EHA).-.
ol T30 > nA
Ll E——— T
N N -
’19-10  FEMEMLH AN —H MR B
- n
EEEES - (o

PAsE AR 2R
et oD el

[Zoiee ]
O FEtR): EREETIERE
B E AR
CINAT i (N): RTHZENR P
E(H): 5 4=

© BER(C): HERUAE BRI R RO X AR A R,
VMnetD (Bzfs)

BEWTS
BRI ()

[st=® | == [ ms |

B o-11 AR PR R AR A [R]— A R 2 e e rh (R -RARAHTR )

$ 24 (U Vim ORI ARG E MRS IE S MRIE B IRZEML T

A=~ 9 RAID S22, FRAIF 2N S 5IE R MR &S T “IihiE”. & EER
A, XL JSUAR A S A 100 R 5 A LI R BERUIE B A — B MR R, g5 T “ 7 MR,
ABLZPA FC R TP HHESEE R . T THIIRICE 25, BT USRI RIEE o

[root@linuxprobe ~]# vim /etc/sysconfig/network-scripts/ifcfg-enol6777736
TYPE=Ethernet

BOOTPROTO=none

ONBOOT=yes

USERCTL=no

DEVICE=enol6777736

MASTER=bond0

SLAVE=yes

[root@linuxprobe ~]# vim /etc/sysconfig/network-scripts/ifcfg-eno33554968
TYPE=Ethernet

BOOTPROTO=none

ONBOOT=yes

USERCTL=no

DEVICE=eno33554968

MASTER=bond0
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SLAVE=yes

T BSR4 A 444 bond0 HHHE TP Mt %65 BLCE U 25, 3ORE 24 P s Il A
255 iR, B A ph sk PRI R 3 g A SRR SR AR 55

[root@linuxprobe ~]# vim /etc/sysconfig/network-scripts/ifcfg-bond0
TYPE=Ethernet

BOOTPROTO=none

ONBOOT=yes

USERCTL=no

DEVICE=bond0

IPADDR=192.168.10.10

PREFIX=24

DNS=192.168.10.1

NM_CONTROLLED=no

% 3 .1l Linux W SCRERREEIR 8N 7 WA R E I sA =Ft——mode0 .model

Fl mode6, T I LAGRE BRI -R A5, DA FH B 1 55
> mode0 (P A ): SERI P R TAE, H A&, HREEAESRS SR
PR AT B AC LR B LA 7o 1SR Aok SRR e HOR
> model( HaNAARH ): FiE A —E Mk TAE, FE B IR G A B4k 7 4 M+
> mode6 (PR AT ). SEITIHM R TAE, H A&, APl P it
B =24,
et —G AL NFS 30 samba IR55 0O SS 2%, B PTRESAIL A 7 I 45 AL ok
J& R 100Mbit/s, (FSEiRIZARSS 25 0F P EcE R 2, IBA BN E ) —ER K. TEA75
Berh, PSRRI SEMIEARCOR B, T EL IS AL R B s A DAPRIE . B SRR I L
HLB B B2 mode6 R 4B RSN T o B2 mode6 RERS TP R —i2 TAE, 4
Hrp R IS B F 2tk , IO scibllig s i, MRt 1Tl SEr M 4814 it
8
T Vim SCAS G 28 B — A T IR S0 AR Sh SO, HA596 % 5 /9 bond0 MR
BERBENS AR E R AR (bonding ); [RIATE X MF L)L mode6 #EAMEAT405E, H HPUHLEER 5
YRR E R 100 275,

[root@linuxprobe ~]# vim /etc/modprobe.d/bond.conf
alias bond0 bonding
options bond0 miimon=100 mode=6

F 4%, TGP MR EBRIER AT T, IEHE A T 2 bondo MK A S
A IP M55 8

[root@linuxprobe ~]# systemctl restart network

[root@linuxprobe ~]# ifconfig

bond0: flags=5187<UP,BROADCAST, RUNNING,MASTER, MULTICAST> mtu 1500
inet 192.168.10.10 netmask 255.255.255.0 broadcast 192.168.10.255
inet6 fe80::20c:29ff:fe9c:637d prefixlen 64 scopeid 0x20<link>
ether 00:0c:29:9c:63:7d txqueuelen 0 (Ethernet)

RX packets 700 bytes 82899 (80.9 KiB)
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RX errors O dropped 6 overruns 0 frame 0
TX packets 588 bytes 40260 (39.3 KiB)
TX errors 0 dropped 0 overruns O carrier 0 collisions 0

enol6777736: flags=6211<UP, BROADCAST, RUNNING, SLAVE,MULTICAST> mtu 1500
ether 00:0c:29:9c:63:73 txqueuelen 1000 (Ethernet)

RX packets 347 bytes 40112 (39.1 KiB)

RX errors 0 dropped 6 overruns 0 frame O

TX packets 263 bytes 20682 (20.1 KiB)

TX errors O dropped 0 overruns O carrier 0 collisions 0

eno33554968: flags=6211<UP, BROADCAST, RUNNING, SLAVE,MULTICAST> mtu 1500
ether 00:0c:29:9c:63:7d txqueuelen 1000 (Ethernet)

RX packets 353 bytes 42787 (41.7 KiB)

RX errors O dropped 0 overruns 0 frame O

TX packets 325 bytes 19578 (19.1 KiB)

TX errors 0 dropped 0 overruns O carrier 0 collisions 0

AT AEASHE E AT T ping 192.168.10.10 fip AR 48 103538 1 . R TR BG  R 4P HoR
1) A SR DIEE, FRATTFSRAE B AU LAE (B & rh BEALAS B — B R i a8, v AR I i i
BRI (R L DEBIE R ). RTG53 -R k2 P 4R R 55

[root@linuxprobe ~]# ping 192.168.10.10

PING 192.168.10.10 (192.168.10.10) 56(84) bytes of data.

64 bytes from 192.168.10.10: icmp seg=1 ttl=64 time=0.109 ms
64 bytes from 192.168.10.10: icmp seg=2 ttl=64 time=0.102 ms
64 bytes from 192.168.10.10: icmp _seg=3 ttl=64 time=0.066 ms
ping: sendmsg: Network is unreachable

64 bytes from 192.168.10.10: icmp _seg=5 ttl=64 time=0.065 ms
64 bytes from 192.168.10.10: icmp seg=6 ttl=64 time=0.048 ms
64 bytes from 192.168.10.10: icmp_seg=7 ttl=64 time=0.042 ms
64 bytes from 192.168.10.10: icmp seg=8 ttl=64 time=0.079 ms
~C

---192.168.10.10 ping statistics ---

8 packets transmitted, 7 received, 12% packet loss, time 7006ms
rtt min/avg/max/mdev = 0.042/0.073/0.109/0.023 ms

9.2 mREEHIRS

9.2.1 FEc&E sshd RS

SSH ( Secure Shell ) f&—FhfgfE L% 4 Jy PR AL FEE SR PN, 2 H AT feis 3
Linux REME LT FEILZHT, —MEH FTP 3 Telnet SR/ TimfR sk, (HEKAEAN]
DL SCHIE TR W 28 iR ik P 4 RS RS 8., IR AN 4, IRAS ) 32 BB RS iy rh
AT, XRNES SR AR E R, 30 BRI S 2 K %505

A SSH PO P Linux R4, WFZEARENCE: sshd IS5 FE/T o sshd /ZFET SSH
PMSOT & — GRS BRI S R Y , AU R e, 1 ELREAS AR UL PR P& A0 1 i«

> EET OA RS IE——F K P RN R B0 IR 55
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> FETEANUE——TF EAEA M AN, SREHESAXT i A LA B R 5s4s,
F SRS A T A TS 20 AR U 4 42
HISCE ZU0GR I “Linux REH—UIERESCH”, IITE Linux R4t HMEMURSBIT R8T
SR, bR F AR S SRR B B SRS R . sshd AR S5 FOTC (5 8 PR A7-1E /ete/ssh/sshd_config SC
e, BN B — e AR e E R B B SRR ERCE S, BCE ST Z L
HFFRBERA T, AR E SRR, SRR SRS AR5 . sshd JIjRSS
Be B SO P B EESEN R 9-1 PR

%< 9-1 sshd RSELEXHHEEHNSHURIER
S8 1EF

Port 22 ERIAAY sshd RS % 1
ListenAddress 0.0.0.0 BEE sshd IS5 4 0T (4 1P Hihl:
Protocol 2 SSH P i A
HostKey /etc/ssh/ssh _host_key SSH WM RA N 1 B, DES FAEAFER A &
HostKey /etc/ssh/ssh_host_rsa_key SSH MY AR 2 Bt, RSA FAEHFER AT B
HostKey /etc/ssh/ssh_host_dsa_key SSH MY AR 2 B, DSA FAHAER A B
PermitRootLogin yes WE 15 FLIF root B PG H & 5%
StrictModes yes Mt R I FAGH AR B B R e
MaxAuthTries 6 SN R ¢
MaxSessions 10 T RA AL
PasswordAuthentication yes Py AR T el
PermitEmptyPasswords no BE S EEE R (RAZE)

1t RHEL 7 &Gih, CABONLEIFEM T sshd IRGFFEF . # FRE ssh ir i1 7ie
FEiERz, HARZCN “ssh [Z84] EHLIP dohik”, BERHESEWHAT exit /4.

[root@linuxprobe ~]# ssh 192.168.10.10

The authenticity of host '192.168.10.20 (192.168.10.10)"' can't be established.
ECDSA key fingerprint is 4f:a7:91:9e:8d:6£:09:48:02:32:61:95:48:ed:1e:3f.

Are you sure you want to continue connecting (yes/no)? yes

Warning: Permanently added '192.168.10.10"' (ECDSA) to the list of known hosts.
root@192.168.10.20"'s password: tAMHINIEFREN root BFIE 5IHIFRY

Last login: Wed Apr 15 15:54:21 2017 from 192.168.10.10

[root@linuxprobe ~]#
[root@linuxprobe ~]# exit
logout

Connection to 192.168.10.10 closed.

WIREE 1 D) root 4578 51 (19 B3 AR ek S BIR S5 #% . AT AR AR % 2 0 e o il
LR, NIRHATHNECE . B e Vim SCARZRE 854TF sshd IS5 19 R0 & SCMF, AR
55 48 11#PermitRootLogin yes ZHATHIHS (#) i, FHHESEUE yes B no, XA
FVF root B HLAEFRE SR T o e e R SO R o

[root@linuxprobe ~]# vim /etc/ssh/sshd_config

.................. o) T LS S
46
47 #LoginGraceTime 2m
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48 PermitRootLogin no

49 #StrictModes yes

50 #MaxAuthTries 6

51 #MaxSessions 10

52

.................. BB ITH AT D

FRRIEMEAE , — B IR IS Ty H A SAEBCE S B 5 e RIRAG o S K. IR
AL B SO, WIS 2T R AR A IR 5 R o Sl ke i il 55 R PP I A B AL
SRR, XEERGAE TR S, RS R A sstT, RS RIS

[root@linuxprobe ~]# systemctl restart sshd
[root@linuxprobe ~]# systemctl enable sshd

A3k, 4 root BHLE KRN sshd RS FRFHT, RESHRATTYiln) R
Bo HR sshd k55 2P S EORNS LUB TR AR, (R AE Linux R0 BCE M55 2 Y IE R 7
5o REEMIRAE— R = W, XRERME LR 2] T ARG, B—REaT DIRE T,

[root@linuxprobe ~]# ssh 192.168.10.10
root@192.168.10.10"'s password: lkAABINIEIR EHL root EIE RHE
Permission denied, please try again.

0.2.2 LEERWIE

INESEXHE B AT RSB, Bl —@E iRk CEY]) Rl LB
RIS B i SO BHIRE B SCIIRE , ARIRAYIZ o) o TEfHBEms, I
T T ek, i m] AR i e S A S R i ab B, SRS P TR o XA
HAERFAFIR P A REf X Bkl BRILZ AN A RIEERGR T 8s , — Bt AR xS
HaiE SRR

— 5 LA, PR PR IR B REA T 1A BOIE LT 77 2 45 T Ak S MR 1
AU o AR IERRAC R T HEIE T, B4 sshd MRS B N 4e 4o FRATT R mihA T HLAAR 1
MeE, HAPRRWT .

E15: wE mEHPAR EPXT,

[root@linuxprobe ~]# ssh-keygen

Generating public/private rsa key pair.

Enter file in which to save the key (/root/.ssh/id_rsa) :iREZEEHIZEZHANFHEEEZF
Created directory '/root/.ssh'.

Enter passphrase (empty for no passphrase): BEIFROZEENIEZEZFHANZD
Enter same passphrase again: BB gL EZENZE

Your identification has been saved in /root/.ssh/id rsa.

Your public key has been saved in /root/.ssh/id_rsa.pub.

The key fingerprint is:
40:32:48:18:e4d:ac:c0:c3:cl:ba:7c:6c:3a:a8:b5:22 root@linuxprobe.com
The key's randomart image is:

+--[ RSA 2048]----+

|[+*..0 . |

|*.0 + |

lo* . |
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8 2% UK BN AR AP X B L

[root@linuxprobe ~]# ssh-copy-id 192.168.10.10

The authenticity of host '192.168.10.20 (192.168.10.10)"' can't be established.
ECDSA key fingerprint is 4f:a7:91:9e:8d:6£f:09:48:02:32:61:95:48:ed:1e:3f.

Are you sure you want to continue connecting (yes/no)? yes
/usr/bin/ssh-copy-id: INFO: attempting to log in with the new key(s), to filter
out any that are already installed

/usr/bin/ssh-copy-id: INFO: 1 key(s) remain to be installed -- if you are
prompted now it is to install the new keys

root@192.168.10.10"'s password: LA NIZIZAR KBS HHG

Number of key(s) added: 1

Now try logging into the machine, with: "ssh '192.168.10.10'"

and check to make sure that only the key(s) you wanted were added.

8 3% xRS v ATIcE, M RVFEYIRIE, THELGR 0S8, e e
R & SRS PRAFIFEE S sshd HIRSSFEIT

[root@linuxprobe ~]# vim /etc/ssh/sshd config

.................. BUEB AR B

74

75 # To disable tunneled clear text passwords, change to no here!

76 #PasswordAuthentication yes
77 #PermitEmptyPasswords no

78 PasswordAuthentication no
79

.................. oS (1 L) = S—

[root@linuxprobe ~]# systemctl restart sshd

4% R meE BRSSO JOAU A L T R R

[root@linuxprobe ~]# ssh 192.168.10.10
Last login: Mon Apr 13 19:34:13 2017

9.2.3 mEfEHan<S

scp ( secure copy ) JE—~FET SSH PMUAEM 24 2 [8] #1728 A8 A, HAg =N “sep
(S50 AHbSCfF Ak r @i 1P bk e R

5% 2 TR cp A AR, op A HBEFEA MRS & T SCEE S, T sep AN
I RE A3 2o ) 28 A5 326 50, i EL T AT A B s AR E AT s Ab B i, Gn SR AR — 2L S
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e A 9 285 N — 55 LML 3 B H Al EAL, XIS EHL AR IS )2 Linux KRG8, XBHEH] scp
i BT LU SE ORI L38 1 o sep v il TS B LA AR TN 9-2 i

%92 scp S F A NS B RIER
SH 3
-v TR VA ) % H
-P TeE R EHLAY sshd I 15
-r FHFAEL S e
-6 fdi I 1Pv6 MY

TEAEHT] sep AT HESCIE A S HI B AR FALN, 5 /eTF 2 AL X R IE X S TE A
SCFRIFFRALE o AREAL RS NI B, BT E AN IS B iE 78 1
YEo SRIEE FEALR B RIEFE FALA 1P Mkl , RS A 2R IEAT B 90IE T 241 H]
FAAAFRA root, TR TN A IERE AR 55 i (0 0% o AN SRARE HIFE & P B9 Sy e TSI, mT A
P A @FHESEHEA . )5 E R EAL 1P i S n's 5, JHeams L
TALRBAR EALIEA SCpEerh . RS HOER I HAEhSuE 7P Sy, BITIT AR L%
TAFE. BT sep v 25T SSH MMGHEATSCHHEIA Ry, T 9.2.2 /N1 AR EAF 1 BB 4IE, X
W FTTEA i SCPFIy, AT B = A

[root@linuxprobe ~]# echo "Welcome to LinuxProbe.Com" > readme.txt

[root@linuxprobe ~]# scp /root/readme.txt 192.168.10.20:/home

root@192.168.10.20's password: HAMEINIEIRIRE 2T root B R
readme.txt 100% 26 0.0KB/s 00:00

AN, AT LUE T sop A I RE FHL F RSO T EEIAR M FHL, Hag ik “sep [Z
5] AP @It 1P bbb e RSO ACH H SR, Filan, WD ENL R GRAE B
PFR#EGER, SKEERR IO S S FAL, P T SUE T, ks & TIRZ T,

[root@linuxprobe ~]1# scp 192.168.10.20:/etc/redhat-release /root

root@192.168.10.20's password: HAMEINIEIZIRE 2] root B RV

redhat-release 100% 52 0.1KB/s 00:00

[root@linuxprobe ~]# cat redhat-release
Red Hat Enterprise Linux Server release 7.0 (Maipo)

9.3 FIEMEIERS

RFEAE:] sshd M55, AR BATIEE BRI — A2 S5 EYLA ST
R 9 5 /[ w2 s i e G R T8

URBATEAEME o S AATRICF, 88 IEAE A 2R A o5 R, a4 b
ANBESRPTEA HIFT I A2 B ORI 28 R A, 68 28 2 IO ) 0 s Al B S UL 55
Wi, it HRE R T AR O P EHOT IR 55 o i AT SEmi i, FRATIEAE AT SCHHT R4,
[ I SCAE FHBAIAR SR 22 e BN R 55 R Y , N2 PR 3T R4 B0 0 A5 8 i P P ) 2 St T
1M R BEFHAT AP R SIE A i 1, BRI T, MER ST IC X e TR I 0 B 2
A A T
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screen s — N AES SCIZ 1 L AR Wl B TR 55 25, TR SRR UL IE o 1 A R g 2% S
PRI T IR IR R 2SI R Lt SO R AR R . FH P IS AT LAME ] sereen I 55 F2 5 [F)
eI ih T A g, BRI SC B R Dhig.

> RERE: MEMZ P, dn] ik 2R, O PN 2R BRI R Y
il o

> W0 HDEIEEISLEITH, P AN A AR 2T 1, 2O AR
HERIE B BOITRREAAE, U R U RIRRER B Z B R FIC %

> SEHE. PP RS F PR SS a2 = ifeit i 2

(] By A £ B
1 RHEL 7 &4, %A BRINLHE screen IRSGFET, PG ERCE Yum OFERLHE T,
HICR UMY CD/DVD JGEIE Sy i 18O Bl SCfF”, IFkfEe 2 PRI RS
Bfg, aE 9-12 P,

W A

R i R
= 268 EiE#(C)
[ ahimse 8 BEhEEH(0)
| L fE(SCST) 0GB
[©ico/ovo (sATA)_ Ermiemsrit G0 imagesRHeL . ||
£ :}_m% ;‘g‘fﬂﬁﬁ EFIEIEENZE(P):
o3 LUSE {2
.- e R

@ {5 150 BTiF(M):
G:\ISO images\RHEL-server- - A (B)...

BIS(R)
[ %= [ ms | =m |

& 9-12 B EAINLEY GRS 45+ 17 1SO B 1%
R, IR TP I R G Bi5 HE 2 B /media/cdrom H 5%,

[root@linuxprobe ~]# mkdir -p /media/cdrom
[root@linuxprobe ~]# mount /dev/cdrom /media/cdrom
mount: /dev/sr0 is write-protected, mounting read-only

i, M Vim SCR SRR Yom GRERIECESCIE . T b i B RS &
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X, WBH 41407,

[root@linuxprobe ~]# vim /etc/yum.repos.d/rhel7.repo
[rhel7]

name=rhel?7

baseurl=file:///media/cdrom

enabled=1

gpgcheck=0

BAE, WA A Yum ﬁﬁﬁﬁl@{*% screen IR S5 1o TAIEAR UL, )i DK A J T 2
T BLAY Yum FOPE 2R BT i i —— I R M SOOI B A

[root@linuxprobe ~]1# yum install screen

Loaded plugins: langpacks, product-id, subscription-manager

This system is not registered to Red Hat Subscription Management. You can use
subscription-manager to register.

rhel | 4.1 kB 00:00

Resolving Dependencies

--> Running transaction check

---> Package screen.x86 64 0:4.1.0-0.19.20120314g1t3c2946.el17 will be installed
--> Finished Dependency Resolution

Dependencies Resolved

Package Arch Version Repository

Size

Installing:
screen x86 64 4.1.0-0.19.20120314git3c2946.e17 rhel 551 k
Transaction Summary

Install 1 Package
Total download size: 551 k
Installed size: 914 k
Is this ok [y/d/N]: y
Downloading packages:
Running transaction check
Running transaction test
Transaction test succeeded
Running transaction
Installing : screen-4.1.0-0.19.20120314git3c2946.e17.x86 64 1/1
Verifying : screen-4.1.0-0.19.20120314git3c2946.e17.x86_64 1/1
Installed:
screen.x86_64 0:4.1.0-0.19.20120314g1t3c2946.el7
Complete!

9.3.1 BEHExEXRIE

screen T2 BEMUIA S AEH £ nTLIA-S SEBIEE &6 1 H-d 80846 & St T
B Hor SEIRE SR E S X S8R E I B ais s F-1s 280878 Yiic
et Y -wipe 8048 H BT CIA M TG B, 45,

T A E— 2 FK R backup U4 Iﬁ@ Mo B NEE B OME, a2 T FiXac
A —BEE, BRSNS —T, XML A screen RS ST T, FERHELEITH
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FEMTERAERR 2 BR BilR TR,

[root@linuxprobe ~]# screen -S backup

[root@linuxprobe ~]#

PAT AT IR 2L R [ — N4 . BARBRRGHIA BA A, (H52PR Ll LIAE 5
BRI EAE AR

[root@linuxprobe ~]# screen -1ls

There is a screen on:
32230.backup (Attached)
1 Socket in /var/run/screen/S-root.

TR I — D2 R s, R 1T P exit ArEIAT,

[root@linuxprobe ~]# exit
[screen is terminating]

TEH®W AT, HEHARDFUES1E, REHEFG TAE, Tl B
screen A2 AT EIBTINAT S, XAELEAT A T I — DB E AR S 00 % T ok, Mo HaT4s
J& screen 2XiE 4 H g5,

[root@linuxprobe ~]# screen vim memo.txt
welcome to linuxprobe.com

N T 7R screen NI 2G5 YBR R ZAL , FATHEARAE 444 linux BI205, SRS
SRATHEE I SCH . (3 SR T Im e T S SRR I ELAT R R AR 8CR, )

[root@linuxprobe ~]# screen -S linux

[root@linuxprobe ~]#

[root@linuxprobe ~]# tail -f /var/log/messages

Feb 20 11:20:01 localhost systemd: Starting Session 2 of user root.
Feb 20 11:20:01 localhost systemd: Started Session 2 of user root.

Feb 20 11:21:19 localhost dbus-daemon: dbus[1124]: [system] Activating service

name="'com.redhat.SubscriptionManager' (using servicehelper)

Feb 20 11:21:19 localhost dbus[1124]: [system] Activating service name='com.
redhat.SubscriptionManager' (using servicehelper)

Feb 20 11:21:19 localhost dbus-daemon: dbus[1124]: [system] Successfully activated
service 'com.redhat.SubscriptionManager'

Feb 20 11:21:19 localhost dbus[1124]: [system] Successfully activated service 'com.

redhat.SubscriptionManager'

Feb 20 11:30:01 localhost systemd: Starting Session 3 of user root.

Feb 20 11:30:01 localhost systemd: Started Session 3 of user root.

Feb 20 11:30:43 localhost systemd: Starting Cleanup of Temporary Directories...
Feb 20 11:30:43 localhost systemd: Started Cleanup of Temporary Directories.

T RIASCH T 2R 1, AR BB AL GE R R P il P — E 22 S EUEAEIZ T I A %
WHRIRL AL, (HAE screen ANEJWF ik e ss P 2ok ke . AT T AR — FRIRIES L) 2ih
PR, SRR Rl ] AR S TAE T

[root@linuxprobe ~]# screen -1ls

There is a screen on:

13469.1inux (Detached)

1 Socket in /var/run/screen/S-root.
[root@linuxprobe ~]1# screen -r linux
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[root@linuxprobe ~]#

[root@linuxprobe ~]# tail -f /var/log/messages

Feb 20 11:20:01 localhost systemd: Starting Session 2 of user root.
Feb 20 11:20:01 localhost systemd: Started Session 2 of user root.

Feb 20 11:21:19 localhost dbus-daemon: dbus[1124]: [system] Activating service
name="'com.redhat.SubscriptionManager' (using servicehelper)

Feb 20 11:21:19 localhost dbus[1124]: [system] Activating service name='com.
redhat.SubscriptionManager' (using servicehelper)

Feb 20 11:21:19 localhost dbus-daemon: dbus([1124]: [system] Successfully
activated service 'com.redhat.SubscriptionManager'

Feb 20 11:21:19 localhost dbus[1124]: [system] Successfully activated service

'com.redhat.SubscriptionManager'

Feb 20 11:30:01 localhost systemd: Starting Session 3 of user root.

Feb 20 11:30:01 localhost systemd: Started Session 3 of user root.

Feb 20 11:30:43 1localhost systemd: Starting Cleanup of Temporary Directories...
Feb 20 11:30:43 localhost systemd: Started Cleanup of Temporary Directories.
Feb 20 11:40:01 localhost systemd: Starting Session 4 of user root.

Feb 20 11:40:01 localhost systemd: Started Session 4 of user root.

WARFRAIFEIR AR R T A H AN FAG T LA P, ] DL LA S is o e — Rl
F o an s Beis (i) YA PR A2 A 6 1, AT E IR E NImA BT (detach ) B2, RS
TE NP HT I (attach ) [WIRBIAT IX BRI TA] N, 7E2iil 0 NIStT Ry 4k iht T .

9.3.2 KEHZEINRE

screen A AT LIS PR P AER B 0 AN E R RGBS, PRUE T A2 5
BerpomfE TAERORE W, B el B G | sl . SRl S Tae,
W, SRR E RIS, M2 AP RIS EPLREME, T DR
ek, st R U P AT LIE BRI A N 2

screen ST YRR AR TN ANE] 9-13 FivR

W Gl s

screen -8 linuxprobe

B2 LSRR :\\

sCreen -x

S

RHEL 7 &5

Kl9-13 it e AR b
BN IR, e ssh RS I L A IR R RIS A%, R —1
SR H .

[root@client A ~]# ssh 192.168.10.10

The authenticity of host '192.168.10.10 (192.168.10.10)"' can't be established.
ECDSA key fingerprint is 70:3b:5d:37:96:7b:2e:a5:28:0d:7e:dc:47:6a:fe:5c.

Are you sure you want to continue connecting (yes/no)? yes
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Warning: Permanently added '192.168.10.10' (ECDSA) to the list of known hosts.
root@192.168.10.10's password: LEAMEIN root BEIERHE

Last login: Wed May 4 07:56:29 2017

[root@client A ~]# screen -S linuxprobe

[root@client A ~]#

SRJ, HH] ssh lR55 R A L0 B IEREIER B SS 4%, FFPATRBUZ R 2T ar . 4%
Tk, PIE EYUAER BIHFEANE T .

[root@client B ~]# ssh 192.168.10.10

The authenticity of host '192.168.10.10 (192.168.10.10)"' can't be established.
ECDSA key fingerprint is 70:3b:5d:37:96:7b:2e:a5:28:0d:7e:dc:47:6a:fe:b5c.

Are you sure you want to continue connecting (yes/no)? yes

Warning: Permanently added '192.168.10.10"' (ECDSA) to the list of known hosts.
root@192.168.10.10's password: ILAMEIN root BEIER Y

Last login: Wed Feb 22 04:55:38 2017 from 192.168.10.10

[root@client B ~]# screen -x

[root@client B ~]

=L

1. 7E Linux R LRI IRCE M S5, 155128 LR
& BEMRSEATUMEN nmtui a4 . nmcli A2 B0 EHe i 0 R BC S SOk S0y
MRS H N

2. 7€ RHEL 7 RGN -RSEE AR B 2147
& A nmeli Ay 2R GBI -K 230 R H A T HGEDI M 280, DHYEE R ASE B T
(3759

3. WEFATIRRRIPE LA mode6 BEAHIHE AT
& PRI TAR, HASh&i, OsCHplsi s e it scfy.

4. 7E Linux REEH, il BUCHE &S0 R S EORBCE I S5 R e i, A 2 LR e Y
SRR, B BT A48

& R ECHA SRR IR R, SRS AR BRI ARC E S, B RS

5. sshd Iz 55 B 4 B0 E5 S B ST 5K, WA BT 22 4
& T, BRI AN A . A AN R A TR, iR AR
WA T A, AT SE B N
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. R AR S root/out. txt 4R34 B HHE A 192.168.10.20 FEFE E WL /home HE T, HA
i FAHL S IR EHLII N Linux 258, e NREREE TR 247

%. Pt scp /root/out.txt root@192.168.10.20:/home, Ff7E AT 1A B6AIF J5 B AT I

itk

. AR E Yom € FE MR
: HENZA R H SO ORB GO SR, RSB Yum RIBCE SR,

BAMKSEL, JEHHZE B H SR AR BRI JGR, Fa i Yum
AR LA RIS Y T o

s

. screen RS AR T REMS 1L AL BRI BRFR ] A [R5 AR 55, B R 25 & A= A bt A
FE RN EVL SRS B4, BAETIRE B — D28 linux B2TEE DB, i
A A

Z: PuUT4 screen -r linux B AP SR AN 206 5
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i Apache JRZS 355 i A WX ul

AEHBETUTARE:

Wit AR SR

B RRSS XS EL;
SELinux Z&F&%;
MANAFETIINGE;
REHAFANINRE;
Apache 89153 Hlo

YV V V V V VY

AR B EE R4 JE Web IR 2T, DL Web RS REFHY AL, SR 5 3 %) He 24 Al
T Web JIR 55 TR 7 A (i 1338 B8 A b B 45 Y AL B R, R il X httpd RSG5 F)7
O CRRELESEC . CKIEECE S KRG R MBS UHE RS ERE , MR s
Web 45 FEF IBCE T, HEEIEEIRELE Linux REHRDE RS 9415 .

X itg 2 I IR S FEARFE Y SELinux AR5 MIVER . —Fh TAERIR LA ROR IS A B vk,
PRiEEH ¥ 4R SELinux M SELinux %4 I F SCWECE Ik, KK SEMZ AT httpd I
5 FEIr ST RE AR Se iy, Horb 4 45 httpd AR 55 R e Y BEACER 2 . S K F 00 2Be
A4S IE T RS2, DR T 1P Mok . M4 (304 ). 3 0S4 kil 300
W35 T RE

1101 WisRSER

1970 4, YEREIKMAETE ) ARPANET (B ) SoIEAE, I m AR 1F
B, VP REFEFREDIGER T TR A . BARIE AT BT AR ( A 4 & FHERMNEZETT ) 8K
QAL SR B B, AH R TR MK FRHE AL AT T LI H A

R FRATT R 22 B8 NI 2 38 4o 177 ] P8 sl 1T 2 o E K O A MRS o AT TR T 18 ) 3k i 55
WA Web P28 IRSs , —BORFR AR v/r F P 38 2 30 U8 257 170 21 B rh £ R g IR IR 55 &l 10-
1 Fion, Web P4 ARG & —Fpplshivsml i il s Ay, B A B2 R I 0 At AL &
RIGA SN, B THRAURS TR Web R4 2i@ it HTTP GESCRE ML ) 5%
HTTPS (Z4B AL ML) RN LA .

HATAEsH At Web WZ5ARS BRI A TIS. Nginx il Apache %5, i, IS (Internet
Information Services, H.BxM{EEIRS ) & Windows R4 EIAR) Web RS T, X2E—K
FOEALH W 453 T, AT DIRE Web PsifiR5s, i n] LIEEE FTP. NMTP. SMTP 4§
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M55 . {02, IS HAETE Windows RGP I, A TXA 144 72 ( Linux HHZIX A% ),
R LLEWATERA T = TR Z N T,

IE R 45 5 Y Web R

Jo
-~

b PSR A SRR 0

CEE
K 10-1  FHLE Web k55 te Z RIHYiEF

2004 4 10 H 4 H, REE AT 6 S0 AR Web IRFSFEIT Nginx #1725 HifH,
Nginx P2 PR — @R G Wl i 55 30, POHAR e MR 3 i D RE T DLt o S5 55 i Tl
Y, A Nginx AN IR 22 R IRIEFEIC BT A Re oo, PIAS 2] T E NI R
Mo, BERAET TP PE . AR 20 TR Nginx IR5F27

Apache f2 7 & HRTHHA R & 14 56 R Web RSy 22—, HEFEHMZ LM
CHOATT B P ATEE . A APL Y, Bl 10-2 iR Apache 55 564 21 44
Logo, EMAFIHFEZENE LN L EE, 5GP = 07RO # AT 55 1
Apache I[RE 7 Al L2177 Linux 24 . UNIX RGEEELE Windows A&, CHFRET
IP. 345 Mo 5 BB BN RE, SZHRrZ R X, A IR S5 Aetsidh | &4
Socket JZ2 (SSL), BE@SSCA WERLMRSIRE S e HAEEE , A ES LT BRI

Apache #2572 £ RHEL 5, 6. 7 A% 895k Web R 4425, HAAAfin b — A
4,72 RHCSA #= RHCE iAIiEH X80 & 5 A%,

"Apache
Software Foundation

Community-led development since 1999.
& 10-2  Apache {34534 1) Logo

MERUL, Ngink RFBIFENGERZ T, T A BMIRARS%ms 7R K
HfEH, AR IERTELLE ) 5l 5 http://www.linuxprobe.com FJ&3E T Nginx AR 55 FLF 30
1y, AU Nginx B A9FRFE

{82, Apache FE/F1E NIRRT Web IRSSFERF, — T THITE Web IRS#RE T A A 24 =10
Hifi%, J3—J71H Apache 11,2 RHEL7 RGHBRIAN Web IS5 FET , 1l Hid /& RHCSA il RHCE
INIEZ IR NS, PIIICTE NEEBR HH AR EE SR MW RTZTIE A TE S i A B, FRA T AT 2
U272 Apache BRSFFEIFROTRE , IFRAFZIEH ] B+ & TIRE,

%1% ORI RABRHEEE]/media/cdrom H 3%,
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[root@linuxprobe ~]# mkdir -p /media/cdrom
[root@linuxprobe ~]# mount /dev/cdrom /media/cdrom
mount: /dev/sr0 is write-protected, mounting read-only

8 2% [ Vim SCRGEAAQE Yum GFEMECE S, Tl P EASE & X

A 53 4.1.4 /N,

[root@linuxprobe ~]# vim /etc/yum.repos.d/rhel7.repo
[rhel7]

name=rhel?7

baseurl=file:///media/cdrom

enabled=1

gpgcheck=0

8 3 & TS Apache IRFSFET. R, [ yum v b T 2EEnT, BYEAT SR

Apache IR B2 50 httpd, WNSR E4ZHRIT yum install apache 174>, W RG2S -

[root@linuxprobe ~]# yum install httpd
Loaded plugins: langpacks, product-id, subscription-manager
.................. B WE D HHAS B

Dependencies Resolved

Package Arch Version Repository Size

Installing:

httpd x86_64 2.4.6-17.el17 rhel 1.2 M
Installing for dependencies:

apr x86_64 1.4.8-3.el7 rhel 103 k
apr-util x86_64 1.5.2-6.el7 rhel 92 k
httpd-tools x86_64 2.4.6-17.el7 rhel 77 k
mailcap noarch 2.1.41-2.el17 rhel 31 k
Transaction Summary

Install 1 Package (+4 Dependent packages)
Total download size: 1.5 M

Installed size: 4.3 M

Is this ok [y/d/N]: y

Downloading packages:

.................. BUEIB IR B
Complete!

58 4% JaH httpd Al 55 R P ORR AT ALE shiv, (ELRERERE R GTLIMIZAT,
MNTRFEE R I R Web iz 55«

[root@linuxprobe ~]# systemctl start httpd

[root@linuxprobe ~]# systemctl enable httpd

In -s '/usr/lib/systemd/system/httpd.service' '/etc/systemd/system/multi-user.
target.wants/httpd.service'

KFAEW T 25X HLLL Firefox W YT 48 A5 I HbIER: FR4 A http://127.0.0.1 Ff-44 7] 448
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WUAT LA B T ER A Web Il 95 19 httpd Il 55 R 7 AOERIA U 1, 4nfEl 10-3 s

[root@linuxprobe ~]# firefox

® Applications Places ErefanEb Browser W) @ Tueld:23 B root

Test Page for the Apache HTTP Server on Red Hat Enterprise Linux — Mozilla Firefox - ==
File Edit View History Bookmarks Tools Help
| (7} Test Page for the Apache H... ‘IE:}Red Hat ] H + |

& 127,001 v @| |Bv coogle al & @

Red Hat Enterprise Linux Test Page

This page is used to test the proper operation of the Apache HTTP server after it has been installed. If you can read this page, it means that the Apache HTTP server
installed at this site is working properly.

If you are a member of the general public: If you are the website administrator:
The fact that you are seeing this page indicates that the website you just ‘You may now add content to the directory /var/www/htnl/. Note that until you
visited is either experiencing problems, or is undergoing routine do so, people visiting your website will see this page, and not your content.
maintenance. To prevent this page from ever being used, follow the instructions in the file

Jetc/httpd/conf.d/welcome. conf.
If you would like to let the administrators of this website know that you've
seen this page instead of the page you expected, you should send them You are free to use the image below on web sites powered by the Apache
e-mail. In general, mail sent to the name "webmaster' and directed to the HTTP Server:
website's domain should reach the appropriate person

wered by 24

For example, if you experienced problems while visiting www.example.com, “\A rPACH

you should send e-mail to "webmaster@example.com".

For information on Red Hat Enterprise Linux, please visit the Red Hat. Inc.
website. The documentation for Red Hat Enterprise Linux is available on the
Red Hat, Inc. website

E root@linuxprobe:~/Desktop H ‘ Test Page for the Apache HTTP ... 1/4 U
4

B 10-3  httpd [R5 F2F BRI UL 1A

110.2 BRERSXHSH

TR RR RIS, BTSN httpd ARS5 FEFPAY L2 FE1T, (U httpd fRS5FEPRY
— MR FRATRARA R IE RS EE . 78 Linux 2P ECE RS, e 280 IR 45 e
BEOCHE, B, T B P SO e B LA AR, httpd AR S5 BRI Y 2 B SC
1 B AF T BN 10-1 iR .

%= 10-1 Linux R B ESXH

LB R AR EAirE
k%5 B 5% /etc/httpd

TRl E S /etc/httpd/conf/httpd.conf
ERARAEHERS /var/www/html

il H & /var/log/httpd/access_log
HiRHE /var/log/httpd/error log

RETEE UATIT httpd 55 FEF B FRCE SCHF, ATRESIN —Bk—— 08 353 171 X2
TR SR I R A RER e 7 R, RS ZAT AR A2 e B0 it D 7E i HLR B T
PURTERX AR E SO, B DS (#) THRRTTECRIERAT, HHAEXT httpd k557
MINRES 1T SR A, FRANTAT ZB T LE N2

7E httpd 255 e A ERCE SR, A =F2RAIRME R ERATEE . 2RME . X
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[root@linuxprobe ~J# vim /etc/httpd/conf/hitnd.conf

# This is the main Apache server configuration file

ServerRoot "/etc/hitnd”
Semvermoot Teteing LREE

ServerName www.linuxprobe.com

HFETRES

104 httpd 55 F2)F %) = BC B SO A

BLEEE R 5 4 B ORI RE R, Pk B 2R 2R E S8 XK
BB 4 R, )R ESE e —Fh 2Rtk E S8, aTPE T T Y
Tulind, BEORIE T ol S RIER Ui, WA TS AR R SR TR, X E
ZRON I BT X T IS A T AT B Y . R e A B TR, AR TT
TR BRI BT e 2y B[R] 2ok — B N R (2RO ), SRS FRARIE B (7 [R] 27 1) AR ER
TR T RZ B3 (IXIRECE ). 7 httpd IS5 e ERCE IR, o i RS8Nk 10-2

F7s o
#* 10-2 B E httpd BR 512 AT & & A S B R AigdEid
SH Jitbed
ServerRoot M55 H %
ServerAdmin R IR A
User BATIRSS R
Group IBATHRSS P 20
ServerName PO 3 2 55 st P 4%
DocumentRoot EhEACERS
Directory P st KAl 1 SR AR PR
Listen WEWTRY TP Hudik 535 15
DirectoryIndex VNN
ErrorLog B H A5
CustomLog Viie) B &S
Timeout W SRR RTESE] - BRIA K 300 £D

MFE 10-2 H7]1, DocumentRoot SAUFH T 5E X WM vk B s I PRAT 64T, HSEBERINE
SEAE s R A fvar/ www/htm] B SR 1T 5 FT X ) 0L 44 AR 2 index.html,
AT LA Ta] fvar/www/html H SRS A— S0, Bfehi hitpd IRSFEFF BN U, % 38RAE

220



{Linux FLiZIXA%Y — M) Linux 24052018 RHCE A UE % 2 5 = Fh4E

2T EIAERL
HEPAT LI EZ IS, FFE Firefox WIYEZFTPRIE httpd RS FEF, ATLLERIZEFAIHE
THINACLEE T, WK 10-5 fimn,

[root@linuxprobe ~]# echo "Welcome To LinuxProbe.Com" > /var/www/html/index.html

[root@linuxprobe ~]# firefox

3

File Edit View History Bookmarks Tools Help
| (ihttp://127.0.0.1/ |J + |

“Welcome To LinuxProbe.Com”

Mozilla Firefox - 8| Xx

127.0.0.1 v @ B~ Google Q J\'/L 7

[ 10-5 httpd AR5 F2)7 10 B LRI N 25 C S8 B0

KRELETHEXNLIZ G, BB OEBI TWE? | ZEBRINEN T, PSSl e R
/var/www/html H 5, 177 a0 SREARFEORAE Wl 5500 1) B S44& 20CA /home/wwwroot H 5%, /B4

PaEWE?

HAE T3

S & BB H %, IR E U,

[root@linuxprobe ~]# mkdir /home/wwwroot

[root@linuxprobe ~]# echo "The New Web Directory" > /home/wwwroot/index.html

5 2 4. 7T httpd A5 207 1 FEHEC B SCHE, F2055 119 47 T3 s Ba fRrv i A2

Z% DocumentRoot &k /home/wwwroot, [FIRFIATFEREZ955 124 17 H T2 L H AR S
#( Directory J& i B9 45 A BN /home/wwwroot, Bt & SCAHE I EEE J5 BRI AT PRA7F TR i .

[root@linuxprobe ~]# vim /etc/httpd/conf/httpd.conf

........ o) TR = S S

# DocumentRoot: The directory out of which you will serve your

# documents. By default, all requests are taken from this directory, but
# symbolic links and aliases may be used to point to other locations.

#

DocumentRoot "/home/wwwroot"

#

# Relax access to content within /var/www.
#

<Directory "/home/wwwroot">

125 AllowOverride None
126 # Allow open access:
127 Require all granted
128 </Directory>

.................. ARG HAS B
[root@linuxprobe ~]#

8 3 3 HHTA 3h httpd RSG5 FE IR UEASCR , W AR BT VRS AN A AN 10-6 TR o
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AR N AF ST httpd RS FRF A BOA T DU 7 FFRUE, A TE Rl Y DU SO
S E P ARA EBT, A WoR httpd iz 55 587 09 B0 8 DU . FRATE 223K 15 )
http://127.0.0.1/index.html JUFIR}, TE4R AP IUTE /< “Forbidden,You don't have permission
to access /index.html on this server.” . TMiX—4J1EJ& SELinux 764 % .

[root@linuxprobe ~]# systemctl restart httpd
[root@linuxprobe ~]# firefox

M Applications Places ﬁrefoxWeb Browser. ) @ Tuel4:223 B root

Test Page for the Apache HTTP Server on Red Hat Enterprise Linux - Mozilla Firefox - [o [

File Edit View History Bookmarks Tools Help

| () Test Page for the Apache H... 3 ‘J:_j Red Hat 3 U + ‘
& 127.0.0.1 v @| |Bv Google al & &
Red Hat Enterprise Linux Test Page

This sed to testthe proper operation of the Apache HTTP server after it has been installed. If you can read this page, it means that the Apache HTTP server
Instaled at his ate s working properly.

If you are a member of the general public: If you are the website administrator:
The fact that you are seeing this page indicates that the website you just You may now add content to the d\rectory Iva /mm u Note that umt\l you
visited is either experi @ problems, or is undergoing routine do ople visiting your website will see this pa

0. pe: IS P
maintenance To prevert his page from ever bemg used, follow the mstrUctions in e fie
onf.

Fetc/httpd/conf. d/vel

If you would ke t Itth o i know that you've
seen this page instead ould send them You are free to use the image below on web sites powered by the Apache
e-mail. In general, mail sent to the name "webmaster' and directed to the HTTP Server:
Webaies doman ShoUId 1Each the Spproprate person

wered by 2.4
For example, if you experienced problems while visiting www.example.com, APACH
you shollid send e-mail to "webmaster@example.com.

For mformatlon on Red Hat Enterpmse unux p\ease vwswt the Red Hat, \nc
website. The documentation for Red Hat Entx e Lint ailable
Red Hat Inc webswte

[l root@linuxprobe:~/Desktop H @ Test Page for the Apache HTTP ... 1/4 g

[ 10-6  httpd R 4527 (1 ERIN T TUIE

10.3 SELinux £&F&%

SELinux ( Security-Enhanced Linux ) J& 3¢ [F [ %¢ 244 I 7E Linux JFEAL X A9 BI R IT &)
—Aain il iR il MAC, Mandatory Access Control )it 44T £ 4t . RHEL 7 £ %i{#i ] SELinux
FRM B &R Tk MRS AR SZ B2, (il ORI A AR HU B I

filan, &AE AR T T — SRR, él,u%?EF 3 B g R e T 3R
FIRHGE, EATEIR & BRBRWET 5 W VE 48 A A S5 L, T X AR AN R 22 & AU 1
IR b2 ) R B A 1L R U, P15 1T i ). SELinux ﬁ%?f%ﬁ?jﬁ%ﬁﬂ TR AT
W), BReE N7 5247 X RS FEF I D REHEA TR ( SELinux 3 BR il o] LA
PRARSS BRI O T HAS 31 ); X SCPREIR AR BRI ( SELinux %24 I SCH P SO 53 R
H BeH T @ IRk 55 R I A T ) )

X3t #4028 % 2548 “SELinux 3” 1 “SELinux Z¢4x |- F 30" FROMJE Linux A48 04
B, RGENPIIRS T R BB A 2 2 [ O T ROz R B TR, SRR A AR T &R
gc, WICEHIH RGN RS BT A TEAGRAE . (H)2, JER TR AY2, SELinux IR55 AR
7%, PCEXEEWARR, MZIRZE4E N T IRE AR FEAG, WIS BAR 2 k55 A il E
I Linux A5G HHK SELinux 258 T 5 X0 BR IBEFE .
SELinux iR 4545 —FplC &R, HAARIT .
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> enforcing: R L 2RI, BEERS A GETEK

> permissive: JHEENIRF AT, HU& B AR TR A

> disabled: XFTHUALIFT A E S WAL

AAS b 1 B S AR AR SR S SRR T 1 7Y, BARTEASH] SELinux Hlﬁ%
TSRS RS LR, (R AEA P IR A Y AN . JRE A — N AC RS, &
F SELinux %5 E e B S e L BRIIRES . a5 )2 permissive 3 disabled, FEUUEEE &L
4 enforcing.

[root@linuxprobe ~]# vim /etc/selinux/config

# This file controls the state of SELinux on the system.

# SELINUX= can take one of these three values:

# enforcing - SELinux security policy is enforced.

# permissive - SELinux prints warnings instead of enforcing.
# disabled - No SELinux policy is loaded.

SELINUX=enforcing

# SELINUXTYPE= can take one of these two values:

# targeted - Targeted processes are protected,

# minimum - Modification of targeted policy. Only selected processes are protected.
# mls - Multi Level Security protection.
SELINUXTYPE=targeted

SELinux R4 W)= E A, E X2 SELinux MERIGBIPIRES, ol LG H I N &R
SGEREIRE, FHICEANSER RGBS, AT LIE ] getenforce 74345 241l SELinux
55 B AR

[root@linuxprobe ~]# getenforce
Enforcing

T HHAE 10-6 Bfﬁé’]é*%ﬁ}%é@%lj\j SELinux ﬁﬁ%ﬁté’] A LA setenforce [0[1]#F2>
&k SELinux YAETAIa T (0 SAZEH, 1 R ). R, XFMEU HZIRET, fERSE
HR R SRR

[root@linuxprobe ~]# setenforce 0
[root@linuxprobe ~]# getenforce
Permissive

FRRFMTT, SiESFREFMITNEAET, WE 10-7 Pias. 7l SR RAE T
SELinux fiIR 5% I"1f .

[root@linuxprobe ~]# firefox
M Applications Places ErefoxWeb Browser *) & sun17:32 B root
Mozilla Firefox -8 [>
File Edit View History Bookmarks Tools Help
| (3 http:/127.0.0.1/ ||
G4 127.001 v @| [Bv Google al 4 @
The New Web Directory

& 10-7 DU N A IR TON 2R

BUAE, AR EHZ— T Fr IR (445 v S R VAR HEL L [ Wi 7
httpd /I 55 R 7 B9 DI RESZ FLV/F 5 IR 36 AL 2, PRLIEE SELinux 5 7 23RN T P 6
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U TR ERE o AE, FRATPHE s s A BRIA DRAT F SRAB N T /home/wwwroot, T i A=
AT o AE 6.1 /N PR, /home H SRIEHIRAFHCE M FOR H R BEAY, ELAE, httpd
SR P 1 A 55 AL AR T 7 5 H s 8l 1, X AR T SELinux 14 A S o

BUAE, FAHE SELinux k55 1K 25 i Jn 2 ks, SRJS 70 &7 It ih I ol X
APRAT B 5355 2SIl e 1) DR A7 HSRO2 B A AN R A SELinux 4242 [ F 3C{H -

[root@linuxprobe ~]# setenforce 1

[root@linuxprobe ~]# ls -zd /var/www/html

drwxr-xr-x. root root system u:object r:httpd sys_content t:s0 /var/www/html
[root@linuxprobe ~]# 1ls -Zd /home/wwwroot

drwxrwxrwx. root root unconfined u:object r:home root_t:s0 /home/wwwroot

TESCE B R SELinux 64 IR UM P B A EaB LSRRI S 25 Bt (A
M Hrr, B system u (AR RGHFRR B, B object r AR H MM,
ZEAIBL httpd_sys_content_t XM R4S 19 R G830 . 1T SELinux 55 SEAE Kt 4%, BUFE
KFE AT E PR SELinux R4S IIVEREE AT LA, X 2 I AR S AE A A5 B kB s Hh S &2
H—EE AP PRA# SELinux 255

X YA AP O, FoATT R RS EH FH semanage 74, K5 2411 ¥4 H 5% /home/wwwroot [
SELinux %4 [ F SCESCH R FAR s B S —FEsEnT LT .

10.3.1 semanage #<

semanage iy 2 H T4 # SELinux MR HE, #%3X°~ “semanage [#ET] [3CHF]7.

SELinux AR5 RHEETH T Linux RGEL LM, K H P AR R SEE 5.
semanage i 2 NMYUAEWRALESE cheon My S E——I B U . HSRAIRNE, i8] LIS N 2%
i BT (X R AR T2 5 SO TR o 8] semanage iy A, 22 B LAS
SR REUN TR

> 1 ST,

> -a ZHHTH;

> -m SHHTBN;

> -d ZHUHTMER.

Ban, wT LA R EicE H S s in—4% SELinux %4 1R3¢, ik~ H DU B
T T A SCIFRERS Y httpd IR 55 R FriJifa) 2] .

[root@linuxprobe ~]# semanage fcontext -a -t httpd sys_content_t /home/wwwroot
[root@linuxprobe ~]# semanage fcontext -a -t httpd sys_content t /home/wwwroot/*

HE, WUT EREEZ)E, ICEEr B sk, A7 228 F restorecon iy 41515 B 4711
SELinux %4> [N 3 BIAER . ZE(HH restorecon fir 4B, FTLUNN I--Rv SO0 1Y H skitk
1TiBHHAE, LI R SELinux 44 IR SCHEBuERE . S, FRRRIET I, ST DAOER
BEIMITNE T, SR E 10-8 FiR,

[root@linuxprobe ~]# restorecon -Rv /home/wwwroot/

restorecon reset /home/wwwroot context unconfined u:object_r:home_root_t:s0->
unconfined u:object_r:httpd sys_content t:s0

restorecon reset /home/wwwroot/index.html context unconfined u:object_r:home root_
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t:s0->unconfined u:object_r:httpd sys_content t:s0

[root@linuxprobe ~]# firefox
M applications Places Br..ln.w.'n Browser M ] Suni7?r oot
Mazilla Firafox
[ 4 Y marks  Too p
------ o1 | *

3] Q <

P 10-8 IEH A 2R 5T 2
FOATE I3 AR HUEHE httpd AR 55 F2 P IC 8 22 2 n] AR Z 5 i, 45 R AR
%37 SELinux Z4x B RICHIRRME . Brid, @REIERCE httpd RS FEFMS, —E 24
Oy e —H RN % httpd RSP 25, e &I SELinux ik 55 I3 A A8 24k

B %4 7 RHCSA, RHCE & RHCA #iX ¥, #EZALE B EHIERE BHATH
oMk, B, EBGEH A B F AR ZIRA T E RS A B TR B R 6 5]
TR, YdeiX 23k E 275 Hm systemctl enable httpd 44,

10.4 DN ARFPERINEE

WERARTE R G O A P S, — NS B R, 3 A0 5 VR R LT R O It LI g
KRB Z AWl o (HIXA TARS IS B G AGS JUHE I P BeE AR R ), 1 ELAEH P
FIATE BRGNS , iRl 225 RhACRER ], 5 2O AR 28 TAE . 52, httpd iz 55 72
FEER LR A 2 5t RESE 4l LLAEAT XA TAE . I BET LIE R GE N BT A B R P 7E A
O A H s B Rl i ELos Rl sk B AR A 5

$ 14 1 htpd RS FEFF, BOABATHR N AN E0IhEE. i, FRATH 245 T

T BCE S, ARG HESRE 17 £ UserDir disabled ZEUHTIRIN 15 (#), FoRil httpd A5
FEFFIFE AR EGUIIRE; [ LSS 24 4769 UserDir public_html ZHATHIFII-S (#) %
f51.( UserDir 4R Wb Ba 76 - 2 H b i 07 H s 44 5%, B public_html H 5% ). 55,
TEAEBCE IR IEA AT

[root@linuxprobe ~]# vim /etc/httpd/conf.d/userdir.conf

#

UserDir: The name of the directory that is appended onto a user's home
directory if a ~user request is received.

The path to the end user account 'public html' directory must be
accessible to the webserver userid. This usually means that ~userid
must have permissions of 711, ~userid/public html must have permissions

r
1
2
3
4
5
6
7
8 of 755, and documents contained therein must be world-readable.
9

HH H FH H H FH H

Otherwise, the client will only receive a "403 Forbidden" message.

=
o
4=

11 <IfModule mod userdir.c>
12 #
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13 # UserDir is disabled by default since it can confirm the presence
14 # of a username on the system (depending on home directory

15 # permissions) .

16 #

17 # UserDir disabled

18

19 #

20 # To enable requests to /~user/ to serve the user's public html

21 # directory, remove the "UserDir disabled" line above, and uncomment
22 # the following line instead:

23 #

24 UserDir public_html

25 </IfModule>

26

27 #

28 # Control access to UserDir directories. The following is an example
29 # for a site where these directories are restricted to read-only.
30 #

31 <Directory "/home/*/public html">

32 AllowOverride FileInfo AuthConfig Limit Indexes

33 Options MultiViews Indexes SymLinksIfOwnerMatch IncludesNoExec

34 Require method GET POST OPTIONS

35 </Directory>

8 2% P Z A SRS T R Bl i H 5 508 TR SCrE . b, B
Z H B EIEECH 755, PRUEHAA AT BCER U T A N 25

[root@linuxprobe homel# su - linuxprobe

Last login: Fri May 22 13:17:37 CST 2017 on :0

[linuxprobe@linuxprobe ~]$ mkdir public html

[linuxprobe@linuxprobe ~]$ echo "This is linuxprobe's website" > public html/
index.html

[linuxprobe@linuxprobe ~]$ chmod -Rf 755 /home/linuxprobe

% 345 WHOS) httpd ARG AR, 7EN VAR O HBIERS Hhda AR SE, HAS U “Bihk/~H

F&” (PSR ST 0, T EH ML RS . P24 2 BIBA 254 ), WERIS kbt
ATUAEBIHP RN AREE T o ASHETRIE R, RGBT, WK 10-9 s, X—Eid
+& SELinux &I .

E 45 BEXIIMERNREF R4 httpd MRS FFIESAES NP E0OIRER, ZH

F 9 R B H SR A B N SRAE R 53X A P R S H SR, BT DA T EEAE L
K H M SELinux %4> I F3C, fH2, AISGAYE] T Linux WA Linux 06 AR 55 #7
AR TIE AR ERAE, HREAA 4 Mo H P BEHENR S5 o httpd JIR55 Hh 988 g myax 1~ A H
1 E T REREA BAT 9L SELinux BERIA SR 1F0E?
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® Applications Places mirefoan Browser 4) @) sun1820 B root
403 Forbidden - Mozilla Firefox - o

File Edit View History Bookmarks Tools Help

{71403 Forbidden ” & ‘

& 127.0.0.1 v @/ [Bv Google Q I &
s

Forbidden

You don't have permission to access /~linuxprobe on this server.

F10-9  ZRIET5R A B4 A Rt

TR getsebool fir £ I IE HTA 5 HTTP PRSAHICH) 2 25 o Horp, off Oy
ERIRIRA, on N AVPIRES

[root@linuxprobe ~]# getsebool -a | grep http
httpd anon write --> off

httpd builtin scripting --> on
httpd _can_check _spam --> off

httpd _can_connect ftp --> off
httpd can_connect_ldap --> off
httpd _can_connect mythtv --> off
httpd can_connect_zabbix --> off
httpd _can network connect --> off
httpd _can_network connect_cobbler --> off
httpd _can network connect db --> off
httpd _can_network memcache --> off
httpd can network relay --> off
httpd can_sendmail --> off

httpd dbus_avahi --> off

httpd _dbus_sssd --> off

httpd dontaudit search dirs --> off
httpd enable cgi --> on

httpd enable ftp server --> off
httpd enable homedirs --> off
httpd execmem --> off

httpd graceful_shutdown --> on
httpd manage_ipa --> off

httpd mod_auth ntlm winbind --> off
httpd mod auth pam --> off

httpd _read user_content --> off
httpd run stickshift --> off

httpd serve_cobbler files --> off
httpd setrlimit --> off

httpd ssi_exec --> off
httpd_sys_script_anon write --> off
httpd _tmp_exec --> off

httpd _tty comm --> off

httpd unified --> off
httpd use cifs --> off

httpd use_fusefs --> off
httpd use gpg --> off

httpd use _nfs --> off
httpd_use_openstack --> off

httpd use_sasl --> off

httpd verify dns --> off
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named_tcp bind http port --> off
prosody bind http port --> off

X ANt 2 /) SELinux 32 25 HN] , SEAE AT BB R T A], RATHZReE
A FRBUF I AR SCH Mg B 298 7. teln, #EIF)S httpd H[ﬁ%E’J/\J\Fﬁ)ﬁIﬁyJ g,
84 FH 2] SELinux 120 4> K W&V i% & httpd_enable homedirs M%7 K EHf & Jo wt vl LA
setsebool AT A& SELinux WS 4 A /RIE T o« RFE—FEZEICFETE setsebool AT
JETEN E-P 28, MEMUS R SELinux SREBEALIN K A ARG H S BIAER . Bl R DT, A%
FRAE 10-10 Fis .

[root@linuxprobe ~]# setsebool -P httpd enable homedirs=on

[root@linuxprobe ~]# firefox

M Applications Places ErefoxWEb Browser *) &9 sun19:51 8 root

Mozilla Firefox - [o|x
File Edit View History Bookmarks Tools Help
I nttp://127.0.0.1/~linuxprobe/ | 4 |
& 127.0.0.1

This is linuxprobe's website

Kl 10-10 IEWAEB A LI RN

A, PSP I AR R R A A R ok, AR El e By Y5k 9 H 7
RPN, W] DAER s b4 Drfe

£ 1% Sl htpasswd 2 A UL EE 7 o -¢ SHCERRE— KA S

SOV I 2 RSN PR A A, DL CREEE B P a0k G P AR R RGP e A1
A HLIK ),

[root@linuxprobe ~]# htpasswd -c /etc/httpd/passwd linuxprobe

New password: It A F R TTIEIEHI A5

Re-type new password:BEHIN—IBHITHIA

Adding password for user linuxprobe

8 2 % G AP EIRERIBRCE SR 5 3135 fTHIS S BB RSN

7, s (#) kN A X E A IR TER R B, DR 2 o S RAF IR H
B, HEE httpd IS5 FRF RIATAERL

[root@linuxprobe ~]# vim /etc/httpd/conf.d/userdir.conf

27 #

28 # Control access to UserDir directories. The following is an example
29 # for a site where these directories are restricted to read-only.

30 #

31 <Directory "/home/*/public html">

32 AllowOverride all

HRTAI AR B SR 1R 26 R A6 SR DR AT B A2

33 authuserfile "/etc/httpd/passwd"

#29 H 25 AN H P Rt R 3R 5 2
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34 authname "My privately website"

35 authtype basic

P AT I P 3 T X SRR 7 BSR4 R

36 require user linuxprobe

37 </Directory>

[root@linuxprobe ~]# systemctl restart httpd

WIS, Y P FAR DT RIS S A RSb I, S S A P R3S A RE IE 17 7]
T o AAN  BAEIS FH 4 P AR 2 htpasswd Air2 A2 i 17T R T I 25 5 10 1 A 5515
MAERG BP0, EANERRE T . Bk manE 10-11 s,
Places ‘faneh Browser

® Applications %) o Sun22:08 B root

Authentication Required

ﬁ A username an d passwor, d are being requested by http://127.0.0.1, The site says: "My privately
website”

|
|

@ 201 Unauthorized - Mozilla Fire.. J 1/4 (©)

B10-11 Ml fi s S A K R i 4 eVl

110.5  ERHENIIAS

WRAFIZE1T Linux REM RS 4 L HAEEIT— W, A NSK . s/ E
R 3 4 e e 3 7 o B P IR S AR AL BT SR T, X B AR S 1l L R R R TR B . AE
L E F IR 45 %% ( Virtual Private Server, VPS) 5z 184 8 REEA: LIRT, 1IDC IR 540 i
R T RS T FE A R R S5 AR VR, TR R TR AR K TS, TR TR E
HLIIHE .

FIUH B ENLTIRE, o L — &AL T a4 RS i Py B R 55 2% 73 B 2 A4~ e 100 1 iR
F A7 o AHZ, BRI I BT = EHLBAR A B G R 25 , h 3 2 i 40 Al 55 2% AL
[v) {6l FH 400 B A 55 i ) B 7 D, (A R R PR AR 25 A (o T 25 T K/ T8 R i
R ( FZERMACHE ), HAETMKRA R 2 il oA~ N3G K78 68 FH R U3 LRI 2Ok 350 &
R 3

Apache [ AT RESE MRS 253 T H P iR O RTR) 1P otk B=HLIRA sk 1145, 5K
IR A [l [ S SRR ER A TT Rl R S5 B AR, WniEl 10-12 BoR, FH PSRBT, i
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LRI 1 9 5L A ZR A AR o AR R G Z A B e R, ] REAS AR BE AR P i) B
F—o LI ISR TR BISRACRZ R, B—EMaVIAT .

FRERBERR, EBRENFERZAHEFEDIZERE] TGRS, AR ENE
hZ WARE FAEFE,

WWW. linuxprobe.com

|

’/‘/
‘/
e
-
~ B

SRR T HE (Internet)

Yy v

BBS.linuxprobe.com

P 10-12 70 i i I 55 R o0 2l e 55

10.5.1 ETF Pttt

MR — G 5525 24 1P Hiuhk, 1 FLAEAS 1P sk 5255 2 bl 2 0 > sl —— % iz,
BOREY PR USRS [T A 1P Mk, 2 TR B ) [l ) ST e 0. M EL, S WA AT
—ANHISEAY TP Huhk, XHERTIEMACBIA Mg P LU 75 28 B R ol T ML REA
I, W3z B) T Rt Al (JEHR ARG ).

Xt EINAES 4 FRIES 9 TP 1T RCE MR PRI L, REAESR P TAR
HRTBE RS, WUYET I SRR TE, TR E Y 1P Mk NP 10-13 R, 7ERCE E BT A
PRk 95 ), AR A 2% e P, B PR =S TP kAT IE R U], anfEl 10-14 s (X
REZ, —E B, SRR T —41).
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root@linuxprobe:~/Desktop - | O

File Edit Wiew Search Terminal Help

| Edit connection |

0
Profile name 1
Device AR (e
= ETHERNET <Show=
+ IPv4 CONFIGURATION g é <Hide>
Addresses ; ] <Remove=
<Remove=
<Remove>
Gateway
DNS servers <Add...=
f

Search domains <Add...=>

Routing (No custom routes) <Edit...=
[ 1 Mever use this network for default route

[X] Require IPv4 addressing for this connecticn

1% 10-13 {8 nmtui 772 W B RE5 S50

£ 1% 507E/home/wwwroot HHAEH FARAFA R s B 3 A~H %, w2

BGOSR A I X AN R sl N AR R, D7 (A TR S
RESE EDULHIAS A RICR

root@linuxprobe:~/Desktop - |3

File Edit View Search Terminal Help

[root@linuxprobe Desktopl# |systemctl restart network]

[ root@linuxprobe Desktopl# ping 192.168.10.10

PING 192.168.10.10 (192.168.10.10) 56(84) bytes of data.

54 bytes from 192.168.10.10: icmp_seg=l ttl=64 time=0.062 ms

"C

--- 182.168.10.10 ping statistics ---

1l packets transmitted, 1 received, 0% packet loss, time Oms

rtt min/ava/max/mdev = 0.062/0.062/0.062/0.000 ms
root@linuxprobe Desktop]# ping .

PING 192.168.10.20 (192.168.10.20) 56(84) bytes of data.

54 bytes from 192.168.10.20: icmp_seg=l ttl=54 time=0.104 ms

~C

---1682.168.10.20 ping statistics ---

1 packets transmitted, 1 received, 0% packet loss, time Gms
rtt min/avg/max/mdev = 0.104/0.104/0.104/0.000 ms

TTOOTGLINUXpTODE Deskiop ¥ ping 192.168.10.30

PING 192.168.10.30 (192.168.10.30) 56(84) bytes of data.

54 bytes from 192.168.10.30: icmp_seg=l ttl=54 time=0.098 ms

~C

---1682.168.10.30 ping statistics ---

1 packets transmitted, 1 received, 0% packet loss, time Gms
rtt min/avg/max/mdev = 0.098/0.098/0.098/0.000 ms
[root@linuxprobe Desktopl#

10-14 435K 3 A 1P Hhuhk A% 3% 58 1

root@linuxprobe ~ mkdir -p /home/wwwroot/10

root@linuxprobe ~ mkdir -p /home/wwwroot/20
mkdir -p /home/wwwroot/30

#
#
root@linuxprobe ~1#
# echo "IP:192.168.10.10" > /home/wwwroot/10/index.html
#
#

root@linuxprobe ~
echo "IP:192.168.10.20" > /home/wwwroot/20/index.html
echo "IP:192.168.10.30" > /home/wwwroot/30/index.html

root@linuxprobe ~

[
[
[
[
[
[

root@linuxprobe ~
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£ 2% 1 httpd RS HUECE S RL 113 47740F0R, A HREINE A=IET 1P Huhik il
AFHUNESE, SRIGOAHE . IO TEE httpd RS, IXSERECE A AR

[root@linuxprobe ~]# vim /etc/httpd/conf/httpd.conf
.................. ) i T LS S

113 <VirtualHost 192.168.10.10>
114 DocumentRoot /home/wwwroot/10
115 ServerName www.linuxprobe.com
116 <Directory /home/wwwroot/10 >
117 AllowOverride None

118 Require all granted

119 </Directory>

120 </VirtualHost>

121 <VirtualHost 192.168.10.20>
122 DocumentRoot /home/wwwroot/20
123 ServerName bbs.linuxprobe.com
124 <Directory /home/wwwroot/20 >
125 AllowOverride None

126 Require all granted

127 </Directory>

128 </VirtualHost>

129 <VirtualHost 192.168.10.30>
130 DocumentRoot /home/wwwroot/30
131 ServerName tech.linuxprobe.com
132 <Directory /home/wwwroot/30 >
133 AllowOverride None

134 Require all granted

135 </Directory>

136 </VirtualHost>

,,,,,,,,,,,,,,,,,, BREES AR

[root@linuxprobe ~]# systemctl restart httpd

58 34 BEmURIRsE, W2 B httpd 55T BBRIA B DU . KRR IAERLZ A 2R

N i e——XJ& SELinux 7E#5 % . T 2419 /home/wwwroot H 5% K HL I () I 3 5t H S
SELinux 224> [ F3C5 MRS A4, K httpd 745 B3R 012 R B3 i 2 o st 45 s H 5 o
AT EF S H A NGB H 5509 SELinux 264 bR SCEIERG ( WURTSCOSEEs ), FHd
restorecon AT 2 LB BEE Y SELinux 24 I T 3CAr RIAERL, XRERE AT LAy B 21 Wi 19 17 (a1 3%
BT, WK 10-15 Fis.

[root@linuxprobe ~]# semanage fcontext -a -t httpd sys_content_t /home/wwwroot
[root@linuxprobe ~]# semanage fcontext -a -t httpd sys _content t /home/wwwroot/10
[root@linuxprobe ~]# semanage fcontext -a -t httpd sys_content t /home/wwwroot/10/*
[root@linuxprobe ~]# semanage fcontext -a -t httpd sys content t /home/wwwroot/20
[root@linuxprobe ~]# semanage fcontext -a -t httpd sys content t /home/wwwroot/20/*
[root@linuxprobe ~]# semanage fcontext -a -t httpd sys content t /home/wwwroot/30
[root@linuxprobe ~]# semanage fcontext -a -t httpd sys_content t /home/wwwroot/30/*
[root@linuxprobe ~]# restorecon -Rv /home/wwwroot

restorecon reset /home/wwwroot context unconfined u:object_r:home_ root t:s0->
unconfined u:object_r:httpd sys_content t:s0

restorecon reset /home/wwwroot/10 context unconfined u:object_r:home_root_t:s0-
>unconfined u:object_r:httpd _sys_content t:s0
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restorecon reset /home/wwwroot/10/index.html context unconfined u:object r:home
root_t:sO0->unconfined u:object r:httpd sys content t:s0

restorecon reset /home/wwwroot/20 context unconfined u:object r:home root t:s0->
unconfined u:object r:httpd sys content t:s0

restorecon reset /home/wwwroot/20/index.html context unconfined u:object r:home
root_t:sO->unconfined u:object_r:httpd sys_content t:s0

restorecon reset /home/wwwroot/30 context unconfined u:object r:home root t:s0->
unconfined u:object r:httpd sys content t:s0

restorecon reset /home/wwwroot/30/index.html context unconfined u:object r:home
root_t:sO0->unconfined u:object r:httpd sys content t:s0

[root@linuxprobe ~]# firefox

Mozilla Firefox g
File Edit View History Bookmarks Tools Help
IthngulgzlaaloJOJ “+‘
1 192.168.10.10 ~ @ (8 Google Q _\l'/L &

1P:192.168.10.10

Mozilla Firefox - |8 [Xx
File Edit View History Bookmarks Tools Help
ihttp://192.168.10.20/ U +|
G 192.168.10.20 ~ @] [B> Google al & @

1P:182.168.10.20

Mozilla Firefox - |3
File Edit Wiew History Bookmarks Tools Help
| (] http://192.168.10.30/ |+
%o 192.168.10.30 v @ B~ Google Q J\_/L @

[P:182.168.10.30

B 10-15 TR 1P Huhkin] g4l S0 g

10.5.2 ETFENUEHE

MRS58 o1k R EEAS W s AR i — ANt sy TP Mk g, AT LAZ2iR3E Apache H BhiR 4]
H PRI, IR AS [A] A 344 T R ORAR A R N 2 o ZEXRME B0 T T S hn i
B, HEF LR A IR IS #5 LA — TR 1P dbhk (iXHLDL 192.168.10.10 K
) ST T o T YRR B A A TS DNS sy, I BT T8 X 1P #dik 5
B Z BT R o Jete/hosts S Linux Z G0 H T3 il 5 AR A i AT 2148 22 1P ik
FOMCE SCME, B, HBLX AN SO E R, BV M 250h %A DNS 15 B Wik RGE%
B4 AT RS TP btk

$ 1% T I0E L IP Mk 54 Z AR OC AR BOBCE S, PRAFTFIR IS 2 RIVAERL
AT LAIE I 5351 ping 33X $EA7% K SO UE I A% 2 15 2T 1P sl

[root@linuxprobe ~]# vim /etc/hosts

127.0.0.1 localhost localhost.localdomain localhost4 localhost4.localdomainé
S localhost localhost.localdomain localhost6 localhost6.localdomainé
192.168.10.10 www.linuxprobe.com bbs.linuxprobe.com tech.linuxprobe.com

[root@linuxprobe ~]# ping -c 4 www.linuxprobe.com
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PING www.linuxprobe.com (192.168.10.10) 56(84) bytes of data.

64 bytes from www.linuxprobe.com (192.168.10.10): icmp seg=1l ttl=64 time=0.070 ms

64 bytes from www.linuxprobe.com (192.168.10.10): icmp seg=2 ttl=64 time=0.077 ms

64 bytes from www.linuxprobe.com (192.168.10.10): icmp_seqg=3 ttl=64 time=0.061 ms
(192.168.10.10) : icmp_seqgq=4 ttl=64 time=0.069 ms

--- www.linuxprobe.com ping statistics ---

64 bytes from www.linuxprobe.com

4 packets transmitted, 4 received, 0% packet loss, time 2999ms
rtt min/avg/max/mdev = 0.061/0.069/0.077/0.008 ms
[root@linuxprobe ~]#

% 2% 4307 /home/wwwroot HAEH TARAFA R M B i =4 H 5%, Ifm H g

S AR B8 BUSC o BN B BUSCHE R R B DX AN R sl N AR5 8., T 3R TR s
AE S EDUL A A AR

root@linuxprobe ~ mkdir -p /home/wwwroot/www

root@linuxprobe ~ mkdir -p /home/wwwroot/bbs

root@linuxprobe ~ mkdir -p /home/wwwroot/tech

root@linuxprobe ~ echo "WWW.linuxprobe.com" > /home/wwwroot/www/index.html

[
[
[
[
[root@linuxprobe ~ echo "BBS.linuxprobe.com" > /home/wwwroot/bbs/index.html
[root@linuxprobe ~ echo "TECH.linuxprobe.com" > /home/wwwroot/tech/index.html

88 34 7E httpd IR 55 RYBC & SCHFRREY 113 A7 TF IR, 40BN S A =T EHLA 1

HEAL TR SH, RIGIRAFIFR I . L/ 2 ES httpd IS5, IXLERCE AL
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[root@linuxprobe ~]# vim /etc/httpd/conf/httpd.conf
.................. T (1R = N

113 <VirtualHost 192.168.10.10>

114 DocumentRoot "/home/wwwroot/www"
115 ServerName "www.linuxprobe.com"
116 <Directory "/home/wwwroot/www">
117 AllowOverride None

118 Require all granted

119 </directory>

120 </VirtualHost>

121 <VirtualHost 192.168.10.10>

122 DocumentRoot "/home/wwwroot/bbs"
123 ServerName "bbs.linuxprobe.com"
124 <Directory "/home/wwwroot/bbs">
125 AllowOverride None

126 Require all granted

127 </Directory>

128 </VirtualHost>

129 <VirtualHost 192.168.10.10>

130 DocumentRoot "/home/wwwroot/tech"
131 ServerName "tech.linuxprobe.com"
132 <Directory "/home/wwwroot/tech">
133 AllowOverride None

134 Require all granted

135 </directory>
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136 </VirtualHost>

£ 4 5. FR2Ma0e0 M EdE B 528 27 /home/wwwroot H A, [RIHIA 2 A5 2 TE
1B Wk K B % SCFRY SELinux 264 [ R 3¢, 5 Wb IkS NaEMY & . &)aictsH
restorecon A2 11T AL B AY SELinux 244 1R SOz B, X FEmt il Az BRI 2 2 480 E HL I
i 7, RO AE 10-16 Fis .

root@linuxprobe ~ semanage fcontext -a -t httpd sys content_ t /home/wwwroot

[ 1#

[root@linuxprobe ~]# semanage fcontext -a -t httpd sys content t /home/wwwroot/www
[root@linuxprobe ~]# semanage fcontext -a -t httpd sys content t /home/wwwroot/www/*
[root@linuxprobe ~]# semanage fcontext -a -t httpd sys content t /home/wwwroot/bbs
[ 1# semanage fcontext -a -t httpd sys content t /home/wwwroot/bbs/*
[ ]1# semanage fcontext -a -t httpd sys content t /home/wwwroot/tech
[ 1#
[

semanage fcontext -a -t httpd sys content t /home/wwwroot/tech/*

root@linuxprobe ~
root@linuxprobe ~
root@linuxprobe ~
root@linuxprobe ~]# restorecon -Rv /home/wwwroot

reset /home/wwwroot context unconfined u:object r:home root t:sO->unconfined u:
object r:httpd sys content t:sO

restorecon reset /home/wwwroot/www context unconfined u:object r:home root t:
sO->unconfined u:object r:httpd sys_content t:sO

restorecon reset /home/wwwroot/www/index.html context unconfined u:object r:
home root t:sO->unconfined u:object r:httpd sys content t:s0

restorecon reset /home/wwwroot/bbs context unconfined u:object r:home root t:
sO->unconfined u:object r:httpd sys content t:s0

restorecon reset /home/wwwroot/bbs/index.html context unconfined u:object r:
home root_t:sO->unconfined u:object r:httpd sys_content t:s0

restorecon reset /home/wwwroot/tech context unconfined u:object_r:home root_ t:
sO->unconfined u:object r:httpd sys content t:s0

restorecon reset /home/wwwroot/tech/index.html context unconfined u:object r:
home root t:sO->unconfined u:object r:httpd sys content t:s0

[root@linuxprobe ~]# firefox

Mozilla Firefox - o
File Edit View History Bookmarks Tools Help
| {3 http://www.linuxprobe.com/ % ”i’]Rad Hat b H lﬂ-l

& linuxprobe.com ~ @ | [Bv Google Q J\-/L @

WWW.linuxprobe.com

Mozilla Firefox - o
File Edit View History Bookmarks Tools Help
| (3 http://bbs.linuxprobe.com/ X ”i’]Rad Hat b H %+ |
v @/ |Bv Google Q J\-/L iy

@ linuxprobe.com

BBS.linuxprobe.com -

Mozilla Firefox - a

File Edit View History Bookmarks Tools Help
{“ihttp://tech linuxprobe.com/ 3¢ ﬂijj}ned Hat 3 ﬂ +|
< linuxprobe.com v @| [B~ Google a I @

TECH.linuxprobe.com

F10-16  HeT AU Uil AU AL
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10.5.3 EFiwO=

BT 1015 (4 KU, ML BE nT LALL P e 5 5 1 3 1155 A7 ) i 55 e ) I sl B DL
TEfS ] Apache FiC E REAU 56 EHLINBERS, 25T S Y BCE T 2OR R E 21 . ILFRATAY
B )8 httpd R FEFFROBCE N ER, 1675 25 T8 F SELinux JIZ 55 X B 1 i i . — Mok

Vi, fHH 80, 443, 8080 %

S 1 SR AR RS T IR 5 LB A A, RIS 1

235% %) SELinux & 45 AR
TER FORAYILES T, FRATAEE L ERH 5 [ AR SELinux %4 I F SCAIBRT, 7%
B % SELinux X httpd R 55 F2 7 B o

8 1 % hlTE/mome/wwwroot HAIEH T IRAFA R b Kt i P H s, IF by
S APS)E TUSCFo BASE SO AT DI X A R M N AR RE R, T3R5

RE S B MG A RCR

[root@linuxprobe ~]#
[root@linuxprobe ~]#
[root@linuxprobe ~]#
[root@linuxprobe ~]#

mkdir -p /home/wwwroot/6111
mkdir -p /home/wwwroot/6222
echo "port:6111" > /home/wwwroot/6111/index.html
echo "port:6222" > /home/wwwroot/6222/index.html

£ 24 £ httpd IR %

i IS5

P B SO AR 43 4TRSS 44 4750 5 a8 A F T 6111 Fl 6222

vim /etc/httpd/conf/httpd.conf

you to bind Apache to specific IP addresses and/or
of the default. See also the <VirtualHost>

Listen on specific IP addresses as shown below to
from glomming onto all bound IP addresses.

[root@linuxprobe ~]#
““““““““““““ BREHSIHHEAR B
33 #

34 # Listen: Allows

35 # ports, instead

36 # directive.

37 #

38 # Change this to

39 # prevent Apache

40 #

41 #Listen 12.34.56.
42 Listen 80

43 Listen 6111

44 Listen 6222

78:80

.................. (R B T = —

58 345 1E httpd IR 55 FURCE ST RZY 113 A7ALTHAG , 0 B INE AP T3 5 1Y)
HEAL TR SH, ARG HAFIFR . 101 2 S httpd k55, X LERCE AR

[root@linuxprobe ~]#

vim /etc/httpd/conf/httpd.conf

.................. G B T = —

113 <VirtualHost 192.

168.10.10:6111>

114 DocumentRoot "/home/wwwroot/6111"
115 ServerName www.linuxprobe.com

116 <Directory "/home/wwwroot/6111">
117 AllowOverride None
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118 Require all granted

119 </Directory>

120 </VirtualHost>

121 <VirtualHost 192.168.10.10:6222>
122 DocumentRoot "/home/wwwroot/6222"
123 ServerName bbs.linuxprobe.com
124 <Directory "/home/wwwroot/6222">
125 AllowOverride None

126 Require all granted

127 </Directory>

128 </VirtualHost>

.................. B IEFBITH AT B

8 4 5. PEONIRAE B H S A7 E/home/wwwroot H g, PRI &S TE Aff

1 E W EE B SR SRR SELinux Zé4r R 3¢, iH S Wb IkS Tife v & . saicis i
restorecon 21L& A SELinux 224> 1 F 37 BlA 4L,

[root@linuxprobe ~]# semanage fcontext -a -t httpd sys content t /home/wwwroot
[root@linuxprobe ~]# semanage fcontext -a -t httpd sys content t /home/wwwroot/6111
[root@linuxprobe ~]# semanage fcontext -a -t httpd sys_content t /home/wwwroot/6111/*
[root@linuxprobe ~]# semanage fcontext -a -t httpd sys content t /home/wwwroot/6222
[root@linuxprobe ~]# semanage fcontext -a -t httpd sys_content t /home/wwwroot/6222/*
[

root@linuxprobe ~]# restorecon -Rv /home/wwwroot/

restorecon reset /home/wwwroot context unconfined u:object_r:home_ root t:s0->
unconfined u:object _r:—httpd sys_content t:s0

restorecon reset /home/wwwroot/6111 context unconfined u:object r:home root t:
sO->unconfined u:object r:httpd sys_content t:sO

restorecon reset /home/wwwroot/6111/index.html context unconfined u:object r:
home root_t:sO->unconfined u:object _r:httpd sys_content t:s0

restorecon reset /home/wwwroot/6222 context unconfined u:object r:home root t:
sO->unconfined u:object r:httpd sys content t:s0

restorecon reset /home/wwwroot/6222/index.html context unconfined u:object r:
home root t:sO->unconfined u:object r:httpd sys content t:s0

[root@linuxprobe ~]# systemctl restart httpd

Job for httpd.service failed. See 'systemctl status httpd.service' and 'journalctl-
xn' for details.

TR T 7EZ 4 & httpd AR5 FEF A SELinux %24 [ F XFFE )G httpd IR55 5, Tk
PR L, X2 SELinux AR 4 K3 6111 F1 6222 3 11 E A & T Apache IR 45 1 1% 7
TBTIR, EIAERILL httpd 55 FE R 0044 SCEWTEE T 1, BrlA SELinux 25fE44{{ ] Apache
g5 P o FRATTAT UG semanage fi 4 A0 J & AT 5 HTTP PRSUHSC H.
SELinux flik 55 foVF Y H 81 3%

[root@linuxprobe ~]# semanage port -1 | grep http

http cache port t tcp 8080, 8118, 8123, 10001-10010

http_cache port t udp 3130

http port t tcp 80, 81, 443, 488, 8008, 8009, 8443, 9000

pegasus_http_port t tcp 5988
pegasus_https_port t tcp 5989

% 5 4. SELinux LIRS HTTP WrSUH IR -5 ERIABEA 7% 6111 Fl 6222, HILT
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BRI A3 1S TS ISt 2 o IR E S RAERL, T HAE R G R R HOR A B
UFIE R EA hitpd IR S TR, ARFEFT IR BIMITNE T, 495K 10-17 s .

[root@linuxprobe ~]# semanage port -a -t http port t -p tcp 6111
[root@linuxprobe ~]# semanage port -a -t http port t -p tcp 6222
[root@linuxprobe ~]# semanage port -1| grep http

http_cache port t tcp 8080, 8118, 8123, 10001-10010

http_cache_port_t udp 3130

http port t tcp 6222, 6111, 80, 81, 443, 488, 8008, 8009, 8443, 9000
pegasus_http_port t tcp 5988

pegasus_https_port_t tcp 5989

[root@linuxprobe ~]# systemctl restart httpd

[root@linuxprobe ~]# firefox

Mozilla Firefox - O x

File Edit View History Bookmarks Tools Help
| Chttp//192.168.10.10:6111/ | & |
192.168.10.10 v @| [Bv Google a i @

&o

port:6111

Mozilla Firefox - |8 |Xx

File Edit View History Bookmarks Tools Help
| inttp:/192.168.10.10:6222/ | & |

< 192.168.10.10 v @ | |Bv Google Q

port:6222

[ 10-17 T3 55 1] E AU AL 0

10.6 Apache HJi5aizEl

Apache 7 Tuﬁé%iﬁa‘zmﬁ U8 TP stk sV AL A3 5 Eff{n L.\XTI_JJHiLE’J“ﬁ?/)?
HATUs IS it Allow 48 frlﬁ%/\ﬂzmw ] Az 557 L i I B 3, 3@ 3 Deny 48455
BESIE Vi), AR ARVFEEE IR U s BERRT, 82 HIF] Order $84, X %5 >R E X Allow
57 Deny 5480 H BT, HDC g B )22 1 llﬁf%_ TUCHEC, 5 VCHC I WA T T A BRA
54, el “Order Allow, Deny” Z/RJobi IR EHLS ARVERINGEFTICHS, 5 DCEC LI FLi i

mlideR, R ZNHELa TR K

F1 5. EMRSES LMW H o —A 1 5, IFEXNF B —A4~
£% Successful BRI TS0

[root@linuxprobe ~]# mkdir /var/www/html/server
[root@linuxprobe ~]# echo "Successful" > /var/www/html/server/index.html

& 2% F7IT httpd WSS HIECE SCE, 7E55 129 175 AT 348000 Sk BR 698 = HLAY 5

[ia) o ok BRI B £ S SLV/FfdE ] Firefox M A% Y EALUI IR S5 s AR DOCHE, BRILZ A
P iSRS Wt 4 . (1] Firefox 3 %8 88 RO TTIRIZICR UMK 10-18 Bk .
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[root@linuxprobe ~]# vim /etc/httpd/conf/httpd.conf
.................. BRI S B

129 <Directory "/var/www/html/server">

130 SetEnvIf User-Agent "Firefox" ff=1

131 Order allow,deny

132 Allow from env=ff

133 </Directory>
.................. BRI S B
[root@linuxprobe ~]# systemctl restart httpd
1# firefox

[root@linuxprobe ~

Mozilla Firefox
File Edit View History Bookmarks Tools Help
| 3 nttpi//192.168.10.10/server/ x“{]Rede % U+\

5 192.168.10.10 ~ @ |B~ Google Q

“

Successful

B 10-18 KA Y 28 ATy 5 7]

B3 T DC IR S LA NS SRR 2 41, 38 AT DL i DEBC IR ALY TP Mokl g5 el . 9]
n, FRATH AREF 1P Mkt R 192.168.10.20 A9 EHLUT AR S FEIR, AR5 T LAZE httpd AR 55 Fic B
SCHERYER 129 4TS TN T BN . SXFETEEE S httpd MRS5S F2 P 5 B AL ( BDARSS 4, H 1P

s N

Hodik>h 192.168.10.10 ) i [al ]k (1) B 5L Bsp it S 42 R Ui g 26 1, ani&l 10-19 fis .o

[root@linuxprobe ~]# vim /etc/httpd/conf/httpd.conf
.................. BRI HAS B

129 <Directory "/var/www/html/server">

130 Order allow,deny

131 Allow from 192.168.10.20

132 Order allow,deny

133 </Directory>

.................. BRI HAS B

[root@linuxprobe ~]# systemctl restart httpd
[root@linuxprobe ~]

# firefox

403 Forbidden - Mozilla Firefox
File Edit View History Bookmarks Tools Help
‘ 403 Forbidden +

192.168.10.10, v@ B8v 7 Q 4

Forbidden

You don't have permission to access /server/ on this server.

& 10-19 IP Hudik ANFF& R T 2 17 )

£38

1. fl4t2 Web IR 552
& PP AVE P I A D0 U 1) 38 T ) - A VR ) R 55
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T Nginx IR FEF, Apache IR 55 T2 R AT 47
% : Apache IR 55 )7 A s SRt 22k, i HI0A Pes . nTEE . AT AP,

httpd 55 5 Fr B K AR ) BUCHE, SRR f (s B 7
& A2z, httpd IS5 LERFREN R B TUCHER, 2 mdi % s — BRI BT o
4. fijik Apache 255 FRCE AT 2RI ESE, XEICE SHAERE SRER .
Z: RREESEE MR ESE, AR T IR BT XKOSECE S R0
JeERME R T N S Tl A TR Y 5 TR B — R X IR S AR B T e E
R HHATI A

gk

5. fii¥R SELinux IR 55 BIVER o
s A TSRS PR AR SZ B 200, i AR AR B SR B B

=]

e
TEMHH getenforce fir4 A SELinux RS, KA EBAN permissive, XfLFE

6. >
5 1 P A A =g 2

. A&, MBI REIE enforcing, T permissive & H & HV AT RTRAFIFL AR AR

ﬁ\ A

TEH FH] semanage BT T 3¢ ER RS SELinux %24 R 30n, BB A4S

7.
A ALy B A%
T2 restorecon 74> VAT EBY SELinux 224 R SCESHOT RIARL

SRS A 15 TP AR SELinux SRAEMEATIIEE , 13726 2 027

% WUSAE BRI, BT getsebool -a | grep http 174 .
Apache 24525 1] L3 BB 6 5 5T A A 40 2 ATL 0 il Wi 2

E: ATLET P HihE . EHLA (4 ) B0 i S0 R LR
FARSTHET 1P b AL T LA (B4 ) BCE AR LRI UL, A H 3 15 e

10.
LB 2l A7 WP S A 7
B o RO I SR E B R UL LRI, A5 3 SELinux 800 hitpd IR 55 42 Fr Fie
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Pl S RO PRI SRS, SO ZE httpd AR5 A2 A T RCE SCHFH 8 Listen ZH0RIT
FERIT I S
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i vsftpd Ak 55 1% 40P F

AEHBETUTARE:

> BRI
> vsftpd BREEF;
> AR ERETL

ARFEFFRG P T A 252 SCHERML (File Transfer Protocol, FTP ), LUK UNMA[HRE vsfipd Il
ST, SRISIREERINT T vsfipd F2RC & SO bl IS B HAER], JF9¢8630R 1 vsfipd ilk55
PP AR (AT, A PR B PR LT, AR 1
THEPINEREL ( Pluggable Authentication Module, PAM ) RYJFHE . 1ERILI N SCABCE %k

BEERE A AR A R SR A E— 2P 25> SELinux IR RIBCE Tk, FEAR M BRSCE
Hiti ( Trivial File Transfer Protocol, TFTP ) AYFEIE MECE ik, DA S e > X i & I 7 AR 55
BB FIHESS 7 T 290 T, DM SR W Az 7 A v 3 3] %) & )

111 STHHERITY

— Bkt AR AL B 2 H B9S2 RECTORE, TS E = —Fh R R S
RECFE R 70 SR B MERILT I 6 GHENL. TAER . g . /NRPL, KAl
ML, BRI BA ARRIAS | R RI A 0 B 48 LRI e, v HL RPN GHEL, B
A[BES %A Windows, Linux, UNIX., Mac S5 [FMEME RS . N T BEMSAE WL 2R 241
W 2 (Al e ] B D SCARAR R ) 8, SO (FTP) Nzt o

FTP J&—Fh e B  ih dbA 7 SO R A B, JE T2 P /iR 55 2=, BRI 20, 21
S, Hrg i 20 (B 0 ) H T TR SR, dwm i 21 (A ) T2 % I
KA BIFE FTP 4 5250, FTP RG4Sl E THMt, HARS . s meR:
o T HATEE FTP & P i T HAA AT DUSZHRE SO0 2 55 T 8 W S e 5K, Ik FTP kg5
BET T KRHAPE R, FTP PMUREHRINNE 11-1 PR,

[ [

= B R

STEEARE
FTP & F i FTP R %48

Bl 11-1  FTP PR &hmdnish
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FTP I 55 % Je 44 B FTP Pl B 1 L 2 3 SO A7 66 A [l iR 45 19 AL, FTP & )
ity D) 2 1) IR 55 % A 26 FE FE T SR, DA ST B AL B A % =ML, FTP s F I AR T4E
PR

> EBHEX. FTP RS54 8 5 din A e HaiK

> WENHEX . FTP RS AR & m R RIEHGR (FTP B0 TR ),

55 8 TAEE I B KGR A5 BB I W 2Pk, By i — e HI T3 BB A R E A PR I 7
i, R SEmp T 2ok FTP A9 TARBI B E o i, AT LMEREE .

vsftpd ( very secure ftp daemon, AEH L[ FTP SFife ) &—#GE1T7E Linux #1ER
48 Ly FTP RS REY . AMUE N Hedh, soh, B BAMREm Lt B, L
K AR B P B uE S5 A FTP IR 5587 A HA& B9 .

TERCE 2 Yum AP GEZ G, win] L% vsfipd RS FEITF T .

[root@linuxprobe ~]# yum install vsftpd
Loaded plugins: langpacks, product-id, subscription-manager

.................. )T =S S—

Package Arch Version Repository Size

Installing:
vsftpd x86 64 3.0.2-9.el7 rhel 166 k

Transaction Summary

Install 1 Package

Total download size: 166 k

Installed size: 343 k

Is this ok [y/d/N]: y

Downloading packages:

Running transaction check

Running transaction test

Transaction test succeeded

Running transaction

Installing : vsftpd-3.0.2-9.el17.x86 64 1/1
Verifying : vsftpd-3.0.2-9.el17.x86_64 1/1
Installed:

vsftpd.x86_64 0:3.0.2-9.el7

Complete!

iptables B ) AF BT HARIAEE 1L T FTP Aehaibhis i 115, PIAEIESECE vsfipd it
FREFZHT, N T BRI LERINAIG KRR L7, BT EIEAS iptables B KIHAYERIAK
W, JFAE T C 280 BEAY B SR SRRSO Tk -

[root@linuxprobe ~]# iptables -F
[root@linuxprobe ~]# service iptables save
iptables: Saving firewall rules to /etc/sysconfig/iptables:[ OK ]

vsftpd R4S FEF A EBCE U (Jete/vsfipd/vsfpd.conf ) NI EEIAS] 123 17, {HHAp
REFSEAF AT TS (#), WIBCHERE R, REEALEEERGE L%
KZIWuE . AT LATE grep a4 JE A IN-v 244, w38 RGE A L& HS (#) S
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Fr (R 3 A TE RS S ), SRR U85 A2 8500 7l i i 1 B 1) 19555 [0 i ) 2
PSR

[root@linuxprobe ~]# mv /etc/vsftpd/vsftpd.conf /etc/vsftpd/vsftpd.conf bak
[root@linuxprobe ~]# grep -v "#" /etc/vsftpd/vsftpd.conf bak > /etc/vsftpd/vsftpd.conf

[root@linuxprobe ~]# cat /etc/vsftpd/vsftpd.conf

anonymous_enable=YES
local enable=YES

write enable=YES

local umask=022
dirmessage_enable=YES
xferlog enable=YES
connect_from port 20=YES
xferlog std _format=YES
listen=NO

listen ipv6=YES
pam_service_name=vsftpd
userlist enable=YES

tcp wrappers=YES

R 11-1 BB T vsttpd M55 Ty T E SO S EUARAE . TR R A 2
JE 5

—=

PR RITT S SR SR TR R X
%= 111

Bk, A BRI 542

vsftpd BRESIEFERANSHUALIER

St
[H

S8 3|
listen=[YES|NO] BT LI B T 7 W AR 55
listen address=IP ik WEEIWUTAY IP Mk
listen_port=21 BEE FTP k55 B W Wi
download enable = [YES|NO] %ﬁfﬁﬂ:?ﬁi{”ﬁ

userlist enable=[YES|NO]
userlist _deny=[YES|NO]

BCE IR v B AR B

max clients=0

HRORBPVIIERERL, 0 SRR

max_per ip=0

[l 1P ik (e KA, 0 AN PRI

anonymous_enable=[YES|NO] ST VR4 )
anon_upload enable=[YES|NO] %ﬁﬁi@%%ﬁﬁ)ﬂiﬂbiﬁ:
anon_umask=022 B P AR SO umask (B
anon_root=/var/ftp EA 0 FTP AR H 5%
anon_mkdir write_enable=[YES|NO] | s fuiFiES HIFIEE H %

anon_other write enable=[YES|NO]

JET T 45 FP B A S AR (AR E A4 L

BRAEHAERLR )

anon_max_rate=0

B4 A Wi R AR R (71980 ), 0 AN BR]

local enable=[YES|NO] B LA HL ] B SR FTP
local umask=022 A FH AL SO umask {E
local_root=/var/ftp AHLFH P FTP AR H 5%

chroot local user=[YES|NO]

AR P ARSI FTP Hat, LAl &4

local max rate=0

AHH] P IR AR A (A ), 0 S ARER
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- DAEERY Linux RS ZIME RHCE AIE G 9% B 2= 105

11.2 vsftpd IREBERF

vsttpd 150 BN 4 SO RS 27, SRR P A =FPIERE U SR 31 FTP AR S5

M.
> BEFHER. 2—H
F| FTP IR55 %% o

> AP i

IRANEARERRE, ALAT AR AT LLJCHS S Sk 1M 15 SR

Linux R GEA#A K B0 5 ST UERIBEL, ME T E A

TP 22 4, 7 EL G B ARAR T 8 (EE AR SR I P O R, ]
A8 TR 8 5% FTP 55, MM S8 442 il B 15 i 55 45 o

> ERAPER. EX SRR e MRS, BERESY FTP IR 55 50

S S PR SO

HE AU FSR AT 1 SR UE A I P 5 8L, T X 2 ik P £ B 7

R 5548 RGeS bR FORAFELEN, (LBt FTP MR 55 B 7 $EATUGIERE A o X, Rl
BB TIPS B IR S SRS 4, I R T 8RR 1

fip & Linux A& L4

Frstim 77 2ORE B FTP A&k g5 9% Foim TR BATE BT

HLREXA fip F i TR, LMETE RS R AR 45

[root@linuxprobe ~]# yum install ftp

Loaded plugins: langpacks, product-id, subscription-manager

.................. o) ST T =S S—

Installing:
ftp x86_64 0.17-66.el7
Transaction Summary

rhel 61 k

Install 1 Package

Total download size: 61
Installed size: 96 k

Is this ok [y/d/N]: y
Downloading packages:

k

Running transaction check

Running transaction test

Transaction test succeeded

Running transaction

Installing : ftp-0.17-66.e17.x86 64 1/1
Verifying : ftp-0.17-66.el17.x86 64 1/1

Installed:

ftp.x86 64 0:0.17-66.el7

Complete!

11.2.1 ERFABERN

HISCHER), 7E vsftpd HR5S

P, BT O A UR R AN A i) — FIERR S AR AR
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AT DL TC AT AR T B8 SR 3] FTP RSS2 o XA — Rk U AN 2 AT S0 (FE
ARG PR RN EAF B SO ). MR, WASRAEE 8 B A4 KL T A (n
Tep_wrappers IjR55 )7 ) ¥4 vsfipd MRSFFEF SRRl 09 FHLE Bl & Al )R, tomT DL
PEIEA I 2 4k

vsftpd IG5 FEFERINTTIG TR TP, AT 22 E A 0 B . R
BOCHFRIARR, DR ERE 24 P g IR . B8 24 SCPFARR . T B B, T4
T X B BR 2 RIS AE RS, FRATTHIE N THE Linux REH L BCE vsfipd JRS5FE T M
TF TSR, AN EEA B anst A 3. 3R 11-2 B0 7] LUnlEE 24 F P IR AR =
B RAER

* 11-2 AEERRPRFRERSHIARIER
SH 1EH
anonymous_enable=YES FOVFIEE £ Vi
anon umask=022 B4 7 AL SO umask {8
anon_upload enable=YES T2 T AR
anon mkdir write enable=YES ﬁ:ﬁ%%ﬁﬁ)ﬂﬁﬂﬁ H3
anon_other write enable=YES ftifF%ZFHF@‘EAI H %22 Frel s H %

[root@linuxprobe ~]1# vim /etc/vsftpd/vsftpd.conf
1 anonymous_enable=YES

2 anon_umask=022

3 anon_upload_enable=YES

4 anon_mkdir write_enable=YES
5 anon other write enable=YES
6 local enable=YES

7 write_enable=YES

8 local umask=022

9 dirmessage_enable=YES

10 xferlog enable=YES

11 connect_from port 20=YES
12 xferlog std format=YES

13 listen=NO

14 listen ipv6=YES

15 pam_service name=vsftpd

16 userlist enable=YES

17 tcp wrappers=YES

TE vsftpd ARSS R A9 FRCE SO IEFMIHEG 280, RIEHRAAIFER T, BT ETE)E vsfipd
MR AT, B ECE SEUE ., FE T AR RS0 e, AEAE MR s E 7E RHCSA
RHCE . RHCA TAUF % rh— i TR C B i 1 AR S5 R P A BIFEHLG shavirh, DAGRIERR 55 5 7E
A A RORBENS 1E AL i IR 55«

[root@linuxprobe ~]# systemctl restart vsftpd

[root@linuxprobe ~]# systemctl enable vsftpd

In -s '/usr/lib/systemd/system/vsftpd.service' '/etc/systemd/system/multi-user.
target.wants/vsftpd.service
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IAERE T LAER P AT fip fr B 20 FTP IRS54s 1o 78 vsfipd R4 27 1Y e
LAFFHOMNER T, HIK 19— & anonymous, #5455, 1M HAEEHS FTP IRE54)5, B
NV IR )2 /var/ftp H 5o FRATAT LAY 22 H S T A9 pub Harh, SRJE 24018 —4- 3 B
SR, DRSS A AT 5 AR :

[root@linuxprobe ~]# ftp 192.168.10.10
Connected to 192.168.10.10 (192.168.10.10).
220 (vsFTPd 3.0.2)

Name (192.168.10.10:root): anonymous
331 Please specify the password.
Password: IAbR T EZFEERNAT

230 Login successful.

Remote system type is UNIX.

Using binary mode to transfer files.
ftp> cd pub

250 Directory successfully changed.
ftp> mkdir files

550 Permission denied.

A4 Bl B A THBAZERTIRE 25 T iptables [ kK% 5 HS , i HALTE vsftpd IR
55 R B FEBC B SR AN T feid E 44 R B SRS A SRR, IR R AN
HLEAETE, MEACEE TS g, DEBRIEER Linux REHEERE

RISCHERN, 7E vsftpd M55 FEF AU BE 24 FFBON AT, BRIV RIS var/fip Hok . &R
ZH SRR H, HA root WHLR A AT AR, BEAHRESIELERER! Tk H %
HI T B SRR G fip BIAT Gk ARG E 27 ), XFERZ AT DL T

[root@linuxprobe ~]# ls -1d /var/ftp/pub
drwxr-xr-x. 3 root root 16 Jul 13 14:38 /var/ftp/pub
[root@linuxprobe ~]1# chown -Rf ftp /var/ftp/pub
[root@linuxprobe ~]1# 1ls -1d /var/ftp/pub
drwxr-xr-x. 3 ftp root 16 Jul 13 14:38 /var/ftp/pub
[root@linuxprobe ~]# ftp 192.168.10.10

Connected to 192.168.10.10 (192.168.10.10).

220 (vsFTPd 3.0.2)

Name (192.168.10.10:root): anonymous

331 Please specify the password.

Password: Ik&biE T EIZEEEI AT

230 Login successful.

Remote system type is UNIX.

Using binary mode to transfer files.

ftp> cd pub

250 Directory successfully changed.

ftp> mkdir files

550 Create directory operation failed.

RGP UARES | S IRATEM A fip Ar 2B A FTP RS540 )5, TR H SR R G RR IR
NERVER W, MR R R A T2k, EEAEANRE, REHER “BRIEL”
( Permission denied ) JIr LAXiiis 22 Wi PR BESRAL R A (0] B, (HILAE R dern “ Ol H SR AHAER
" ( Create directory operation failed ), AHWA#%7 13235 W0 % X FJ& SELinux RS 7E “4
wL” TR,

T getsebool fiy4 A5 FTP A1) SELinux 1 5k MG &R A MLk .

247



{Linux FLiZIXA%Y — M) Linux 24052018 RHCE A UE % 2 5 = Fh4E

[root@linuxprobe ~]1# getsebool -a | grep ftp
ftp_home dir --> off

ftpd anon write --> off

ftpd connect_all unreserved --> off
ftpd connect_db --> off
ftpd_full_access --> off
ftpd use cifs --> off
ftpd use fusefs --> off

ftpd use nfs --> off

ftpd use passive mode --> off
httpd_can_connect_ftp --> off
httpd_enable ftp server --> off
sftpd _anon write --> off

sftpd enable homedirs --> off
sftpd full access --> off
sftpd write ssh home --> off
tftp_anon write --> off
tftp_home dir --> off

FATTLARSE S (FR2K R, BITCEE) R A FRAIET 2 fipd full access-—> off
RBERLIN FE T BRI, B2 FORMBUGZORMEAN, I H AR B F-P SEGHESGL ARG 7k
AAERL, HRAERRSS 2 B 5 R BERE IR 5 A S

[root@linuxprobe ~]# setsebool -P ftpd full access=on

BUAEAE AT UG T SOOI | B S MBR S EAE T

iE:
BRIREBAALIEH, EHITT—REBRZA, — LR EIIE RS ZAT4E 6
KE, DRENERMEFAFT,

[root@linuxprobe ~]# ftp 192.168.10.10
Connected to 192.168.10.10 (192.168.10.10).
220 (vsFTPd 3.0.2)

Name (192.168.10.10:root): anonymous

331 Please specify the password.

Password: Ik&biE T EIZEEEI AT

230 Login successful.

Remote system type is UNIX.

Using binary mode to transfer files.

ftp> cd pub

250 Directory successfully changed.

ftp> mkdir files

257 "/pub/files" created

ftp> rename files database

350 Ready for RNTO.

250 Rename successful.

ftp> rmdir database

250 Remove directory operation successful.
ftp> exit

221 Goodbye.
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11.2.2 FibAPER

BT A IO, A PR CE T 22 4y, i ELRC B R WAR T 8. AR R Z i
PR A TP, BT LR R T, SRR ITRAR A P, SR AS AT Y
KRS EABAE U 11-3 Frs

#* 11-3 A A PR BRI BR S BUARAER
S 1ER
anonymous_enable=NO 25 1| [ A T A
local enable=YES FOVFAH T AR
write enable=YES W E A SRR
local umask=022 A FH P AR A SCERY umask {H
userlist enable=YES JAH BRI AR, SR fipusers il user list
userlist_deny=YES TEia R PR VER 2 5 EDse

[root@linuxprobe ~]1# vim /etc/vsftpd/vsftpd.conf
1 anonymous_enable=NO

2 local_enable=YES

3 write enable=YES

4 local_umask=022

5 dirmessage_enable=YES

6 xferlog enable=YES

7 connect_from port 20=YES
8 xferlog_std format=YES

9 listen=NO

10 listen ipv6=YES

11 pam service name=vsftpd
12 userlist enable=YES

13 tcp_wrappers=YES

T vsfipd M55 FeFF B9 ERCE AP IEFIRE 280, RIERARR I . BFHETER vsfipd
Mo e, AERTIIC ES B TEIAT 58— SRR T B B, I ORI
BAF RIS IS S0k, DB R GRS 1RO nT LUE R ] vsfipd AR5

[root@linuxprobe ~]# systemctl restart vsftpd

[root@linuxprobe ~]# systemctl enable vsftpd

In -s '/usr/lib/systemd/system/vsftpd.service' '/etc/systemd/system/multi-user.
target.wants/vsftpd.service

HHORYF, BEC 258l LA B B 3557 FTP Ik 55-45% 1 o (EURAEME ] root 457 2H
PUESRIT, RGN RSSO (G L -

[root@linuxprobe ~]# ftp 192.168.10.10
Connected to 192.168.10.10 (192.168.10.10).
220 (vsFTPd 3.0.2)

Name (192.168.10.10:root): root

530 Permission denied.

Login failed.

ftp>
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Al L, ZEFRATTEA root A HLR BB Z R/, BLEZpt REcfadaiinl 1o IR vstipd IS5
FEIF e B s BRNAECE B4 “FH P25 S0 (fipusers Al user list )o ANHITA K
FRBOAT MR “JEr-Eil” (X g e L2 Wm ez ), Bigsa—1
BB B/ INT, RERNAMATEREL, XS, vsfipd IRSGSFET B S X
A SABAT R D E—— RE B S AR P 45, SRR A P 53] FTP
;&2

[root@linuxprobe ~]# cat /etc/vsftpd/user list

1 # vsftpd userlist

2 If userlist deny=NO, only allow users in this file
3 If userlist _deny=YES (default), never allow users in this file, and
4 do not even prompt for a password.

5 Note that the default vsftpd pam config also checks /etc/vsftpd/ftpusers
6 for users that are denied.

7
8

9 daemon

10 adm

11 1p

12 sync

13 shutdown

14 halt

15 mail

16 news

17 uucp

18 operator

19 games

20 nobody

[root@linuxprobe ~]# cat /etc/vsftpd/ftpusers

Users that are not allowed to login via ftp

root

bin

daemon

adm

1p

sync

shutdown

halt

mail

O ~J o U b W NP

e

10 news

11 uucp

12 operator
13 games

14 nobody

AR vsfipd RS FRIT R TARIENR S5 25 92 TR ERIAZE IE T root 458 51 FIR 248
RGP R AT R, SXAERT DA Rk S R & 38 4 FTP iR45 X root 457 R 51 5 i b4 722 71 1%
o AREHIAAEA =G P ] root B HE BN SN R L = A, AR w4
RIS root FH P BIAT . FRATTH AT LIk $E fipusers Al user list SCHAH %A 19—~ 38 FH
S4B FTP RS %

[root@linuxprobe ~]# ftp 192.168.10.10
Connected to 192.168.10.10 (192.168.10.10).
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220 (vsFTPd 3.0.2)

Name (192.168.10.10:root): linuxprobe
331 Please specify the password.
password: BbAbINiZ F P EAD

230 Login successful.

Remote system type is UNIX.

Using binary mode to transfer files.
ftp> mkdir files

550 Create directory operation failed.

TERJUA I P B 5% FTP e d5 4 in, BOAVTRIBRIZ M R A 5%, WA, U5

[7] /) J&/home/linuxprobe H 5%, 1M HiZ H X BIATA & . FrRHERZZH P HE , AT
TEB AR TGN o (B ST B SRR 2, S DR TRATTRI AR UL R Beik 5 3]
BHIHPIRAS T o A, FFEHWITE SELinux 4% FTP AR5 1) AL iF R .

[root@linuxprobe ~]# getsebool -a | grep ftp
ftp home dir --> off

ftpd anon write --> off

ftpd _connect_all unreserved --> off

ftpd connect_db --> off

ftpd full access --> off

ftpd use cifs --> off

ftpd use fusefs --> off

ftpd use_nfs --> off

ftpd use_passive mode --> off

httpd _can_connect_ftp --> off

httpd enable ftp server --> off

sftpd anon write --> off

sftpd enable homedirs --> off

sftpd _full_access --> off

sftpd write ssh home --> off

tftp_anon write --> off

tftp home dir --> off

[root@linuxprobe ~]# setsebool -P ftpd full access=on

LI5S

Xl itg 2 PR L) . FESCER URAR AN AE P A b i ¥ SELinux BUSRBSHS , — g iC/8 i n-P
T3 U Ae 55 2 7 A S 24 RS SRR T, AT 38000 1 o 9 Al 55 CvE A 1
f@ﬂﬁ“’éiiﬁﬁﬂqzliimm)ﬁ%ﬁﬂ%? FTP 55, s ilPAT SCrFr Qe . Eanss M

RS . BB

[root@linuxprobe ~]1# ftp 192.168.10.10
Connected to 192.168.10.10 (192.168.10.10).
220 (vsFTPd 3.0.2)

Name (192.168.10.10:root): linuxprobe
331 Please specify the password.
Password: kAR Ni1Z A PRI RS

230 Login successful.

Remote system type is UNIX.

Using binary mode to transfer files.
ftp> mkdir files

257 "/home/linuxprobe/files" created
ftp> rename files database

350 Ready for RNTO.

250 Rename successful.
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ftp> rmdir database

250 Remove directory operation successful.
ftp> exit

221 Goodbye.

11.2.3 EHAFPED

FAV e e VR A R R P AR U X =R P e e — R AIEREE, MR, &4
P Z THTH AR T, FrECE AR S R 4 — 2k,

F 15 QM TIT FTP IERM P BdE FESCiE, Hrhagd mik P 4, 50T %
. Flan, AT eI zhangsan £ lisi PRSP, 2 6944°4 redhat:

[root@linuxprobe ~]# cd /etc/vsftpd/
[root@linuxprobe vsftpd]# vim vuser.list
zhangsan

redhat

lisi

redhat

R, BISCE BREAR G4, WARFEIL vsftpd MRS RF B s, P 224l
i1 db_load 54 JHM Ay (‘hash ) 55K J5UUR A9 B SCAR B SCPFIE S OB e ST, O HLREAIR
SO SO AR (S H A B BRI B SCPR R N 2R ), SR P U 9 T SCAR S F
i B

[root@linuxprobe vsftpd]l# db load -T -t hash -f vuser.list vuser.db
[root@linuxprobe vsftpdl# file vuser.db

vuser.db: Berkeley DB (Hash, version 9, native byte-order)
[root@linuxprobe vsftpd]l# chmod 600 vuser.db

[root@linuxprobe vsftpdl# rm -f vuser.list

2% Bl vsftpd AR 55 72 7 T A7l SO RO RR 53 DLKORE 00 P 53 1) 3R GEAS 3

P FTP ARSI TAAA#SCIFROAR H AR I, 25 BB ADUH P o8 35 e s TR A RO

M Linux RGP RR—DSCEA A E . Prsd)stt, flma gk K="
B T — 3, (R RGN 5K =7, i RO SO AR T B R DAk,
s ZE A — AT AR BURUT R GEAH o FIHORUE, e Lh DU P AR 5%
BISZAMEISE R XA RGEA M IS H b, AU B E A SO ) s M AR I & T
XARGAMAI, MTEES Linux RETI0HEAE B AU B QI SO TR AR .

N T ITEAE TP i ds s L AEE, vl HER D REA M B H R BEE N fvar H 5%
% H SR RAF A W R AR BB ) IFHOA T 240k WL, FRATREX A RGEA M P 30
AN SV FTP g5 dn, IXANSREMA RS P85, T ELade m] DAskE 0 S8 250 i i > R GEA
Mo HH P HEAT R 5

[root@linuxprobe ~]# useradd -d /var/ftproot -s /sbin/nologin virtual

[root@linuxprobe ~]# 1ls -1d /var/ftproot/

drwx-—----- . 3 virtual virtual 74 Jul 14 17:50 /var/ftproot/
[root@linuxprobe ~]# chmod -Rf 755 /var/ftproot/
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3% @ T SRR PAM U

PAM ( ATHRHGAIEREER ) JE—RATESLH], i — Lol A R fgt— 4 APT LR Sk
BRI IS SIETT oI, (A 2R G0 B 5 mT AR o R SR VR R 55 A e A A [RAIE D7 5
FARE PAM IIRERIE IS 2 PE, BB EAYRIRA T L (X2 RS HR 4132 4
WREA BRI, FESTEA IR PAM ),

WAEATE, PAM 2 LRI R, R G0 HLG nT LIRS i B 55 AR A
W, WAL R BT L& 2 . PAM SRER T /3280 ( BUHRRR)Z . R D2
SONREHZ ) BYEAE, AT 11-2 FoR.

B 3 Rt

(o] ]

|

| P/\r\\af/\m |<———{ maamﬂ MAEOE
AN

|

ElmEEs

a3l [ardad

F 11-2 PAM B4 2345

P — T REUH P UGER PAM SCHF vsftpd.ova, Hob PAM SCHENAY “db=" Z%h
i db_load fir 4= B 4 I P B A 5O 22 SCAR IR AT, (EAS S B30 2 SO ) 5 4%

[root@linuxprobe ~]# vim /etc/pam.d/vsftpd.vu
auth required pam _userdb.so db=/etc/vsftpd/vuser

account required pam _userdb.so db=/etc/vsftpd/vuser

F 4% 1F vsftpd RS FEF 9 FELE SCHHiE T pam service name 40 PAM AiIE

SCIFR A FRIBECN vsfipd.vu, PAM 1B RN AR Y 25 S5 RIS E el ny, T DAL LR R
AR PETE 2R R b AE Bl AT TR B SE RN T REARE . YRR 75 2 PAM WAERT, MIFE L7
PR FRE LA STINIERY PAM CE SCHE,  SEBLRT TR B9 GIESh fig

filan, 7 vsfipd MRS FET B9 TR E SO ERIASEH AT 240 pam_service name=vsfipd,
INESE FTP RS #e it S Mg fete/pam.d/vsfipd SCAFHEATZE 4 IAIER) o BRAETRATTEEA A il 2 410
vsftpd FERCE ST A B9 PAM WAIE SO vsfipd BB BTEERY vsftpd.vu SCEERIT] i85
MR SEL AR I 11-4 PR,

x 114 FIR PAM SCHHITINERHE RS BIARAER
S8 1ER
anonymous_enable=NO 28124 PR
local enable=YES FRVFAC L PR
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guest_enable=YES T FE U st

guest_username=virtual T8 BRIk

pam_service name=vsftpd.vu | 5 PAM X

FOVPXIERHAI FTP A E SR TE ASRME, T HAMELH] ek
3R

allow writeable chroot=YES

[root@linuxprobe ~]# vim /etc/vsftpd/vsftpd.conf
anonymous_enable=NO

local_enable=YES

guest_enable=YES

guest_username=virtual

allow_writeable chroot=YES

write enable=YES

local umask=022

W J o U b W N

dirmessage_enable=YES

O

xferlog enable=YES

—
o

connect_from port 20=YES
xferlog std format=YES
listen=NO

listen ipv6=YES

I = S S
S oW N

pam_service name=vsftpd.vu

=
€]

userlist enable=YES

—
()]

tcp wrappers=YES

F 5% MEMHIPEEARRPASR, BIRIKF zhangsan Fl lisi #52 T vsftpd k45

FFINIER A 7, ERFRAT TSR AR I P A T XX R o Hedn, seiffFok = LA% . Blg, &
e AF . MEBRSCE, HAAZENAR SO, XATLAE T vsfipd RS RS, R
—ANH S, 7RI BIENEPIS LA zhangsan F1 Lisi fiy 44 B9 SCH4, HoAP7E 44 4 zhangsan By SO
HS ASRVFRIAH AR (fif FHEE 44 P 9S40

[root@linuxprobe ~]# mkdir /etc/vsftpd/vusers_ dir/
[root@linuxprobe ~]# cd /etc/vsftpd/vusers dir/
[root@linuxprobe vusers dir]# touch lisi
[root@linuxprobe vusers dir]# vim zhangsan
anon_upload_enable=YES

anon_mkdir write_enable=YES

anon_other write enable=YES

SRIGHERAIEER vsftpd EBCE SCHF, AN user_config dir 0K & SGX A HEFLH P
AN RV BR A B B S BT A R A . A TiB R E S BOr BIAERL, TEE)S vsftpd AR5 HE
IRz IR S s B LS shaih .

[root@linuxprobe ~]# vim /etc/vsftpd/vsftpd.conf
anonymous_enable=NO

local enable=YES

guest_enable=YES

guest_username=virtual
allow writeable chroot=YES
write_enable=YES

local umask=022
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dirmessage_enable=YES

xferlog enable=YES

connect_from port 20=YES

xferlog std_format=YES

listen=NO

listen_ipv6=YES

pam_service_name=vsftpd.vu

userlist enable=YES

tcp wrappers=YES

user_config dir=/etc/vsftpd/vusers_dir
[root@linuxprobe ~]# systemctl restart vsftpd
[root@linuxprobe ~]# systemctl enable vsftpd
In -s '/usr/lib/systemd/system/vsftpd.service' '/etc/systemd/system/multi-
user.target.wants/vsftpd.service

%64 WH SELinw SLATVFHNG, RIF BTV PRI S % FTP IR S-28, M K%

ATLASEE, SELinux 2X4REERIGTL . FTLL, Soti AT S5 o A AL BT SELinux Y fRiF R
W, DGR PR R MO T 0 -

[root@linuxprobe ~]# getsebool -a | grep ftp
ftp home dir -> off

ftpd anon write —-> off

ftpd _connect_all unreserved —-> off

ftpd connect_db —-> off

ftpd full access -> off

ftpd use cifs -> off

ftpd use fusefs -> off

ftpd use nfs -> off

ftpd use_passive mode -> off

httpd _can_connect_ftp -> off

httpd enable ftp server -> off

sftpd anon write -> off

sftpd enable homedirs -> off

sftpd full access —-> off

sftpd write ssh home -> off

tftp_anon write -> off

tftp_home dir -> off

[root@linuxprobe ~]# setsebool -P ftpd full access=on

LS, AME AT DL T2 AU P AR o8 5 2 FTP i 55-4% , i T L2531 FH I P zhangsan
I lisi SRAGIAMATAIALBR o 299K , B 7R AR PR h— i ZRAE FLS Kok RIGRCE S, A
MRS B SRR A

[root@linuxprobe ~]1# ftp 192.168.10.10
Connected to 192.168.10.10 (192.168.10.10).
220 (vsFTPd 3.0.2)

Name (192.168.10.10:root): 1lisi

331 Please specify the password.

Password: I NI P A

230 Login successful.

Remote system type is UNIX.

Using binary mode to transfer files.

ftp> mkdir files
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550 Permission denied.
ftp> exit
221 Goodbye.

[root@linuxprobe ~]# ftp 192.168.10.10
Connected to 192.168.10.10 (192.168.10.10).
220 (vsFTPd 3.0.2)

Name (192.168.10.10:root): zhangsan

331 Please specify the password.

Password: I N E I P

230 Login successful.

Remote system type is UNIX.

Using binary mode to transfer files.

ftp> mkdir files

257 "/files" created

ftp> rename files database

350 Ready for RNTO.

250 Rename successful.

ftp> rmdir database

250 Remove directory operation successful.
ftp> exit

221 Goodbye.

1.3 RERSTHERIY

TR B AL 5 ML ( Trivial File Transfer Protocol, TFTP ) f&—fP3ET UDP WM& F i
FIR S5 2% Z (B AT 1] SR SCHAB R A DL A% B S, BRI 2% . RS A K SO i
55 (¥ H244E FTP sl pdg i RAS ),

TFTP M2 TIREA U FTP M55 3Kk, B B ANEE® 7 H 5, 7E L M s T FTP
M55 o i H., T TFTP 7EA% 5 SCARE R H B2 UDP 03, & F i 15 69, RIS
PRt B AR FTP hSUIRFERT 5, (H2, 2A TFTP AT 2% 7 i AR IAIE
W T IO B RGN 4 SETHFE, LR R B R ( trivial ) AN RASCHRRT, R0OR
=1

B FORTE RS 4% TFTP WAL, IEATIARER

[root@linuxprobe ~]# yum install tftp-server tftp
Loaded plugins: langpacks, product-id, subscription-manager
.................. ) T T S S—

Installing:

tftp x86_64 5.2-11.el7 rhel 35 k

tftp-server x86_64 5.2-11.el7 rhel 44 k

Installing for dependencies:

xinetd x86_64 2:2.3.15-12.el17 rhel 128 k
Transaction Summary

Install 2 Packages (+1 Dependent package)
Total download size: 207 k

Installed size: 373 k

Is this ok [y/d/N]: y

Downloading packages:
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.................. )R TR = c N—

Installed:

tftp.x86_64 0:5.2-11.el7 tftp-server.x86_64 0:5.2-11.el7
Dependency Installed:

xinetd.x86_64 2:2.3.15-12.el7
Complete!

£ RHEL7 &%, TFTP IR 28 xinetd IREFEF A HA . xinetd IR 551 USRS P
LIRSS, i HEA K HEDIRE. Rk, 7fE%%% TFTP BiF)E, 67
BHE xinetd RSP OB HIF S, JEERIARZEF ((disable ) SHUEMCH no

[root@linuxprobe ~]# vim /etc/xinetd.d/tftp
service tftp

{

socket_type = dgram

protocol = udp

wait = yes

user = root

server = /usr/sbin/in.tftpd
server_args = -s /var/lib/tftpboot
disable = no

per_source =11

cps = 100 2

flags = Ipbv4

}

SRJE, HJA xinetd IRFFIFREEIRIMBI RS MIFHLG S0+, LISIR TFTP IR55 E RS H
SRR TFAa TR o B IR FIAT L RGBT KR BIABEA SLVF UDP BRI 69 S, AL
T ST PRI S AR B KR ) SRR

[root@linuxprobe ~]# systemctl restart xinetd

[root@linuxprobe ~]# systemctl enable xinetd

[root@linuxprobe ~]# firewall-cmd --permanent --add-port=69/udp
success

[root@linuxprobe ~]# firewall-cmd --reload

success

TFTP AR H 5 K /var/lib/tftpboot, FATTHT LAE FHRIZEEE 471 thtp v A 22t s ) b % 5
1, EBIRE TFTP RS WISCHF R RE . TEMER tip a2 Uil SRR, AIRES RN 11-5
FRISEL,

£ 11-5 titp S SR B SHUARIER
we 3

? TSN

put IR als

get O

verbose R R AL PRAE S

status R YIRS FE R

binary Ll % b 1 b R

ascii i ASCII A 7154
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timeout T TEAG AR s s ]
quit B

[root@linuxprobe ~]1# echo "i love linux" > /var/lib/tftpboot/readme.txt
[root@linuxprobe ~]# tftp 192.168.10.10

tftp> get readme.txt

tftp> quit

[root@linuxprobe ~]# 1s

anaconda-ks.cfg Documents initial-setup-ks.cfg Pictures readme.txt Videos
Desktop Downloads Music Public Templates
[root@linuxprobe ~]# cat readme.txt

i love linux

49K, TFTP R WBCEEAIET I, 55 19 Tl TFTP RS 5 HAWAARE T, HE
H—E e B A SR R 5 . RAELRE i !

S5

1. iR FTP Bl B REAEHI LA BT i A 115
o FTP S —Rife LI R AT SO R Bl BT 20, 21 5w, i 20
(Bt ) T REA T8R4 6, o 20 (a2 1) T2 % P i AR YA SC FTP
e ESH.
2. vsftpd e 55 R B0 = A FH AR 45 A A A 27
A TP OB RAT AT AR ] ATC 5 B A IE RV i) B8R ) FTP e 55 4% O il 35

A H ] PR S R GEA M K R A R SR B FTP IS5 a8 RUIETT 305 HEUL
FP R B S 1 FTP P i P SO R AT IAIE T R R B FTP IR S5 #Y
WETT3, BRI E W R 2 e AAUER

3. i HIEE 2 O s SR B — 5 1 vsftpd AR5 P ERE 1Y FTP RS #5 LAt, ERIAAY FTP AR
HsftAr
% [HHEZ IS SR FTP MR H S dvar/ftp H %, iz H N EBIAESE —14%
A pub BYFH %,

4. Ak PAM MIThEEVEH .
%: PAM JE—ZPURlMEEe (56 ) , RS ELR AT LIRS iR R 55 72 I 1
IERE, AT N R E A Tt 21800,

5. EHHEAUH R OB 5 FTP IR SS 5 B9 AT P AR BRAR 2 — R A 2

258



{Linux FLiZIXA%Y — M) Linux 24052018 RHCE A UE % 2 5 = Fh4E

&: A, ARl PRSI R A — O P BEE A R AR

6. TFTP WMY5 FTP il 47
& TFTP PR B 2= FFE A KA SCHA& 5 IR 55 AR HESAE FTP UMM AS AL RRAS ),
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i Samba BY, NFS SZH A=

AEHBETUTARE:

> Samba XHHZRSE;
> NFS ( MESTHRS );
> autofs BEIHEFH RS

AR T T A TE Ao 3 S A A i N SR = S W AR B R se e 7 Ok 1A Samba IR 5511
HSHIR, JFN4 SMB PrY Samba R 45 27 MRS IR R & L F2 . SRS M L8 1
R E SO L RS R IR A T f# Samba IR 55 A SCSEOWAVE T, 76 5256 55 )5 40 S
Windows F 48 Fl Linux 5 46 U5 0] 52 1 SCARBEIR 0l D352 25 100 S 2 e SO PR 3 =2 IR 55 1 i
SEWIREA

AR FER YR T AR 4 SO 258 ( Network File System, NFS) 45 fiifk Linux %
Gz RSO T AR, DU NFS IRE5EZ S Linux RG22 AR, 176
B A B, M autofs ARSS AN AT LAIE 59 2 B & HE 8 TR, B REt—2
12 IR 5 A R A G R I 45245 B A R %

X AR, M AOEF NI ) A RNEZ G, —ESRZFAE Linux REZ
B SRR LA AE Linux 2455 Windows 40 2 A 3L 2 SCPF SRR TAEDLEH], FEAIEE
A8 AH VL O T s

12.1 Samba XHHFHEZERS

=PRI FTP SCUREH AR SS 6 52T LILE L2 (8] ) SCHAL A AR R 2p 7 8, {H 2
FTP WML BIAS BURAER SC:, AR S0, PR B AR i & P o ELI A IR 55 2 B
A & — 1 FL A RR T A 1S

1987 4, TR/ Rl AIERR 28 Bl AL fil %2 T SMB ( Server Messages Block, k45 #51H &
Yo) WM, B AEMRYRISE N Y A SO B T ERHLAE IR S R, X AR AR A A2 ]
T AR HORERRT BA . B T 1991 4F, MEHATERE K24/ Tridgwell S~ T fi##k Linux R4¢
5 Windows RG22 [A] 9 SCHFLE M T, FF SMB WU & 1 T SMBServer RS FEF . X2
— IR A SO R, et AT A IC B S RE S SC B Linux R4S Windows R 4022 ] B9 A4
HZTHE, HE), Tridgwell ARFECHEA/ A9 4 5 SMBServer M FbR, {HEBEBA5 )5 DA
SMB 2 BEA B S TR AR L T HE . J5 K Tridgwell A WEIE I8, ERF 21— ANHr T SRS
[ 24 F——Samba, 1] X HE G BRI 24 2 SXUR I T “SMB”, FJ2& Samba IR 55
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PR B2 7 et A (DL 12-1 ), Samba IR F2 P BUE B AWM TE Linux 2455 Windows £
%ZI@/\%I{#E@%{iﬁ?—%O

& 12-1 Samba R55FEFIH logo

Samba %55 F8 7 I HC B 074k Z AT UFIR ROAR 2 e 55 A BC B 07 IR, S B i i
Yum B R 4% Samba IR 55 2T ( Samba IR 55 2T 1) 44 F- AR T R AL 45 ):

[root@linuxprobe ~ 1# yum install samba

Loaded plugins: langpacks, product-id, subscription-manager
.................. CE) ST R = S S—

Installing:

samba x86 64 4.1.1-31.el7 rhel 527 k

Transaction Summary

Install 1 Package
Total download size: 527 k
Installed size: 1.5 M
Is this ok [y/d/N]: y
Downloading packages:
Running transaction check
Running transaction test
Transaction test succeeded
Running transaction
Installing : samba-4.1.1-31.el17.x86_64 1/1
Verifying : samba-4.1.1-31.el17.x86_64 1/1
Installed:
samba.x86 64 0:4.1.1-31.el7
Complete!

LA SE R IRATIT Samba IR 55 2 9 ERCE SCF, RITEARA 320 1722 A A BT 217
EAF—B K, HERZEHELIS (#) JFRBERERAT. AXIEENTE,
NEIERFE L FEMST X LN

root@linuxprobe ~1# cat /etc/samba/smb.conf

This is the main Samba configuration file. For detailed information about the
options listed here, refer to the smb.conf (5) manual page. Samba has a huge
number of configurable options, most of which are not shown in this example.
The Official Samba 3.2.x HOWTO and Reference Guide contains step-by-step

http://www.samba.org/samba/docs/Samba-HOWTO-Collection.pdf

The Samba-3 by Example guide has working examples for smb.conf. This guide is

[

#

#

#

#

#

# guides for installing, configuring, and using Samba:

#

#

#

# generated daily: http://www.samba.org/samba/docs/Samba-Guide.pdf
#
#

In this file, lines starting with a semicolon (;) or a hash (#) are
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comments and are ignored. This file uses hashes to denote commentary and
semicolons for parts of the file you may wish to configure.

Note: Run the "testparm" command after modifying this file to check for basic
syntax errors.

.................. 2L B T s —

Hi T°7E Samba 255 T2 F7 (9 M0 & SO, TERAR BATSEAER 2, AN -T2 4 L i ) B
BWEH, P et ERCE A2 5, SRS cat fiv &1 A FBCE SCHF, FHE grep fi
LR M-v 280 (RmEsE ), aulEa DS (#) M55 () TRERERGE R
1, X TR R BAT AT LSS S EOR RS I AT SO g, oI5 Ja f8 3 i85 i) I 245k
15 R 1 M A A i 5 A BRGSO A FRh . BATE IR SRR Y Samba R 55 FEIF Y2
BOPAREZ:, BT HEFEEEARSENIIGE, £ 12-1 B 17X SRR IR
A

%= 12-1 Samba B EZEF RSB LURIER

[global] SH 1ER
workgroup = MYGROUP #TAEH 2K

server string = Samba Server - W N
e HIRGS BN RIE R, B8y WL SMB RS
Version %v

#E CH SR B 5 AR, S%%m
SRV EHLA

#iE SUH & S R A 7 5S0KB
security = user #HEERIER T, BALH 4 Fp

#share: RUTFEHCTIUED 4 W, HELMHEE

#user: TIUEEVT EVIRMALR O G ATT LIV A3 $&H T &2k

#server: I RN (YIS FALUERYT FAURBEA O 4 (ErhE k)
#domain: i SRR 25317 B3 45 1IE

passdb backend = tdbsam #HE AP G G2, o 3
#smbpasswd: fifi il smbpasswd fii4- N RGPS Samba IR 55 12505
#tdbsam: AR ZE SO pdbedit 74 37, Samba IR 45 F2 7 1 HH
#ldapsam: F£T LDAP R4 HE1 70K 56

log file = /var/log/samba/log.%m

max log size = 50

load printers = yes #IX BT Samba IR55 A SN E A TEIP LA
cups options = raw #ETEIHLIY LI

[homes] #HILE SR
comment = Home Directories #AE B
browseable = no #eE L FEREAE M EET A
writable = yes #HE SUERTTUBITE ARRAE, 5 “read only”

AHIR
[printers] HETEIHLIL SR
[root@linuxprobe ~]# mv /etc/samba/smb.conf /etc/samba/smb.conf.bak
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[root@linuxprobe ~]# cat /etc/samba/smb.conf.bak | grep -v "#" | grep -v "
" | grep -v "~$" > /etc/samba/smb.conf
[root@linuxprobe ~]# cat /etc/samba/smb.conf

1211 EBREHERIR

Samba I 55 2 Py #Y FIC BSOS T 7 21 i 79 Apache IR SFARAHDL, (245 42 BC & S H0m
DIRACE S8 2RI ESEON TR B R R BRI 3R, X L A 4 — s i 3 = 5
UHRATR . IXBRE B B OWHT T i B o 3L B0, BAAUDOHZBHRA AL Bl = By
TrEARMI A, HEOER 122 T IYSEE A% Samba 5527 1Y HC & SCOE, AR5 Bk
F5 BT

* 12-2 RTi%E Samba fi 52 FHISHIARAIER
S8 3|

[database] HLE 2 FRM database
comment = Do not arbitrarily modify the database e 1 R R
file
path = /home/database HL7 H 55 Fy/home/database
public = no K “FrA AT
writable = yes FFE AEAE

1% QT U= IEMIK 5 . 78 RHEL 7 R4¢, Samba 255 F2 7 8R0A

i Y P A ATERE S, Cuser )o XA IAIIERER AT LARRARA L A 3565 HLAZ (54T /9 P 3510)
HEBRR, i H SRR R, R, @SR EREREZ S, AR O
AINIEREE, 734h, Samba RS FEITF S 2R K P A YT R P D& fifE, AH
Je B SRR S ORI B R SR, s R AR

pdbedit 74 T4 HE SMB S5 F25 09I 5 BEE A, #8500 “pdbedit [BEIT] K P,
TESS— AR P 5 RS A BB ER TR Z -2 250, URHEPI NSRS . MRk 255
FERPEEAR TR EZSET o pdbedit 2 H il IS B, RAE I 12-3 fis.

= 12-3 FT pdbedit LS HIARIER
S ER
-a HIP4 7. Samba MK
-x M4 MER Samba ik 7
-L IR SapEs
-Lv I S e RS RIS
[root@linuxprobe ~]# id linuxprobe

uid=1000 (linuxprobe) gid=1000 (linuxprobe) groups=1000 (linuxprobe)
[root@linuxprobe ~]# pdbedit -a -u linuxprobe
new password: lbAMINIZ MK A7 Samba BREZEIRE PR
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retype new password:EXRBINZHITHIA
Unix username: linuxprobe

NT username:
Account Flags:

User SID: S-1-5-21-507407404-3243012849-3065158664-1000
Primary Group SID: S-1-5-21-507407404-3243012849-3065158664-513
Full Name: linuxprobe

Home Directory: \\localhost\linuxprobe

HomeDir Drive:
Logon Script:

Profile Path: \\localhost\linuxprobe\profile

Domain: LOCALHOST

Account desc:
Workstations:
Munged dial:

Logon time: 0

Logoff time: Wed,

06 Feb 2036 10:06:39 EST

Kickoff time: Wed, 06 Feb 2036 10:06:39 EST
Password last set: Mon, 13 Mar 2017 04:22:25 EDT
Password can change: Mon, 13 Mar 2017 04:22:25 EDT
Password must change: never

Last bad password :

0

Bad password count : 0
Logon hours : FFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFEFFFE

E2%: QAT

SEE BRI SR H 3 TERIEEN, AUETS BRI SCIF S AR A 1],

T L1 Frhome. FI SRR BT UK FI %, PG 25 SR 1T 7% F 49 SELinux 4 4
LR SCTFHER MR ZERTIR Samba [ P E B SCH PO VE R LT L WG, 0t
E M {5 K AT 6 T SELimux 22 4 b F SCHEMEHIBEU], FfT] T SR U8 (5 L X SELinux
2 1T SO RIS 4 LA TR T 45352 S AT restorecon 74, 1B
F ST SELinux %4 £ F S0 BIAAL

[root@linuxprobe
[root@linuxprobe
[root@linuxprobe
[root@linuxprobe
restorecon reset

~1# mkdir /home/database

~1# chown -Rf linuxprobe:linuxprobe /home/database

~1# semanage fcontext -a -t samba_share t /home/database

~1# restorecon -Rv /home/database

/home/database context unconfined u:object r:home root t:s0->

unconfined u:object r:samba share t:s0

% 3 #: W& SELinux 55 55ms, (MRl Samba Iz 55 iRl @ H F % H

o AT getsebool 4, Gk i IFA 55 Samba iR 45 2 FFAH A SELinux RIS , M4 Mg Y
AR CRIZRES ) et IERG ) TR 4% H 1715 BT

[root@linuxprobe

~1# getsebool -a | grep samba

samba create home dirs --> off

samba domain controller --> off
samba_enable home dirs --> off
samba_export_all _ro --> off

samba_export_all_rw --> off

samba_portmapper --> off

samba_run_unconfined --> off
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samba share fusefs --> off

samba share nfs --> off

sanlock use samba --> off

use samba home dirs —--> off

virt sandbox use samba --> off

virt use samba --> off

[root@linuxprobe ~]# setsebool -P samba enable home dirs on

% 4% 1F Samba RS FEF AU ERCE SCAP, MRHEE 12-2 Frit 2 ks U5 AJLZ G B

TE SRR 1 EEEXC#F'# [homes]ZHC KT K H R ILEEE, [prlnteIS]f‘*‘zﬁtjﬂ/\%E’J T
EPPLBL AT o X PHIAIRAE A5 B TAF AT 2, A UG 8 Il — R T s, X BT A]

[

root@linuxprobe ~1# vim /etc/samba/smb.conf
[global]
workgroup = MYGROUP
server string = Samba Server Version %v
log file = /var/log/samba/log.%m

[

1

2

3

4

5 max log size = 50
6 security = user

7 passdb backend = tdbsam

8 load printers = yes

9 cups options = raw

10 [database]

11 comment = Do not arbitrarily modify the database file
12 path = /home/database

13 public = no

14 writable = yes

% 5% Samba llt55 BT IIACE TAERATEEE . $FORF I smb ilk55 ( Samba 55 27
fF Linux RET A FHN smb ) IFIEZS iptables B k3, SRJEHLAT IR IS ECE IR T o

[root@linuxprobe ~]# systemctl restart smb
[root@linuxprobe ~]# systemctl enable smb
In -s '/usr/lib/systemd/system/smb.service' '/etc/systemd/system/multi-user.

target.wants/smb.service'

[root@linuxprobe ~]# iptables -F

[root@linuxprobe ~]# service iptables save

iptables: Saving firewall rules to /etc/sysconfig/iptables:[ OK ]

12.1.2 Windows iflas3 4= RS

ﬁim Samba ILEERSSZEHE Windows R4 il EEBETE Linux R% I, i#id Windows
Rt vilEet , AP BRA AR —HERY . TR Samba ;Eﬁ%%%f Linux &% I
Jf-18 73 Windows 25t 1Ji[n] Samba filt55 ., Samba HLEAR 525 A1 Windows & F il 1P iﬂiﬂ:ﬁf
DIMRIE R 12-4 KB E

*12-4 Samba AR 55281 Windows % i A EVIRIER G LK IP Hiiik
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EHAFR BRIERS IP it
Samba RS #% RHEL 7 192.168.10.10
Windows & J7 it Windows 7 192.168.10.30

FAE Windows 40 R L=V, HFAE Windows [ “i817" i HE i AR L4}
¥, SRJG PR &5 i 1P Mok BRI AT, d0&l 12-2 Fis .

M14,192.168.10.10

Jok=2=-=L1

[W192.168.10.10

== |

e . ©

& 12-2  1E Windows &4t ijjnl L2 % i

WRE L2 T Linux R4 1 iptables Bl KIS AIERIAEHE ( RIAAT iptables -F 74> ),
FEFLI L AER £ Samba IL 2RSS OB SEFLA T o Xt & i AE X HLSef# ) linuxprobe I 7 Y 2
GiA RSB S, R T WA 12-3 PR iREs R . UL LIKHIE, 7F RHEL 7 &
Sivh, Samba AiS5s AR SIS IR P E BBEEE . FTLA, BIETE Linux RE0HH
—™ linuxprobe WK F*, Samba il 55 #5505 FH A K 2 45 B B0 8 Hh A — AN 44 19 linuxprobe ik
U, REU—EBFE T4 B R 26
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== = |

OL- -] o]

[ Windows 22 =)
BANEERD
BACHTEREET) 1021681010
— =
#: WIN-SNIQ3DUMJHD
O BERmER
O sRsm FESETERTE,

& 12-3  jj[A) Samba ILEMRSSHT, HER 4

1EHA% A linuxprobe W 1 44 A K fii ] pdbedit Ay 23 B A E )5, st ol DB R dh s 8
T, E 12-4 fos . i, RATTLIZHKBATEER . GA . B4 MBR SO EAE.

T Windows REZEAFIRN, AT REEAES —
IRORAE, X RFFEEH S 3— T Windows & P st (a8 1 ( 4nR Windows RS0k
B, IERAE Db R RS MR ).

12.1.3 Linux igla)S3EFHEZRSS

l=l@] = ]
@Q.“ » W% » 192168.10.10 » database ~ [4|[ 2= database 2|
|my  daF - gE wE sk =~ Al @
P 25 8 e wm Hh
B T= | Memo 2015/7/11 19:00  SCASTES 1KB
o =F - \
G mERER 7] Memo - 285 (=] E ]
P WE(E) 1BR(0) ZB(\V) FEEIH)
S E
WA
= B8R
@ o
J BEF
™
G FE
L Memo izxEs: DTSHTIO00 e 0T T 1050
MAE K 15FE
Kl 12-4  3iin) Samba =2 fil 55

YO SR T IERR A AR, 4K
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L TH ) SIS ARAE AT RE S LA ML R LA Samba IRSSFEIT U T#UL Linux REEM

Windows RELHYGEIRILZ BT HSE, Samba IRS5FEFIE AT LASEEL Linux ARG [0
ST A AR IR 12-5 RIS Samba IRFFFTFIITEEHL (H) Samba HLZE]R 55
fiw R Linux % s e FH AR TP itk , SRS 1 70 7 i 2225 S SO S 2 I 55 O B4 cifs-utils )

% 12-5 Samba #Z RS ERF Linux & Fin& BEMARRIERG UK IP bk

EHAFR BRIERS IP it
Samba FETE R 55 7% RHEL7 #/F &5t 192.168.10.10
Linux % ' i RHEL7 #/E R4 192.168.10.20
[root@linuxprobe ~]# yum install cifs-utils

Loaded plugins: langpacks, product-id, subscription-manager
rhel | 4.1 kB 00:00

Resolving Dependencies

--> Running transaction check

-—--> Package cifs-utils.x86 64 0:6.2-6.el7 will be installed
--> Finished Dependency Resolution

Dependencies Resolved

Package Arch Version Repository Size

Installing:
cifs-utils x86 64 6.2-6.el7 rhel 83 k

Transaction Summary

Install 1 Package
Total download size: 83 k
Installed size: 174 k
Is this ok [y/d/N]: y
Downloading packages:
Running transaction check
Running transaction test
Transaction test succeeded
Running transaction
Installing : cifs-utils-6.2-6.e17.x86_64 1/1
Verifying : cifs-utils-6.2-6.el17.x86_64 1/1
Installed:
cifs-utils.x86_64 0:6.2-6.el7
Complete!

£ Linux % F13, %08 Samba RS589 7 44 . #S  JL i i A G 5 B S AR —

AMAIESCPFR . O TARIEAPEHA ABEEE 2, Sm X AR BRIE N AL root %
B AR

[root@linuxprobe ~]# vim auth.smb
username=linuxprobe

password=redhat

domain=MYGROUP

[root@linuxprobe ~]# chmod 600 auth.smb
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B AF/ete/fstab SCPFH,  LABAORIE AR UE BAE MRS 5 HA5 Ja AR A3 -

root@linuxprobe ~]# mkdir /database
root@linuxprobe ~]# vim /etc/fstab

[
[
#
# /etc/fstab

# Created by anaconda on Wed May 4 19:26:23 2017
#

#

#

Accessible filesystems, by reference, are maintained under '/dev/disk'
See man pages fstab(5), findfs(8), mount (8) and/or blkid(8) for more info

#

/dev/mapper/rhel-root / xfs defaults 11
UUID=812blf7c-8b5b-43da-8c06-b9999%e0fe48b /boot xfs defaults 12
/dev/mapper /rhel-swap swap swap defaults 00
/dev/cdrom /media/cdrom 1is09660 defaults 00
//192.168.10.10/database /database cifs credentials=/root/auth.smb 0 0
[root@linuxprobe ~]# mount -a

Linux 2P 3 8 R T Samba 55 BB, HEABIHEK H 3¢ /database 5l LA
& 5| Windows R GE1Ji[7] Samba 55 T2y B R ARAYSCIE T (EISCHE Memo.txt ), 245K, 3]
AT LIS AT 3 5 A IR AT

[root@linuxprobe ~]# cat /database/Memo.txt
i can edit it .

12.2 NFS (NEXHRS )

WRAR G 5AF Samba RSG5 Fe )7 I ECEARRGT, 1M HLAG T9 7 25504 1) EHLAR 2 Linux
258, Xl B IR F AR FAE R P b B NFS RS k= 30k, NFS (WS £2450) Mk
55 TR Linux RS0 LA SO 2 0 R AR R0 A o =ML H ok L, T AR AR b 2L
(Linux & F1ifi ) 26 TCP/IP WML, AR08 A M E ML LA IR S S22 Linux 248 AYIL
A

T RHEL7 RGP BRNC L% T NFS IS5, ZMin NFS 45 Hofic & A IR AR 7 .,
Xt Z AR R 206 NFS %7€ 47 Need For Speed., 4% F ¥, FoATMERNCE NFS IR, &
SeiEHH Yum BG4 A O RHEL 7 2GR O 23 T NFS B

[root@linuxprobe ~]# yum install nfs-utils

Loaded plugins: langpacks, product-id, subscription-manager

(1/2): rhel7/group_gz | 134 kB 00:00

(2/2): rhel7/primary db | 3.4 MB 00:00

Package l:nfs-utils-1.3.0-0.el17.x86_64 already installed and latest version
Nothing to do

1% O TR NFS IR BeE RRCR , BATHZEMPIEG Linux EHL (—H 5824 NFS
Med5 e, —B I NFS &/ ), FHE IR 12-6 RBCEENIPEHIAY 1P Hudik .

#* 12-6 & Linux EALATEARIERZLIL IP it

EH AR BRIERS IP Hhik
NFS iR% %% RHEL 7 192.168.10.10
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NES % 3 | RHEL7 | 192.168.10.20

BAN, RERLOTZS NFS RS #% LA iptables Bij KBS AIERINGENS , LU ERIA BB K 3 5K
WEAE 1| 1F H1 NFS 23R %,

[root@linuxprobe ~]# iptables -F
[root@linuxprobe ~]# service iptables save
iptables: Saving firewall rules to /etc/sysconfig/iptables:[ OK ]

88 2 % 1 NFS R57a% LA T NFS UL H %, IF BB R 08 A AR AR (R A
NEAE AR

[root@linuxprobe ~]# mkdir /nfsfile
[root@linuxprobe ~]# chmod -Rf 777 /nfsfile
[root@linuxprobe ~]# echo "welcome to linuxprobe.com" > /nfsfile/readme

% 3 4. NFS RS AT B S K lete/exports, BRINTEOL T BLE A IEM N . FA]

TR IR IR H RS RV NFS %0 (FRERRSH )" ks, & LEkE
() H 555 A AR o

BN, R fsfile H 5ETE4S 192.168.10.0/24 MBS IIETA FHL, 1Lkt FHLED
PWAHBRERIR, 1E4E8IES A S NFS IR55 4 B8 PG A S4E i lE, kPR ISR A
FI, DUISAERATE P root 45 HH B3 WG R AR L 4 B 44 FH P 45, DRI DA4a2 BT T i 2 Hh A A%
R, B 1227 PIISECS ) NFS IR SRR IS S

Fz12-7 AFEE NFS BRFSEFIREXHNESH
SH 1EA
ro Hig
- W5
root_squash 24 NFS % frim L root B HL LA VRIS, WLEtR NFS IR55# i B4 FH

24 NFS & i) root B3R G115 A) ), B A NFS R 45 #5318 root 45 Hl
Izl

Teit NFS & P mfd A A0 - 5ia), Bt NFS Bl55 @i 24

no_root_squash

all squash p
sync [FIEPR B 5 A BN A SRR, PR 28

R BARAAE R NTE, RIGHE AR, MRS, (HrhEs
e TR

TR, NFS & P otk 5 A PR Z 0] A 25 4

[root@linuxprobe ~]# vim /etc/exports
/nfsfile 192.168.10.* (rw, sync, root_squash)

% 4% IR NS IS FT . i TAEM NES IO EAT P2, Ao
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H RPC ( Remote Procedure Call, iTFEiIFEIHH ) IRSFE NFS R5-45 0 1P Mok Alss 55515
BRI P, L, FEfAsh NFS kS5 Z a0, 752Ny 85 35 FH rpebind IR S5 FEF
FWEIX AR 55 — I I A TG shai b

[root@linuxprobe ~]# systemctl restart rpcbind

[root@linuxprobe ~]# systemctl enable rpcbind

[root@linuxprobe ~]# systemctl start nfs-server

[root@linuxprobe ~]# systemctl enable nfs-server

In -s '/usr/lib/systemd/system/nfs-server.service' '/etc/systemd/system/nfs.

target.wants/nfs-server.service'

NFS % i AL B AP B 123 5. Sefdi ] showmount A4 ( DAL BRI S, W3R 12-

8 M if) NFS 5 i At (5 8., Foban i O “ 2 py A R seiH i & P k™

%+ 12-8 showmount &4+ AT BRI S HARIER
SH 1EH
-e 7R NFS IR 55 gL 281 3%
-a T RAHUHE R SRR 1 0
-v RS

[root@linuxprobe ~]# showmount -e 192.168.10.10
Export list for 192.168.10.10:
/nfsfile 192.168.10.%*

SRIGTE NFS % Fom@ild— 42 H 5t ] mount fir 2 IF 45 G-t S0, 8 B4R 3C

HERGINIR, HAEMAIRTES LIRS #0 IP Huht . RS #% E AL B S R B 2 3 A
ot (W% ) 19 H .

[root@linuxprobe ~]# mkdir /nfsfile
[root@linuxprobe ~]# mount -t nfs 192.168.10.10:/nfsfile /nfsfile

NFS

AN R BRI REWS UM b 75 2 AE AT A I AR AR AR SCE A T PR A
SCPFILRARSS A — ELA AL, W 2R S AR fstab SCHFH

[root@linuxprobe ~]# cat /nfsfile/readme
welcome to linuxprobe.com
root@linuxprobe ~1# vim /etc/fstab

[
#
# /etc/fstab

# Created by anaconda on Wed May 4 19:26:23 2017
#

#

#

Accessible filesystems, by reference, are maintained under '/dev/disk'
See man pages fstab(5), findfs(8), mount(8) and/or blkid(8) for more info

#

/dev/mapper/rhel-root / xfs defaults 11
UUID=812blf7c-8b5b-43da-8c06-b9999e0fed48b /boot xfs defaults 12
/dev/mapper /rhel-swap swap swap defaults 00
/dev/cdrom /media/cdrom 1s09660 defaults 00

192.168.10.10:/nfsfile /nfsfile nfs defaults 0 0
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12.3 autofs BalEEIRS

JCiE /& Samba R 454 JE NFS iR 55, #RELHEEE B S A$/ete/fstab b, XFELARIL T
VRS A ShbfiiR 55 an P LM TR . BARXAR T, (2 W SRR iR IR R 2, W&
SR 45 v AR S5 R R R IR AR R T, INSRAE R85 IR, s id il
F AR IR IR 9 . PTRES A ERE UL, ] AFERRR M Z AT T mount Ay AiEAT T ok
o R —NAEERERE, (R ARENT B, ARG 2

autofs H s RS il LA B AT 1o — [l 5 mount iy 4 ANIA], autofs IR 55 F2 & —
Fft Linux REESFHIERE, R0 F] FH LR 5 ] — i R R0 SO R eR, K A shik iz
ARG W AREDL, FoA PR S B LA ete/fstab SCHFIG , REAETFIRFFHLRTER E ahf4 k2%
1M autofs JRE5Fe)7 WETE P T B0 FZ U RGN A LB HERL, 1529 T 4% BRI
IR 55 e B RE A2 R

[root@linuxprobe ~]# yum install autofs

Loaded plugins: langpacks, product-id, subscription-manager

This system is not registered to Red Hat Subscription Management. You can use
subscription-manager to register.

rhel | 4.1 kB 00:00

Resolving Dependencies

--> Running transaction check

---> Package autofs.x86 64 1:5.0.7-40.el7 will be installed

--> Processing Dependency: libhesiod.so.0() (64bit) for package: l:autofs-5.0.7-
40.e17.x86_64

--> Running transaction check

---> Package hesiod.x86 64 0:3.2.1-3.el7 will be installed

--> Finished Dependency Resolution

Dependencies Resolved

Package Arch Version Repository Size

Installing:

autofs x86 64 1:5.0.7-40.el17 rhel 550 k
Installing for dependencies:

hesiod x86 64 3.2.1-3.el7 rhel 30 k
Transaction Summary

Install 1 Package (+1 Dependent package)
Total download size: 579 k
Installed size: 3.6 M
Is this ok [y/d/N]: y
Downloading packages:
Total 9.4 MB/s | 579 kB 00:00
Running transaction check
Running transaction test
Transaction test succeeded
Running transaction
Installing : hesiod-3.2.1-3.el7.x86_64 1/2
Installing : l:autofs-5.0.7-40.el7.x86_64 2/2
Verifying : hesiod-3.2.1-3.el17.x86_64 1/2
Verifying : l:autofs-5.0.7-40.el17.x86_64 2/2
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Installed:

autofs.x86 64 1:5.0.7-40.el7
Dependency Installed:
hesiod.x86 64 0:3.2.1-3.el7
Complete!

AEFHE =R Linux MRS 4%, — MRS 2R & AR, R e
GBS AR autofs R4 M FRCE A, ToBES LB E SCHBEI AL, AFIT R
FHATHCE, AT HIG BRI ECENZ, NI autofs RS HF 1Y FECE SCHF
TR CHEE R FRCESO RTINS . HE A SRR E N LR H %,
fan, Se#i s — M E] /media/cdrom H g, IBAHEE H RS Bi/media BI 7] o XY+
T B S DO X X 2R H sk N R AR BRI — 2P Uil . FRCE ORI P AAT
EX, TR TR TR, BE SN L misc Z5 ) . EARRYEDE SECNEE 7 AT
i

root@linuxprobe ~]# vim /etc/auto.master
Sample auto.master file

[
#
#
# This is an automounter map and it has the following format
# key [ -mount-options-separated-by-comma ] location

# For details of the format look at autofs(5).

#

/media /etc/iso.misc

/misc /etc/auto.misc

#

# NOTE: mounts done from a hosts map will be mounted with the
# "nosuid" and "nodev" options unless the "suid" and "dev"

# options are explicitly given.

#

/net -hosts

#

# Include /etc/auto.master.d/*.autofs
#

+dir:/etc/auto.master.d
Include central master map if it can be found using

nsswitch sources.

above) in the included master map any keys that are the

#

#

#

# Note that if there are entries for /net or /misc (as

#

# same will not be seen as the first read key seen takes
#

precedence.

+auto.master

EFRCE SO, DR HE H S HEOCHRRIAR s A kg s . il
m, FHDERI S /mediatiso B3, nREHEZEH SRS N iso, 1i-fstype F3CREGHAEAS
., 1509660 ARSI, ro. nosuid & nodev KGR A HAKRIABRZAL, /devicdrom MIJ&
FE SCEHER IR A A PR BUE TS FRITHE autofs RSG5 FEIT G shIFIMABI RGeS shvir

[root@linuxprobe ~]# vim /etc/iso.misc
iso -fstype=is09660, ro,nosuid, nodev :/dev/cdrom
[root@linuxprobe ~]# systemctl start autofs
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[root@linuxprobe ~]# systemctl enable autofs

In -s
target.wants/autofs.service'

'/usr/lib/systemd/system/autofs.service'

'/etc/systemd/system/multi-user.

HER A — R R AR FE . FeA e A B AT B A HEEIE O, OB R B

AP L, T H/media HsRARAEIBAT iso 7 H st (H)E, FATARTEUEH] cd fivS M2
A~iso T HsrH, MEDECRBE A 2R /I A shiia . BT AE N NA T .

[root@linuxprobe ~]# df -h

Filesystem Size Used Avail Use% Mounted on

/dev/mapper/rhel-root 18G 3.0G 15G 17%  /

devtmpfs 905M 0 905M % /dev

tmpfs 914M 140K 914M 1% /dev/shm

tmpfs 914M 8.9M 905M % /run

tmpfs 914M 0 914M % /sys/fs/cgroup

/dev/sdal 497M 119M 379M 24%  /boot

[root@linuxprobe ~]1# cd /media

[root@linuxprobe medial# 1ls

[root@linuxprobe medial# cd iso

[root@linuxprobe isol# 1ls -1

total 812

dr-xr-xr-x. 4 root root 2048 May 7 2017 addons

dr-xr-xr-x. 3 root root 2048 May 7 2017 EFI

-r--r--r--. 1 root root 8266 Apr 4 2017 EULA

-r—--r--r--. 1 root root 18092 Mar 6 2012 GPL

dr-xr-xr-x. 3 root root 2048 May 7 2017 images

dr-xr-xr-x. 2 root root 2048 May 7 2017 isolinux

dr-xr-xr-x. 2 root root 2048 May 7 2017 LiveOS

-r--r--r--. 1 root root 108 May 7 2017 media.repo

dr-xr-xr-x. 2 root root 774144 May 7 2017 Packages

dr-xr-xr-x. 24 root root 6144 May 7 2017 release-notes

dr-xr-xr-x. 2 root root 4096 May 7 2017 repodata

-r--r--r--. 1 root root 3375 Apr 1 2017 RPM-GPG-KEY-redhat-beta

-r--r--r-—-. 1 root root 3211 Apr 1 2017 RPM-GPG-KEY-redhat-release

-r--r--r--. 1 root root 1568 May 7 2017 TRANS.TBL

[root@linuxprobe ~]# df -h

Filesystem Size Used Avail Use% Mounted on

/dev/mapper/rhel-root 18G 3.0G 15G 17%  /

devtmpfs 905M 0 905M 0% /dev

tmpfs 914M 140K 914M 1% /dev/shm

tmpfs 914M 8.9M 905M 1% /run

tmpfs 914M 0 914M 0% /sys/fs/cgroup

/dev/cdrom 3.5G6 3.5G 0 100% /media/iso

/dev/sdal 497M 119M 379M 24%  /boot
S35

1. BAHSI Linux 2485 Windows REEZIAIRYSCAFALEE, RETRATH] NFS ik 557

& AL, Wixff A Samba k45 FEIF, NFS RSUEESCHL Linux REEZ A SCLEE
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. FTFE PR Samba IR 45 FEIF M40 S 0K P 5 BER IE A & 47
% . pdbedit 774 T4 FE Samba IR 55 T2 09K 5 B .

. AIRTE Windows 25 i Samba JIR 4515 S = B0 IR i 7 o
B TR SRR AKE 2 1B\\192.168.10.10 fi#% Xy Al a2 9 Ml 2R A TR AT . 78
Windows 1 “iE17” M HE IR “\192.168.10.107 A& 2k ARl 4 44 [m] 44

ym
=
=
o

. TRIRTE Linux &4 Samba JIR 55 )7 S L= 3R A B8 ik
% Ee ARSI AGE SO bR 5t RS RS B S A B fete/fstab SR, B
Ja AT mount -a A A H AT H .

. QnIRAE Linux R4 BRABA %4 NFS IR FEF, T B4 A e ?

& NFS JIR % B 5 0.4 54 nfs-utils, PRIEAT yum install nfs-utils 74 EIAT

. TEEH] NFS g5 LBt A A B0 NFS & i fdi HIA T Ak P ok Uil L2 5E, - #5
ESU USRS R V- S 1] S a8

e T ZUNIN all_squash 28, DA S Lf i SRUEAR 55 AR 94 4

. BPimfe A A PR NFS IR 55 LRI IR s it T 2l AR i A7
% f#iH] showmount #74 BT & 3 NFS R 555 b R IL 25 0

. AR autofs AR5 F2 ¥ BIVEH -

& BRI B s AR AT, i H AN B D TRl i R B SO AR
Git, A A SIS R S
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{5 BIND & fitdak 44 fdt #r il 55

AEHBETUTARE:

DNS 15 % AT AR 555
2% bind REEF;
EBEMIRSRE;
REHIINZ
HBEFIRSRR;
BB

YV V V V V VY

AE Y T DNS 34 b I 55 A I B L RAE T, A 41 1 34 A i S BE I el g5 B 1)
AT AVERT, R SR i BRI TE DNS ERS5 A% FAREIE . AT TARRC, L
LR FIR LR 235 DNS 3043 A i i R LSRR

AFERA T ANIERSE DNS S5 75 L) & DNS 247 IR 55 25 42 T+ P (344 e i AR 6
PAR AR 1] chroot 7 FEALHIR {1k CRES bind 55 F)¥ B Al S, JF 1n] RS0 Qnf 76 1
% f9 MRS58 Z A E TSIG HPIEhae, RKit— P ArEE AP R Zert.
Ja, ARELNTRIZ MG T DNS 7B IR, 1R AARRIESE . AR A H e
T B s T TRl R

MG KRS TEARENRZ )G, —E S5 bind IS BT A EWRAN THEAIAR, JFRER
Z A2 BIAE Sy ELIK DO BE At 1 e — PR DNS Ssl4 ATl 55, 7R ELIBCI) rp BT R HA ) o
MR T ZAR

13.1  DNS & EITIRSS

AHEET H BCFA ) TP Mtk , 3843 SR 25 2 W3 Aie A2, T DAFRAT T8 3 B > {0 i 3k 44
B 7 2SR R 25 B R . (ER, ISR T FRLZ [B] U RESE T TP Huhib Sk AH B 1R X 5
Sy, W HZAAE RN EEE, RO T AN TP kR TE .

R T B 5 IR 25 e R A T T4l , DNS ( Domain Name System, 344 248 ) HiAR N2
MiA . XRE—WHFE RTINS 5 1P HuhE XN SR EAR, fRTERUL, SUERENS 2 H
P A B84 58 1P Motk , SRJE I shA 5 2 DEie (s il A s C R ) 1Y 1P Hihk o4 ,
BBl 42 i g TP kb CE i@ ), =ofs 1P Muhikf@br o iiigs (S mfidr ). xAE—k, oAl
AR YE A5 D A A% st Re AT AR EL U M) 2 1. DNS 38044 fAT AR B9 1 ) iAo 2
PATmH B —Fh TAERK
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ST HIR R AP A 1P kX 5 ZR BRI JER, DNS 344 b i 55 R T 126
UL LSRR B Z AR TSR3 15 TP Huhk Z RN RS W SE 2R, AT I T — A X A BSdie 4

25, WA 13-1 i,
ARBE ()

| .org | ‘ net | | .com ‘ ‘ edu ‘ | .gov | |,OTHERS |
‘ google | | linuxprobe ‘ ‘ faccbook ‘ | OTHERS |
‘ WWW | | bbs | ‘ lech |

Pl 13-1  DNS kA AT e 55 51 FH 4 H SR = A

WA G B — oy E bR B4 FE NS4 o SR EoR ik, 344 5 S8 T s i X, (BAE
SEBRE FH BS AT DI O ™ s . H AT EcH UL 3844 )5 288 .com (R ), org (HEEFI4L
41), .gov (BUMFBIT ). net ( WZEARSS R ). .edu (ZWFHLK ). pub ( AFEKAR ). en (FPEH
ERHIN 4 ) %5

AR B B ok i, REE . =3 WM . N TR R H AR AW
B, SRR RAEETE AN T 3512, T HAFIRTELL 10%058 5 G . R R S
SRR 347 i 20U, WU R R — K (BRI RN R AR X
Vil — > Wtidsl 42, i H R ik, WA 35 AR IATITER , ARG R
FETCIEEHE— B MRS5S A EBAL B . DNS HOARME N BRI BRI it 20—, i 17 A M
PRI . foow HARE A Al iR g5, RUFE IR B IE R iafs, St 7R =
Y R3S

> ERRSEE: TERrE BN RAME—E, RSP RN S 1P Hihk 2 A
KRR

> MARSEEE: MEMS IS 1P #ihkpg X SC R I T4y, LABE F RS o
EHLENE DL

> BIFIRE R A m H A A AT IR 55 4% A A A 5 1P s R R XTI R, I

He 280 AR A SR 1R BRI S5 de A, DI HOR 3 g 1 52 A iy I 0
fATEROR N, FE AR A5 v 2 T T8 A% 0 TP X DG R ELIE IR S5 2, DRSS # i B 3=
Mgsas “FTFT7, HEREAES N ER . AWEGBX, DMELEH i A, iz
ERMe S5 AR RIS o GAFMRTS B A KF ], — B k. R SR E, T i ]
FI AL AT R
DNS 384 A1 55 2R F A s B s kA7t ). XKl (58, FESRAT I
SR A AR, B A R AE A A7 30, BTl A i), 248 DNS JIlR5r
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ARSI P R R AT R BT, W20 ) PR Al —ANERR A AT 25 5 . AnSR DNS RS54 A< %
A AR Z 0 BAE B, IR 55 75 2 [n A IR 55 2% , JFRAR B A 45 12 s 2 P
MEAA WSS, DNS MRS 2SRRI P &R IERES, FHREEZRIE A g iR, mied
Ys7i—1% DNS MRS5aniihl, F P B 5 DNS IR$aedesgi=k, XFRRRE, HFR
[HESSESE N

HIEAT UL, SR e ) —5 DNS iR 55 % A FA-3i4 i A gk 2 5 (G L
www.linuxprobe.com A ), HAHIFRAEKEANE 13-2 Fis,

LR R ER | 582 40 AIHRE DNS LSRR <

www.linuxprobe.com

OOOD

& 13-2  [n] DNS ARS5 i A il 4% 2 838 R B iR

B P ] B8 E ) DNS IR 55 o8 & — AN ik iy, W Em T A A it DNS
K55 %% ] L2 DNS 55 g &%k B A IRSKR s W% DNS RS #830h LAfnfE e,
Zxift— 1) -9 DNS k55 & Kk kARG K , RIS W A Ao 45 R oy 1k S e s gt
AU DNS i it 13 &, s mreEtt A, FHASEs . BIRR A E, L
Je TP bR 13-1 fios

= 13-1 13 &1R DNS FRE=HJMARKER
AR BB HIBHLE 1P bk

A INTERNIC.NET K WM 198.41.0.4
B K EF BRI T KA 128.9.0.107
C PSINet I o JE LM 192.33.4.12
D HE2ZRY FEGE2M 128.8.10.90
E REMEMREIR KA 192.203.230.10
F PRI P 2 Bk R KA 192.5.5.241
G 1 B R 2 4 B I o JE LM 192.112.36.4
H 5 ERE 4R 5T B FEGE2M 128.63.2.53
I Autonomica 2\ 7] i TR IR EE 192.36.148.17
] VeriSign 23] FEFHE R WM 192.58.128.30
K RIPE NCC BeE R 193.0.14.129
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L IANA e F75 JE WM 199.7.83.42
M WIDE Project HAZRR 202.12.27.33

13.2 %% bind IRSERF

BIND ( Berkeley Internet Name Domain, 11 5e ] RU4¢ 9 24 FR3 ) AR 552 4 BRYE R AR FH B

JIZ IRt AT AR H SR Ik 4 T IR 45 AR o DN'S 38k 42 T IR 4541 A 056 Do el 4% it IR 55
HIHEZ BT, PRI EBSOR R AR A 7 5 h 2246304 bind IS FRFETIN_L chroot (f#
FRAENLED ) § AL, DIEAROBIR G bind R4S FEFFAREXT A B AL B SO TERAE, LI
PRAEA RSS2 4

[root@linuxprobe ~]# yum install bind-chroot

Loaded plugins: langpacks, product-id, subscription-manager
.................. ) TR c N—

Installing:

bind-chroot x86 64 32:9.9.4-14.el7 rhel 81 k

Installing for dependencies:

bind x86 64 32:9.9.4-14.el7 rhel 1.8 M

Transaction Summary

Install 1 Package (+1 Dependent package)
Total download size: 1.8 M
Installed size: 4.3 M
Is this ok [y/d/N]: y
Downloading packages:
Total 28 MB/s | 1.8 MB 00:00
Running transaction check
Running transaction test
Transaction test succeeded
Running transaction

Installing : 32:bind-9.9.4-14.e17.x86_64 1/2
Installing : 32:bind-chroot-9.9.4-14.el7.x86 64 2/2
Verifying : 32:bind-9.9.4-14.e17.x86 64 1/2
Verifying : 32:bind-chroot-9.9.4-14.el17.x86 64 2/2
Installed:

bind-chroot.x86 64 32:9.9.4-14.el7
Dependency Installed:

bind.x86_64 32:9.9.4-14.el7
Complete!

bind 45 A2 AUTC B AN TR B, RO EAR S P R E 4 ) DNS 2R R 55, BAE AR Hu R

AR B AR, T A SR AT A 38045 T TP kit A 1 G R A0S A B RN L B SCFh, Al
WEA ETHRNSE, BAERAR TR SIITHCR, WATTE H SR SomegEs . Nk
7 bind 5 R FF AT X = A FUEOCHER ST

> ERCE A (Jete/named.conf): B 58 17, M HAELBRERGRBMESITZ G, Lhnf
BIIBEUNA 30 172547, XEESEHRE X bind ISR F HIE1T,

> IXIRAC E S (Jete/mnamed.rfc1912.zones ): FHRARAFIE A4 FT 1P Hudik X} 1 5 2R 19 i 7467
o BUUTFEBMEM, XN AR SRFN 1P ke 2R G, MR EAE
S, ATAR R I A AR B OC S

> BHERCE S H S (/var/named ): 3% H SRHPRIRAHEA R 1P Hhk FLSE0 0 OC 2 HY%L
PE e At
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TE Linux 24t , bind RS FEF A FR A named. 1 50T A fete H 3 212k FE
B ERCE SCOR, SRIGHEEE 11 ATRIE 17 AT MBI YESCR any, /Bl R kS48 LAY A 1P
HuhEH AT $E4E DNS S84 MRS, LA RV AT AR IR S5 45 &% DNS #ifiifk . X4
7 — o A ER
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1
2
3
4
5
6
7
8
9
1

0
11
12
13
14
15
16
17
18
19
20
1,
21
22
23
24
25
26
27
28
29
30
31
32
33
34
35
36
37
38
39
40
41
42
43
44
45

root@linuxprobe ~]# vim /etc/named.conf

//

// named.conf

//

// Provided by Red Hat bind package to configure the ISC BIND named(8) DNS
// server as a caching only nameserver (as a localhost DNS resolver only).
//

// See /usr/share/doc/bind*/sample/ for example named configuration files.

//

options {

listen-on port 53 { any; };

listen-on-v6 port 53 { ::1; };

directory "/var/named";

dump-file "/var/named/data/cache dump.db";
statistics-file "/var/named/data/named stats.txt";
memstatistics-file "/var/named/data/named mem stats.txt";

allow-query { any; };

/*

- If you are building an AUTHORITATIVE DNS server, do NOT enable re cursion.
1 Top

- If you are building a RECURSIVE (caching) DNS server, you need to enable
recursion.

- If your recursive DNS server has a public IP address, you MUST en able access
control to limit queries to your legitimate users. Failing to do so will
cause your server to become part of large scale DNS amplification

attacks. Implementing BCP38 within your network would greatly

reduce such attack surface

*/

recursion yes;

dnssec-enable yes;
dnssec-validation yes;
dnssec-lookaside auto;

/* Path to ISC DLV key */
bindkeys-file "/etc/named.iscdlv.key";

managed-keys-directory "/var/named/dynamic";
pid-file "/run/named/named.pid";
session-keyfile "/run/named/session.key";

}i

logging {
channel default _debug {



{Linux FLiZIXA%Y — M) Linux 24052018 RHCE A UE % 2 5 = Fh4E

46 file "data/named.run";

47 severity dynamic;

48 };

49 };

50

51 zone "." IN {

52 type hint;

53 file "named.ca";

54 };

55

56 include "/etc/named.rfcl912.zones";
57 include "/etc/named.root.key";
58

WRETErA, bind RS FR P X IERAD B S (Jete/named.rfc1912.zones ) FHRARAF 3844 Fl 1P
HHEXT R O R ITAEA B o EXASCHFE, @ T34 5 1P Huhk A AT A0 CRAF A SCARA B L
KRN S, A0 & BURRYIRAS . TP Mk X I e R . RS2 =Fh, 43
514 hint (ARIXI, ), master ( FIXI ). slave (ZfBh X ), Hrh ¥ FHA master Al slave $i )l
MRS 2RSS 2. BBl bR TP btk i IE 16 S Hr S BORs TP kb i A by dek 44 1 2
TS E BN 13-3 F1E 13-4 iR

zone “linuxprobe.con” IN/{ B4 5 1P Hudik A S A 17
type master; E’Ji{’l‘fgﬁ
file “linuxprobe.com.zone”;

allow-update (nones i~ foyrmpstere ol s RRARITE )

s

F 13-3  IEfENTSE

zone “10.168.192.in-addr.arpa” IN{
type master;

file “192.168.10.arpa”s [ o7 192.168.10,0/24 [ BE1¥ 5 I7] fREAR X 1k ]

b

K 13-4 RENTSE

TR SLE P2 BN bind AR R A9 R0 B SCE . XS E SO S B T B
WRAELR P E] T bind ARSSFEF IS SRR, IO TS E N S8,
] A] LAIFAT named-checkeonf 4> Fll named-checkzone #ir4>, 4Bl 3 e B SCF 5 55 i
SO IR TSR HE R

13.2.1 IEMfENTEIE
75 DNS SUAMBT RS 1, IE PRI (EHLA ) AHREIRIR P, &

FUEVL, MR T — 45, bind 5 REFF2 AShB T afk, IR IERCE A 1P #ihkik
. XU ECH A DNS TARRL,

E 1P G KEECE S, ORI C & T TR R E TS, BTEiL
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MPA—AZ% . BT T A S Es 2] DCERCE SO iR T, 458, Wl iz
SO IS (5 S iR s, AR B A ORI i (5 S

[root@linuxprobe ~]1# vim /etc/named.rfcl912.zones

zone "linuxprobe.com" IN ({
type master;

file "linuxprobe.com.zone";
allow-update {none;};

}i

F 2% gEdERCE SR AT LM var/mamed B 5% H A i — 03 1E [ f BT IOASEAR SC

4 (named.localhost ), #A J5#Hu3ek 4% F1 TP Hbotik g %of 7 £50 40 05 B e & SO R IR AE . FEE T
AFCA N F-a 24k, XATDMR B RSO T a & . Predl . AUREMEEERS, DMELE bind
I 55 e AR ST A PR 25

[root@linuxprobe ~]# cd /var/named/

[root@linuxprobe named]# ls -al named.localhost

—IrwW-r—---—- . 1 root named 152 Jun 21 2007 named.localhost
[root@linuxprobe named]# cp -a named.localhost linuxprobe.com.zone

SRR I B SO o AEGRAF IR IR U R ICAS EE R named IRSFFRFY, LB RO A0S
Ak B IEBNIE AT SO P S S, T ELARXT AR LU 2, X it 8 i 7E B S 8UG Th
AR T R BEH

[root@linuxprobe named]# vim linuxprobe.com.zone

[root@linuxprobe named]# systemctl restart named

STTL 1D | #4EFAMHM 1K

@ IN SOA linuxprobe.com. | root.linuxprobe.com. | (
fgﬂﬁ & o B\ s i CFER@ES)
0;serial HIE BT A5
1D;refresh HEE s} ]
1H;retry #HL L A
1 W;expire HIAL A (8]
N #TD%‘JZ%’M)TE%
IR ZRAT I [1]
NS ns.linuxprobe.com. HIA IR S5 #ic sk
ns INA 192.168.10.10 #b i 5% (ns.linuxprobe.com. )
INMX 10 | mail.linuxprobe.com. HARFE 2SI SR
mail INA 192.168.10.10 #Hb 4 5% ( mail.linuxprobe.com. )
WWW IN A 192.168.10.10 #Hihkics* ( www.linuxprobe.com. )
bbs INA 192.168.10.20 #Hbhikic 5% (bbs.linuxprobe.com. )
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5 3% KEAHTATR . O TSR, —E 2B Linux REER R P DNS Ml

ZHREBUSANL 1P Hdik, SEAEHEAT LA i ASHLER () DNS #3551 nslookup i<
THEMEE A M DNS i 55 & i &by 2544 5 1P Muhk A bric s, 2E IS8 R MG 49 DNS IR55

IR

HELRER IR AR5

[root@linuxprobe ~]# systemctl restart network
[root@linuxprobe ~]# nslookup
> www.linuxprobe.com

Server: 127.0.0.1

Address: 127.0.0.1#53

Name: www.linuxprobe.com
Address: 192.168.10.10

> bbs.linuxprobe.com

Server: 127.0.0.1

Address: 127.0.0.1#53

Name: bbs.linuxprobe.com
Address: 192.168.10.20

13.2.2 REfEHTEL

£ DNS SRA RIS B I AT A1 A T 3258 TP kg A oA et B2 4y 447 £

BB TR A 1P Mokt b IR B BT AT S AT R IR BR, BRI h BE 2Ll A ik RO BT 3

HRPE o LAl AT XEREAS TP Mk A7 S g, RECHIBr A 2/ 04 Mshisf e L. 5l
SIS, AT LI T IX — D RESR TR HE 400 T AL B R 2 707 o ) e 5 ]

£ & HGHXBECE S RIS, B T ARG, dfi 2l

Ab e SRR SO AR, T — 2 L 75 B2 AE /var/mamed  H 55 H EE N7 55 X I A ] 44 SC

/14:0
5,
ﬁJ‘o

R AT 1P HhH AT A4 A% 2, TR E X zone ([XJ ) AR iZ784E TP Hbik 2
FE G R & 192.168.10.0, 55 M iZat 2 10.168.192, 1 H HFEE H 1P Hidik (1 R 2% {37 1P

U FISHER N 2 I B T S 5 T

[root@linuxprobe ~]# vim /etc/named.rfcl912.zones
zone "linuxprobe.com" IN {

type master;

file "linuxprobe.com.zone";

allow-update {none;};

}i

zone "10.168.192.in-addr.arpa" IN {

type master;

file "192.168.10.arpa";

}i

£ 2 % GBI E . e M varmamed  E st A il — 03 S ] AT AOASEAR SC 1

( named.loopback ), SR 5 T M S HEAE B 3C4 . Horp, 1P MU TS MU0, ikl 13-
5 Fn
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10 IN PTR www. linuxprobe. com.
20 IN PTR bbs.linuzprobe.com.

(4 192.168.10.in-addrarpa & K HECHE SCPE111, SRRy 192.168.10.20 ) 1P Kt |
& 13-5 g Hr s IP bk S50

[root@linuxprobe named]# cp -a named.loopback 192.168.10.arpa
[root@linuxprobe named]# vim 192.168.10.arpa
[root@linuxprobe named]# systemctl restart named

$TTL 1D

@ ‘ IN SOA ‘ linuxprobe.com. root.linuxprobe.com. (
0;serial
1D;refresh
1H;retry
1W;expire
3H);minimum

NS ns.linuxprobe.com.

ns A 192.168.10.10

10 PTR ns.linuxprobe.com. #PTR Mfafticsk, AT RIafFT

10 PTR mail. linuxprobe.com.

10 PTR www.linuxprobe.com.

20 PTR bbs.linuxprobe.com.

% 3% IR . FERTI A IE AT SCg R, C2ERGR R 1) DNS Hiht 240

BN T AHL 1P dbhk, PRI AT DL EHAS ] nslookup i KRB T4 A, (LT A 1P bk
RIVRT A i) B0 R A4 15

[root@linuxprobe ~]# nslookup

> 192.168.10.10

Server: 127.0.0.1

Address: 127.0.0.1#53

10.10.168.192.in-addr.arpa name = ns.linuxprobe.com.
10.10.168.192.in-addr.arpa name = www.linuxprobe.com.
10.10.168.192.in-addr.arpa name = mail.linuxprobe.com.
> 192.168.10.20

Server: 127.0.0.1

Address: 127.0.0.1#53

20.10.168.192.in-addr.arpa name = bbs.linuxprobe.com.

284



\\\\\

- DAEERY Linux RS ZIME RHCE AIE G 9% B 2= 105

113.3 EBENRSE

VB B 1 ELI ) BE A iR 55, PRUE DNS WA AT IR 55 i IE W i 20 E 2, HAX
FEAREAR LA E | DU HAI WA A IR 55 . 76 DNS A NI S5 1, MR 5545 T A
TR 55 A LRI E B9 DX S, TR 2 f& 3 fpric s 5 Sa sa Br A, A
T8 DA 5545 v LAV R 5 A S g, s m] AR T P B 2 RCR

TEARS T, TS5 o5 IS5 45 20 S (TR BRAE RGEAN TP ahknsk 13-2 Fim
132 FMRSF A RSS2l R E R G0 TP k(s 2

EHATR BRIERS IP 33t
F RS RHEL 7 192.168.10.10
MRS 7% RHEL 7 192.168.10.20

1% FEEMRIS AR KT E S F AR FZ IR ST SR ERTEER - BB allow-update {72

VRSB DO S R UL} 28, SRS S IS5 430 DNS RIS H2)Y

[root@linuxprobe ~]# vim /etc/named.rfcl912.zones
zone "linuxprobe.com" IN {

type master;

file "linuxprobe.com.zone";
allow-update { 192.168.10.20; };

}i

zone "10.168.192.in-addr.arpa" IN {
type master;

file "192.168.10.arpa";
allow-update { 192.168.10.20; };

}i

[root@linuxprobe ~]# systemctl restart named

824 TEMNRFSEHHIE TR 1P hE SRR, RIFEE RS . R

BT B IR 55 2 A %42 slave (M), T AT master ( 3 ), masters 28U W 1%~ F IR 5 4
) TP sk, 17 H. file S0 2 LAY [RGB SO R B E R AL B, RS AT AR
H N A B[R A0 e

[root@linuxprobe ~]# vim /etc/named.rfcl912.zones
zone "linuxprobe.com" IN ({

type slave;

masters { 192.168.10.10; };

file "slaves/linuxprobe.com.zone";
}i

zone "10.168.192.in-addr.arpa" IN {
type slave;

masters { 192.168.10.10; };

file "slaves/192.168.10.arpa";

}i

[root@linuxprobe ~]# systemctl restart named

E 3% MBmMITEIR. MRS &0 DNS IRSFFEREE S, e & MR
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5 L[R5 T AR EC SO, 1 HLZ S BRI S A DX S e R H SR B
Bt & 2 DR 55 2 1R X 45 280, 418 DNS ihE S EUE MO, 192.168.10.20, 3 FE B AT {5 F MR 55
o5 A B HRALY) DNS 34 it iR S5 . el il LU FH nslookup iy 2 IR & B Aras S T

[root@linuxprobe ~]# cd /var/named/slaves
[root@linuxprobe slaves]# 1s

192.168.10.arpa linuxprobe.com.zone

[root@linuxprobe slaves]# nslookup

> www.linuxprobe.com

Server: 192.168.10.20

Address: 192.168.10.20#53

Name: www.linuxprobe.com

Address: 192.168.10.10

> 192.168.10.10

Server: 192.168.10.20

Address: 192.168.10.204#53

10.10.168.192.in-addr.arpa name = www.linuxprobe.com.
10.10.168.192.in-addr.arpa name = ns.linuxprobe.com.
10.10.168.192.in-addr.arpa name = mail.linuxprobe.com.

13.4 RERINNEEH

HISCR AR K, 3844 f AT IR 45 T BB 0 S Al 18 i o BB A — R, LA O 0 45 oy FH
T DNS ABEIEH 1217, WIS DNS MR45 & AR, A2 RIE Web (W3 ol HL 5l R e ik
SFAEMIE R B T, AP IR RBHE e T .

HIER i 4a R 280 DNS RS2 (Bt 95% ) #F2&ET BIND 34 fbT iR S48 2, 1
bind ARFFEF N T ML LTRSS, ©4% TSIG (RFC 2845 ) I HLHI$24E 1T 3+,
TSIG FEEFIH T 2% 5 2mh5% 1) 7 ZOR R4 X385 B fE% ( Zone Transfer ), Rl TSIG M#AL
HlfRIE T DNS fiRR55 #i [R5 4 XI5 Bn 2 etk

PR ORISR IR T2 13-2 i & IR S5 4%

Pz Ll AT e MR SS #% L% bind MR SFRFIFEIE G, BIATAE 2 RS 25 iR
B A FCE L S S

[root@linuxprobe ~]# 1ls -al /var/named/slaves/
total 12
drwxrwx—-—-. named named 54 Jun 16:02 .

16:02 192.168.10.arpa
16:02 linuxprobe.com.zone

named named 432 Jun

2 7
drwxr-x---. 6 root named 4096 Jun 7 15:58 ..
-rw-r--r--. 1 7

1 7

-rWw-r—-r--. named named 439 Jun

F145. EEMRESHPARNES . dnssec-keygen fiv 2 H T4 122 41 DNS IR 55540, H
¥k “dnssec-keygen [Z41]”, W NS E XAER W 13-3 Fis,

%= 13-3 dnssec-keygen S S HIE S H
S £
-a iy 4% RSAMDS (RSA ). RSASHAL. DSA. NSEC3RSASHAI. NSEC3DSA
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/S#
-b HHIKJE (HMAC-MDS5 FYB4IK TR 1~512 28] )
-n FEARIZA (HOST Fon 5 FHLMHER)

TR R G A4 l—A FHLZ R master-slave [1 128 1 HMAC-MD5 &3 (14 8540 SC 2
TEPATIZ A2 5 BN 24 BT H SE A A HRIRAVE SO, FAT 7R BE AL SO Key S5
S EIC R R, —2 LB HE AMEHmeE b,

[root@linuxprobe ~]# dnssec-keygen -a HMAC-MD5 -b 128 -n HOST master-slave
Kmaster-slave.+157+46845

[root@linuxprobe ~]# 1ls -al Kmaster-slave.+157+46845.%*

—rW--—————- . 1 root root 56 Jun 7 16:06 Kmaster-slave.+157+46845.key
—rw--————--- . 1 root root 165 Jun 7 16:06 Kmaster-slave.+157+46845.private
[root@linuxprobe ~]# cat Kmaster-slave.+157+46845.private

Private-key-format: v1.3
Algorithm: 157 (HMAC_MD5)
Key: 1XEEL3tG5DNLOw+1WHfE3Q==
Bits: AAA=

Created: 20170607080621
Publish: 20170607080621
Activate: 20170607080621

& 2% A8 TS b BB H1E0E SC: oA bind IR 55 F F TARAEBC B SRR H 5%,

FERIF A BB A FR . I B AN N2 A7 4 B R A% U5 A F tansfer.key fEHiTC
EI#FEP T AL, FRAT T R SO B B LB UK, named , FHHE SCHRAL R 158 BEAS- 2L/
— i, R — R4 B fete H b

[root@linuxprobe ~]# cd /var/named/chroot/etc/
[root@linuxprobe etcl# vim transfer.key

key "master-slave" {

algorithm hmac-md5;

secret "1XEEL3tG5DNLOw+1WHfE3Q==";

bi

[root@linuxprobe ~]# chown root:named transfer.key
[root@linuxprobe ~]# chmod 640 transfer.key
[root@linuxprobe ~]# 1ln transfer.key /etc/transfer.key

5 34 JHRIFINZE Bind fied5 B SSRUE DI RE . F Yo B S e a5 A ) JEIC B SO N

WAL, RIFHATIE, 158 R AVFHE A master-slave 2 81IAIER DNS k55 #rlm]
B e B S

[root@linuxprobe ~]# vim /etc/named.conf

17/

2 // named.conf

3 //

4 // Provided by Red Hat bind package to configure the ISC BIND named(8) DNS
5 // server as a caching only nameserver (as a localhost DNS resolver only).
6 //

7 // See /usr/share/doc/bind*/sample/ for example named configuration files.
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8 //
9 include "/etc/transfer.key";
10 options {
11 listen-on port 53 { any; };
12 listen-on-v6 port 53 { ::1; };
13 directory "/var/named";
14 dump-file "/var/named/data/cache_dump.db";
15 statistics-file "/var/named/data/named stats.txt";
16 memstatistics-file "/var/named/data/named mem stats.txt";
17 allow-query { any; };
18 allow-transfer { key master-slave; };
.................. BRI S B

[root@linuxprobe ~]# systemctl restart named

b, DNS ER%#RAY TSIG HHME LRI HEi E L B 5. ME2S DNS MRS
PRI H SR T iR G E SO, SR PR E RS bind IRSSFRT, X EEE 2 RE1R NIA R
FE A SRR R B S T

[root@linuxprobe ~]# rm -rf /var/named/slaves/*
[root@linuxprobe ~]# systemctl restart named
[root@linuxprobe ~]# ls /var/named/slaves/

E A4S IEMNRSAE, MHIEHRAE. BCE DNS MRS fe A 320k 55 10 5 K3

FHIR], #R ZAE bind M55 R B9 HC B SO H b RIS HIAIESCHE, IF BRI RIRLR , 28
JEAEIZSA A — R L R fete H SR

[root@linuxprobe ~]# cd /var/named/chroot/etc
[root@linuxprobe etcl# vim transfer.key

key "master-slave" {

algorithm hmac-md5;

secret "1XEEL3tG5DNLOw+1WHfE3Q==";

}i

[root@linuxprobe etcl# chown root:named transfer.key
[root@linuxprobe etcl# chmod 640 transfer.key
[root@linuxprobe etcl# ln transfer.key /etc/transfer.key

8 5% JHRIFMEMIRS SR RUESIRE . X — P B0 PR R AR R BCE S

PR MEESTAESCHE, SRR IR e VS L RS 4R 00 P b A2 0k, 1R, %9
ARRES L EAZRGERT, KRATEH 43 1T HEGIE, BN bind M55 T2 0 A g
56 PSR 5 -

[root@linuxprobe etcl# vim /etc/named.conf

17/

2 // named.conf

3 //

4 // Provided by Red Hat bind package to configure the ISC BIND named(8) DNS
5 // server as a caching only nameserver (as a localhost DNS resolver only).
6 //

7 // See /usr/share/doc/bind*/sample/ for example named configuration files.
8 //
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9 include "/etc/transfer.key";

10 options {

11 listen-on port 53 { 127.0.0.1; };

12 listen-on-v6 port 53 { ::1; };

13 directory "/var/named";

14 dump-file "/var/named/data/cache_dump.db";

15 statistics-file "/var/named/data/named stats.txt";

16 memstatistics-file "/var/named/data/named mem stats.txt";

17 allow-query { localhost; };

18

19 /~*

20 - If you are building an AUTHORITATIVE DNS server, do NOT enable recursion.
21 - If you are building a RECURSIVE (caching) DNS server, you need to enable
22 recursion.

23 - If your recursive DNS server has a public IP address, you MUST enable access
24 control to limit queries to your legitimate users. Failing to do so will
25 cause your server to become part of large scale DNS amplification

26 attacks. Implementing BCP38 within your network would greatly

27 reduce such attack surface

28 */

29 recursion yes;

30

31 dnssec-enable yes;

32 dnssec-validation yes;

33 dnssec-lookaside auto;

34

35 /* Path to ISC DLV key */

36 bindkeys-file "/etc/named.iscdlv.key";

37

38 managed-keys-directory "/var/named/dynamic";

39

40 pid-file "/run/named/named.pid";

41 session-keyfile "/run/named/session.key";

42 };

43 server 192.168.10.10

44 {

45 keys { master-slave; };
46 };

47 logging {

48 channel default_debug {

49 file "data/named.run";

50 severity dynamic;

51 };

52 };

53

54 zone "." IN {

55 type hint;

56 file "named.ca";

57 };

58

59 include "/etc/named.rfcl912.zones";
60 include "/etc/named.root.key";
61
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58 6 4 : DNS MR 554 A P44 X . B, PIE RS 4AY bind k55 Fe P AR E 22

B, JFICECE] AR A B STAESCIE . T ORTEMIR 55 4% L HT bind ISR, "Rk
IS REMUR 3 ) 20 2 R A e S 1

[root@linuxprobe ~]# systemctl restart named
[root@linuxprobe ~]# ls /var/named/slaves/
192.168.10.arpa linuxprobe.com.zone

13.5 HMBEERSH

DNS ZZf7 Il 55 %% ( Caching DNS Server ) J&—FN 7 ST 4 £l 4k 1Y) DNS R45#% . fai it
Kt ARG A2 P &5 B4 5 1P Hihik R AT i SR AE LA D, M
FE R UKIAEHT IR . DNS B A7 M55 A — B 408 U ) 80 3] sy o5 7 EL XS 300 2 o s ) 77 [
JEA B R ZR A, ESEBRIR AT 2. Wi, ARG f e ] LU s
5HRE R -9 DNS IR 55 2 i SRVPRmE A ¢, RIS RS T RIAT

1% HERENIUNRSE. ATmFa], SRS — B Tab M, S7ERR

W 28] DNS BRFRITERE. PRIk, b 78 im i Bt s o, SCEsb Al ife
AT EAEBATISS 8 P AR IN—H M, I IER 13-4 B iIfs BORBCE 1 & Linux
PHLRSE . WiH, W EE R R R MR B Wit SR E RS
Yy A MR TR B 2 S50 (AR TR B R S IR B 45 ECSE I S S HOR I E, 18] 13-6 IR
S LA DHCP J5=C3RER 1P Hiuhk 5 M OCAE B, FH MRS 5 S an &l 13-7 B ).

* 13-4 RAFEE Linux B ARG ENSHIES
EHATR BIERS TP 3k
MR CHMR ) AR 2 1 I 4 ST I (Gl i
DA IR 55 A RHEL 7 DHCP s Fzh =35 5E 1P Hutik 5 M5 F R )
M4 (PIM): 192.168.10.10
& i RHEL 7 192.168.10.20
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root@linuxprobe:~/Desktop

Edit View Search Terminal Help

1 Edit connection

Profile name
Device

ETHERNET <Show=>

IPv4 CONFIGURATION <Automatic> <Show>
IPv6 CONFIGURATION <Automatic> <Show>

] Automatically connect
[X] Available to all users

<Cancel>

% 13-6 L) DHCP 77 203U 28 25k

root@linuxprobe:~/Desktop -

File Edit View Search Terminal Help

[root@linuxprobe Desktopl# ifconfig
enol6777736: flags=4163<UP,BROADCAST,RUNNING,MULTICAST> mtu 1500
inet 192.168.1.104 netmask 255.255.255.0 broadcast 192.168.1.255
inet6 fe80::20c:29ff:feab:aaaf prefixlen 64 scopeid 0x20<link>
ether 00:0c:29:ab:aa:af txqueuelen 1000 (Ethernet)
RX packets 508 bytes 39687 (38.7 KiB)
RX errors @ dropped @ overruns O frame O fmﬂ'ﬁ
TX packets 53 bytes 6835 (6.6 KiB)
TX errors @ dropped O overruns @ carrier @ collisions 0

eno33554984: flags=4163<UP,BROADCAST,RUNNING,MULTICAST> mtu 1500
inet 192.168.10.10 netmask 255.255.255.0 broadcast 192.168.10.255
inet6 fe80::20c:29ff:feab:aab9 prefixlen 64 scopeid 0x20<link>
ether 00:0c:29:ab:aa:b9 txqueuelen 1000 (Ethernet)
RX packets 76 bytes 7596 (7.4 KiB)
RX errors O dropped @ overruns @ frame @ ENENE
TX packets 29 bytes 4221 (4.1 KiB)
TX errors @ dropped O overruns @ carrier @ collisions 0

lo: flags=73<UP,LOOPBACK,RUNNING> mtu 65536
inet 127.0.0.1 netmask 255.0.0.0
inet6 ::1 prefixlen 128 scopeid 0x10<host>
loop txqueuelen @ (Local Loopback)
RX packets 905 bytes 73464 (71.7 KiB)
RX errors @ dropped @ overruns 0 frame O
TX packets 905 bytes 73464 (71.7 KiB)
TX errors @ dropped O overruns @ carrier @ collisions 0

K 13-7 EEMNRPT/ERS

% 245 7 bind IRFSFEFHY FHCE SCH P IR INGATHE X S8 1R 17 475 in—

11240 “forwarders { 2 DNS 55 #rhihik; 1,7, 4% DNS 55 28 bk 48 08 2 3R BB e &
SCHFIIRR S o 5 SRR L | RaE k. LR ER, Xl e X BRIt
It DNS il 55 2tk 210.73.64.1, WSRR KA A iz L, 4 5e 2 & L ping 18, Pl
32 DNS 344 ff b

[
1
2
3
4
5

root@linuxprobe ~]# vim /etc/named.conf

// named.conf

// Provided by Red Hat bind package to configure the ISC BIND named(8)
// server as a caching only nameserver

DNS

(as a localhost DNS resolver only).
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//

// See /usr/share/doc/bind*/sample/ for example named configuration files.
//

9 options {

10 listen-on port 53 { any; };

11 listen-on-v6 port 53 { ::1; };

12 directory "/var/named";

13 dump-file "/var/named/data/cache dump.db";

14 statistics-file "/var/named/data/named stats.txt";

15 memstatistics-file "/var/named/data/named mem stats.txt";

® ~J o

16 allow-query { any; };
17 forwarders { 210.73.64.1; };
.................. B IEFBITH AT B

[root@linuxprobe ~]# systemctl restart named

S8 3% HJH DNS k55, BubncR. 8% i £ DNS 55 etk 2408 % DNS

GEAENRSS 250 1P Hohl 192.168.10.10, WKl 13-8 iR, iXFERIAT LR Frofsfdi A i DNS 2277
IR 55 R HE i e 44 A i AT AR 55

root@localhost:~/Desktop - | o

File Edit View Search Terminal Help

{ Edit connection }

Profile name EllRisyaFyi:

1
1
DEVARA-MO0 : 0C: 29 :FF:66:7B (enol6777728)
= ETHERNET <Show=>
.

= IPv4 CONFIGURATION <Manual=> <Hide>
Addresses JEFINIRICIRICyF] <Remove=

Gatewa

ISR 192 . 168.10. 10

<Add...>
Search domains <Add...>

Routing (No custom routes) <Edit...>
[ 1 Never use this network for default route

[X] Require IPv4 addressing for this connection

{1 13-8 BB % P o EHLEY DNS IRk S5as kil 24

TERE % 1 s AR N 28 S RO 22 5 FUS 4S5, BIATEEH] nslookup iR 4
IESCHAE R (ARBTG5 B B e 2 B9 DNS IS5 a8 e Ry Rl ). Hop,
Server ZHUH A AT IC AL BEAY IR 55 av bk, PRIHCAT WLJ2 A il DNS 2247 IR 55 a S £t
(kAT N 2

[root@linuxprobe ~]# nslookup
> www.linuxprobe.com

Server: 192.168.10.10
Address: 192.168.10.10#53

Non-authoritative answer:
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Name: www.linuxprobe.com
Address: 113.207.76.73
Name: www.linuxprobe.com
Address: 116.211.121.154
> 8.8.8.8

Server: 192.168.10.10
Address: 192.168.10.10#53

Non-authoritative answer:
8.8.8.8.1in-addr.arpa name = google-public-dns-a.google.com.

Authoritative answers can be found from:

in-addr.arpa nameserver = f.in-addr-servers.arpa.
in-addr.arpa nameserver = b.in-addr-servers.arpa.
in-addr.arpa nameserver = a.in-addr-servers.arpa.
in-addr.arpa nameserver = e.in-addr-servers.arpa.
in-addr.arpa nameserver = d.in-addr-servers.arpa.
in-addr.arpa nameserver = c.in-addr-servers.arpa.
a.in-addr-servers.arpa internet address = 199.212.0.73
a.in-addr-servers.arpa has AAAA address 2001:500:13::73
b.in-addr-servers.arpa internet address = 199.253.183.183
b.in-addr-servers.arpa has AAAA address 2001:500:87::87
c.in-addr-servers.arpa internet address = 196.216.169.10
c.in-addr-servers.arpa has AAAA address 2001:43£8:110::10
d.in-addr-servers.arpa internet address = 200.10.60.53
d.in-addr-servers.arpa has AAAA address 2001:13c¢7:7010::53
e.in-addr-servers.arpa internet address = 203.119.86.101
e.in-addr-servers.arpa has AAAA address 2001:dd8:6::101
f.in-addr-servers.arpa internet address = 193.0.9.1
f.in-addr-servers.arpa has AAAA address 2001:67c:e0::1

13.6 DB

BAE, BEERNXA (Linux $UZX A% ) WM EE RS L, RS A S
it B i R i IR 55 %% ( http://www.linuxprobe.com ) 2L ZEILZ T RIHLE N, WIEIMEE B
Vi 0] 3 BE S 2 ARG o AT G SR A 55 4 AR AR 36 IR AL B, G ORI N B 1 Ui
A XfE B2 o

R Tl RN AN IR OR ANt S TS 284, T2 AT LA 3K 22 5 il 55 2 9100 il
BAERERE L, SRS P DNS MRS 07 2 i Dag , BIVAT LE 57 TS [R) b 3 9 L P 1 12
L U5 R AH R RORE, TSR] 64 R 55 i AR BB AR [T A Bcis o pilan, FRATTPT LUZ IRE 1325
Fiios, sl ab Tt i) DNS k55 g8 fikh T35 E 1) DNS k5548 3 BCA RS 1P Huhk, SRS
ik E N EEAE VIR 3 SIVCECRNE 5 R S5 2%, Wikl F B U B2 38 E A Al g5,
Bl 13-9 iR

% 13-5 TFEIEHNHRERSGS P HltER
ENBIRR RIERG IP 33l

JEETRIZ% . 122.71.115.10
EEMZ . 106.185.25.10

DNS fk45#% RHEL 7
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[ s Windows 7 122.71.115.1
IMEHS Windows7 106.185.25.1

EHEE: 122.71.115.1 JEFALR: 122.71.115.15

enol6777736:122.71.115.10
eno33554984:106.185.25.10

St 106185251 LEME: 1061852515
% 13-9 DNS 2Bt A

N T g MEF VIR http://www.Linuxprobe.com Ff (43 B IR, - X1t il £ 2245 5
B3 WA SEIFHRBE L T AR A RSt A 5545 , 3P R 253k DNS M55 & FSL B B b ol
AE, LMELLAN R i DX 1 70 [ AR R A 44 1, R AT RN R A TP il o

FK R EDIE R B EIKE, HFEHZE bind RELF, AR EANATRZ
AT AN R,
%14 B bind IRESFEFH FECE SO, 58 11 ATRY WIS 558 17 FTRY Feir A ifl

FEHUESCH any. H1THCE R DNS 7B HTIIRES DNS IS5 SR BCE S80A hoe, BTl 2
5 51~54 17 AOHUERAE BB .

[root@linuxprobe ~]# vim /etc/named.conf

.................. BB AHAR B
44 logging {

45 channel default_debug {
46 file "data/named.run";
47 severity dynamic;

48 };

49 };

50

51 zone "." IN {

52 type—hint;

53 file "named-ea';

54 }+

55
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56 include "/etc/named.rfcl912.zones";

57 include "/etc/named.root.key";

58

.................. 2L B T s —

24 DR B SO U DCEIC E SO RO BRI A5, ARG HRIRLL IS

ASH B acl ZHUME LA AL A PR (china 5 american ), 4 I ZLVLHAL 1P i
M RS AR R A FRRIN], XA S SR, w1 H WA Tk e, X EAE AU
B view ZEUNAEM . BRI FIRT T Y 1P sk b E A 2 R E Y, AR5 250
S ARAS ] A B B SCF (linuxprobe.com.china 3%, linuxprobe.com.american ). iX#F, 4HIAH
R TP Hihk o350 S5 A SRS & SCOFE . BIPT 528 DNS 1943 Bt e . X pe—k, X4rb
[ () H P 17 17) linuxprobe.com 344 B, {H234% 1 linuxprobe.com.china {4 Bt & {4 1) 1P 1
HEHR B I B R 55 4 o

[
1
2
3
4
5 zone "linuxprobe.com" {
6
7
8
9

root@linuxprobe ~]# vim /etc/named.rfcl912.zones
acl "china"™ { 122.71.115.0/24; };
acl "american" { 106.185.25.0/24;};

view "china"{

match-clients { "china"; };

type master;

file "linuxprobe.com.china";
bi

bi

10 view "american" {

11 match-clients { "american"; };
12 zone "linuxprobe.com" {

13 type master;

14 file "linuxprobe.com.american";
15 };

le };

34 BRI E SO S AR AR SO P A ] 44 B A DX SR dle S
HLAAFRIAS T DR SO 59 250X I

root@linuxprobe ~1# cd /var/named
root@linuxprobe named]# cp -a named.localhost linuxprobe.com.china
root@linuxprobe named]# cp -a named.localhost linuxprobe.com.american

root@linuxprobe named]# vim linuxprobe.com.china

STTL 1D | #4EHFRWN 1 K

@

INSOA | linuxprobe.com.

root.linuxprobe.com
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\\\\\

- DAEERY Linux RS ZIME RHCE AIE G 9% B 2= 105

#DNS X3 A9 i | #3844 & H B RFE (A H @fF

AU B IR
il 5)
0;serial HEH TS5
1D;refresh #EE T[]
1H;retry #EE R SE
1W;expire HISRY R 1]
HICRU AT IE SR (1)
3H);minimum _ ‘
AT} ]
NS ns.linuxprobe.com. #4055 At sk
ns INA 122.71.115.10 #Hdkic % (ns.linuxprobe.com. )
WWW INA 122.71.115.15 #ihik i 5% ( www.linuxprobe.com. )

[root@linuxprobe named]# vim linuxprobe.com.American

STTLID | #4471 X
root.linuxprobe.com
@ INSOA | linuxprobe.com. (
o #DNS X B M | #3028 B A IEAE (A Z T @fF
#IRUF BT
il =)
0;serial HIE BT E S
1D;refresh HEE BT ]
1H;retry #E AT AT
1 W;expire HIL S ]
HICRUFHTIC S Y
3H);minimum | )
GRS [H]
NS ns.linuxprobe.com. #I4 IRS5 At %
ns IN A 106.185.25.10 #Hb 31 5% (ns.linuxprobe.com. )
WWW IN A 106.185.25.15 #Hi ki 5% ( www.linuxprobe.com. )

F 44%. HHES) named REFEF, WIEEER . BE ) umEYL ( Windows RETk Linux

RG] ) (1 1P Mk sr B E N 122.71.115.1 5 106.185.25.1, ¥ DNS Hbsik2r 55 & Kk %5
FEEHLPIAS TP ik, XRE, 422X nslookup A AT R4 It E 1% W M B 2 e b 45
W, N 13-10 5K 13-11 Fis,
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(Linux FLiZiX A%

- DAEERY Linux RS ZIME RHCE AIE G 9% B 2= 105

EA C:\Windows\system32\cmd.exe == @ 1Pva) B El
6.1.76811 -
oft Gorporation. If L
3 FHE? %5
kR

Slinuxprobe »>ns lookup wuw. linuxprobe .com
UnEnown
122.71.115.18

www . linuxprobe .com gt 1
122.71.115.15 122 .71 115 .1
255 255 .25 . 0
C:“Users“linuxprobe? 122 .71 115 .10
P EE Mt (B

[L)

AR = bt
:

| &Bw... |

[ |

BUE |

B 13-10 RBP4 g A

===

¥ C:\Windows\system32\cmd.exe

6.1.76811
$§ ¢c» 208% Hicrosoft Corporation.

m | »

“linuxprobedns lookup www. linuxprobe .com

106.185.25.108

wi . linuxprobe .com
186.185.25.15

C: Wsers linuxprobe>

AU [ P 38042 i B

& 13-11

S3&

&

Intel (R) PROA1000 MT Fetwork Corul
Q0-0C—29-TI-TIC-4F

=
106, 185.25.1
255, 255, 255.10

106, 185. 25. 10
106, 185. 25. 10

- FE
£l da: 9e2: 457 :3025%11

m 3

[ =Ac |

1. DNS SSRGS =R TR e 55 &8 e fH A2

% : DNS EfR%5#% . DNS MRS #55 DNS ZA7 kS5 % -

2. DNS g5 2 ) Ak DX SN SR, A FH A 2 VA A it 2k AU i) 7

=

&: DNS fIR55 it Z [REIEACAM, 75 DNS MRS5 fe Z [A] 2 0 A i)
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1F Linux &% # ] Bind IR FEFE02E DNS IRSGHT, A 2EEE2E3: chroot fif?

% REARUBIRE Bind IR S FEFICEERT A B AU E I TR, ATIIREE AN IR 55 2 0
o

4. FE DNS W55+, 1E RN RS Il b B4E 247

& IEANT R E MR e 1P ML, TR AT R 1P bbb 4, . 1E
1] A A

ST AT LIBR S ] DNS 5042 it IR 55 i =007 anfar R 2
& BN, B ERE ST 17 479 allow-query SELEITT

ihE DNS M55 a r9VE AT 42
& RE MR SS dwa] LA B SS fR i Ty, b n] LRI B A RCR

MH P15 DNS IR 5% 2 [0 5 e ie & SCArE, 75 0T LUd H TSIG s L A i e
NEABEE 7

&: KBE, TSIG M HLEIREER & DNS JIt55 %5 DNS Jie55 ae Z LA 4 4.

. Tk DNS ZAF M55 AR AT 47
Z&: DNS ZAF M ss st P 2 MBI 5 1P MuhE AT IC SR ORAFE ENLA ML,
THETH T UAFAT 8RR o — B T8 7 ) HE ] oty i T EL X T 88 o0 2l g 57 )k 2
ARG EOR A A R, ARSI BTN
. DNS 7 B AT B BIVE A A2
o ATLALEA TS (5] 3t B R A ) 3 e aed 5 TR AR TR] B8 L, 10 AAS [ ) Al 55 i AR B A
R R, DI THIIRIECR
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% A DHCP Zh75% F E AL HE

AEHBETUTARE:

> EISEVIEBE ML

> 22 dhcepd RETERF;
> BEXEIE P

> SEEE IP ik,

AF YRS FALE E P ( DHCP, Dynamic Host Configuration Protocol ), Z M T
AR N ALY 1P ikl . FRHERS . POCHINE & DNS Hiht 5S40, mT LA R i
F+ 1P otk R, SREECERCR, RIS A A

AREEPRANVHE T/ Linux RGN FECEFBE dhepd MRS RRF ML, M T dhepd g5
JPRCE SN A SEER, FFE A 3040 EC 1P Hihk . 985 1P Hihk 5 MAC HihE55505,
LA 1 B AR 2 DHCP P K2 Ak .

141 HEENEEDIN

A EHEEPHY ( DHCP) J&—FhIET UDP DS E AL P78 R 368 I P fef 1 4 D90 2% B
W, BT RN RIR IR S AR 2 s INVA B i Jm il s b, 2SR
Shy Jey SR ) PN 14 158 2 s 46 AR 0 7 Bl e TP ik S5 S50

fATBAORIE, DHCP RSOt il sk M i) AL F SRS M SBIIRS . EE] 14-1 PRk
WML 4 ML, R TFEIE B A S BV MSSE YRR, I R4erEskdil Ak
Ko MiHESHLG B ENE R (Hulng 100 &, #1000 & ), XASTF-sh & A%
e TR TR R LI HEE A B 5B T DHCP WML, AMYA] LR 0L A Bh i M8 S5k,
AT AR ALY TP Mokl R —fy, EEEAE, WREANRRE EHMECREE R 1P Huht

DHCP WM+ 12, iR LG EREE . Mg, midErE, #4Sae
M B N, AR EE I T —ZMMET , 78 S w9 [, 38 R e 9 4
HEICER RS . XRE—3k, BRI LA — I 2 M S e, — 3 25 TG 4% il IR A< P
T o AHSE, VEMUMMET EARAIE, AR (BRI ) N —0 & Vi ik g 1P
Huhik | 7 WIS | S HBHE S5 B AN, 25 rE S i (5 0 PN 0 X B — ik 192.168.10.0/24
(CHBAVE L ), BZRERMMEHECH 200 Z 4 . TMIHET — KA Z FiEH E ALk 200 A
WFRHF S 2O AT/ BC 1P ki, D0 S Al 17 2 F R T B AR 2 B Sh B A 1P M
Hk, XHEATAE B 1P bbb AN B B o 13X — 7 T 233 1 TP Mkt f7R 2%, 59 /b —J Tt n
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(Linux BLiZiX 4% - %M Linux 2454008 RHCE AAE % 7% [ 2- Th4E

K TP Ml AASFERA . i DHCP $Ip, X — VIR 7111 ff—— M R 75 48O IR 55 G st
%, HARAEERR R MINE; A B ETT DHCP MUK IR S 58 [ shakds L M BraE k) 1P Hodik,
LB IMEIT B 1P MihEl 9k DHCP IR 28 lnl, DLAS HAh i 2 F .

DHCP iR % 4%
192.168.10.0/24

S S

192.168.10.1 192 168.10.2 192 168.10.3 192 168.10.4 102 168.10.5 192.168.10.6
Kl 14-1 DHCP WM AR E R

BESR B ETEA G AR I S B AAHF DHCP T, b4ty B i & — T
DHCP # M i H WARET .

> {EREL: SR 1P Mk B, DHCP BRSURIGVE ISR B 45 19 o0 A . 0B TP
Mokt R HABRE & B4

> BRERE: HTEMA TR — B2 h R 22T B g s
T AT — R RO ) 55

> HEBRSE R - UM B0 B2 TP HhEHERR , 6 fRIX4E TP Mk A2/ FE4s DHCP %

Pﬁﬁéo
> Mudki: 75 5E SCT DHCP BOFEHIERIE R T HEBRIE FS , A A9 FHR 3l 2570 Bid4s DHCP
&P TP Mtk v

> FAZ9: DHCP % umfehe i H sl B 1P Mkt A RsHiE]

> T2 PRUERIZE R AOESE B A BRI R R TP Hbhk.

14.2 #BE dhepd FRSRER

dhepd & Linux R 48 H Tt DHCP BRIl ss #hy . 45 DHCP B hg+r i
K, R dhepd AR55 Fe e ROBCE S BRA 0 fl 5, X WAEARKFRL AR 177 Linux Hscs
A FHUE FIR 55 BT A
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TERIA Yum B QIERCE %2 )5, %% dhepd IS5 2T -

[root@linuxprobe ~]# yum install dhcp

Loaded plugins: langpacks, product-id, subscription-manager

This system is not registered to Red Hat Subscription Management. You can use
subscription-manager to register.

rhel | 4.1 kB 00:00

Resolving Dependencies

--> Running transaction check

---> Package dhcp.x86_64 12:4.2.5-27.el7 will be installed

--> Finished Dependency Resolution

Dependencies Resolved

Package Arch Version Repository Size

Installing:
dhcp x86 64 12:4.2.5-27.el7 rhel 506 k
Transaction Summary

Install 1 Package
Total download size: 506 k

Installed size: 1.4 M

Is this ok [y/d/N]: y
Downloading packages:
Running transaction check
Running transaction test
Transaction test succeeded
Running transaction

Installing : 12:dhcp-4.2.5-27.el17.x86_64 1/1
Verifying : 12:dhcp-4.2.5-27.e17.x86 64 1/1
Installed:

dhcp.x86_64 12:4.2.5-27.el7
Complete!

#F dhepd 55 T 7 B BCE SCIF NS

[root@linuxprobe ~]# cat /etc/dhcp/dhcpd.conf
# DHCP Server Configuration file.

# see /usr/share/doc/dhcp*/dhcpd.conf.example
# see dhcpd.conf (5) man page

SR, BEAFER dhep BRI FEFr UL ESCHE R R 3 AT TERER ), XEWE A
TATRERN M. AREEANBEELRS, TUE—TEEXHHE 2 725 75R0]
SO, HA IR AN 14-2 7R o
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\\\\\

ddns-update-style interim;
ignore client-updates;

option routers

subnet 192.168.10.0 netmask 255.255.255.0 {

192.168.10.1;
option subnet-mask 255.255.255.0;

default-lease-time 21600;
max-lease-time 43200;

SREE S

TFHFBFH

ke B 00

HuhihAe B 230

[l 14-2  dhepd IR 552 F L& SO I 248

— MIRERIC E SO 2RI E SR T RIBH B HhE R L K ke
B2 Hh, 2REESENTE X dhepd [R5 FTFRRIKIZITSE; MBI BIHIT

[E= S 2 0B 10

% JEF dhepd X5 B IC ESCHFRY AT IS BILE S, Xt 2Pkt 1 S8 (W

#14-1), HB—PEAT T RSN,
= 141

PAGE 4 T SR RS 30T 4y 2 o
dhcpd BRBZIEFECE AP EMANERSHURIER

28

1ER

ddns-update-style [2&Hl]

7€ X DNS 55 shasBUpR2eAl, AE0HE none (A
SCRFBIASHORT ), interim( BB HHTEE ) 5 ad-hoc( 4
IREHTR )

[allow | ignore] client-updates

FUVF/ M %5 7 S ST DNS G0 5%

default-lease-time [21600] SR I B[]
max-lease-time [43200] T B R[]

option domain-name-servers .

(5.5.5.58] 7E X DNS R4tttk
option domain-name ["domain.org"] E X DNS 44

range & SUAFABLR) 1P Huhikih
option subnet-mask FE LB P i ) PSR
option routers TE SUR ) ) S bk
broadcase-address [J #EHuL ] FE S P i T A

ntp-server [ IP Hifl]

S SCE i 2 I () il 55 % (NTP)

nis-servers [IP #ilil]

TE L PSR NIS SR 528 0tk

Hardware [ M-E4 Bl

Fe MR 0 PZALS MAC Hudik

server-name [ FHL4 ]

[ DHCP % F 3@ A1 DHCP IR 2509 EHL4

fixed-address [IP #ilik]

AGHEAN T E 1Y 1P Mk /B 2546 E EAL

time-offset [{REIRE]

TR S AR AR IR I ) ) i 3% 2
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14.3 BEVEE P it

DHCP PRSI0 T R AR rh s BRI N B9 1P kD). DHCP flRs5as2s
FIZHE 1P Mok, FRIAERS . MG, DNS Mtk S5 M2 5 S M BC A /6 SR T HL S 70
AR e 2 I AT L A Sh IO 3 e 1P ik, DMEAZZBT A B - it

N TSR A PR, X0 S IR AL — A~ B A PR A R oK -

"TBIEER): PBREE 100 FFREFECABRERET)IZES, BRIED

1IRETE(E RS AYZIE DHCP fRS525 BahZREX [P HEUEFFIER ER",
B3 It FH B RO 265 Mtk S 280 BNk 14-2 Fm o

* 14-2 HLEFr AR bt A R S 852

SH AR (=]

LN [ 21600 5

STy N EE]ing ) 43200 F»

1P Hiutik 1 192.168.10.50~192.168.10.150
SH AR (=]

RN 255.255.255.0

) X Hlshl- 192.168.10.1

DNS fIk45 gl 192.168.10.1

HREL linuxprobe.com

TE T T BT R UL ML M4 i E S8 2 5, A% IREE 14-3 Skid'® DHCP k45
TS i

* 14-3 DHCP BRFZFJ|URZFIHHEERFER
FHKR BRIERS IP il
DHCP k%% RHEL 7 192.168.10.1
DHCP % "3 RHEL 7 H BRI

ASCHE], VERS— B0 TP Huhk B, kb i 1P Huhk A2 BOEHEE P
FERA, PR bt v 32 /N F 5SS FAE Y TP HihkJE sl 5346, H T VMware Workstation
RRIPLEE A7 DHCP fjRSs, b 7t 5 A O BCE ) dhepd MRS FRF = A 005E, NAZSCH IR
&l 14-3 A 14-4 Jrsis BEAULE AT B A7 DHCP DIRECH]

(@ RHEL7-1 - VMware Workstation o | B |
x40 (W80 S8V =HOM ERED BEE =R FONCRCRN uff=N=8xNi[x] ‘

| (5 RHEL ’; 1 ’;'\

[LS.2ep s culsv ) @ Thu22:10 8 root *

@ ENREEESEN)..

K 14-3 LA PRR) AU 2R AR S
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[IEEEY

- DAEERY Linux RS ZIME RHCE AIE G 9% B 2= 105

@ EnEaEs [
I E=t 23 ShERER EHEE DHCP Fheittrht
vMnetd  HiEEE BEMFHE - ) )
VMnetl  {REH,.. - 2iEE - 192.168.75.0
VMnets  NAT {83 NAT {87 B2iEE ==z 192.168.169.0
BIFFIE0)
VMnet (58
O FEER GG ENN B ERD MR E)
FHEEIM: B2 BhigEL)..
O NaT BRE BN RS ENG P DN
© RENERFEE AREEPIEHEIINH)
VI EN R ERR SR REE (V)
FEYEUBEE R VMware FIFIERRES VMnetl
|1 Bz DHCP BRSH% IP Bizr EEthl0) DHCP &P
FRP@: 192.168.75 . 0 FRUEBM): 255 .255 .255 . 0
TRENEER) BRE)

Bl 14-4 P BHIPLH # A9 DHCP LIhE

BRI ILE % P o, MR TIRE, [H)g—E BER, DHCP %5 i 5 I 55 ity 2
Qb T () — A 28 AR —— AL =M (Hostonly ), 7 WIE2: ™ A Wy RRERR S, DA JCHE SRHK 1P
Hodik o X EIWEBOT R 1~3 B % PRI — N ORI, LIy E 0L CPU #
AR TR

TERfIN DHCP AR 55 1 TP Hbhik 55 R0 28 5 B C %2 24 5 st il DABC ' dhepd HRS5F2F T o 3%
TR, 7ERCE dhepd MRS FEFRT, FCESCIFH BT ZEURHIEG ZLIS () 4B, Xk
WAE . 734h, dhepd 55 Fe PR ESCIFN RIS ECER 0 B2, DX 2 ifE S 14-4 th 251
TSR, PN HARHEAT TR A

[root@linuxprobe ~]# vim /etc/dhcp/dhcpd.conf
ddns-update-style none;

ignore client-updates;

subnet 192.168.10.0 netmask 255.255.255.0 ({
range 192.168.10.50 192.168.10.150;

option subnet-mask 255.255.255.0;

option routers 192.168.10.1;

option domain-name "linuxprobe.com";

option domain-name-servers 192.168.10.1;
default-lease-time 21600;

max-lease-time 43200;

}

%= 14-4 dhepd BRFREFELE X ERNSHUARIER
SH 1EF
ddns-update-style none; B DNS HR55A H il T ah A 8
ignore client-updates; 202 i B T DNS 5%
subnet 192.168.10.0 netmask
YA 192.168.10.0/24 MIEE

255.255. 255.0 {
range 192.168.10.50 | IP #udib# A 192.168.10.50-150 (£ 100 4~ IP Hizht )
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192.168.10.150;

option subnet-mask

255.255.255.0;

RE SUE PSRN Y T R

option routers 192.168.10.1; TE SUEF it ) O S His ki
option domain-name | o
, TE SUBRIA RS 2R 5K
"linuxprobe.com";
option domain-name-servers | | .
E SCE (Y DNS M

192.168. 10.1;

default-lease-time 21600;

E CERNFHZ ] (AL #2)

max—-lease-time 43200;

TE ERTRLIE] (RLL: #5)

}

i

TELINRNIES AL, A B b, A 2RO BT Y dhepd IRSFIMAZITHUS s, DIgfkfR
g5 ax FUTTHUR dhepd ks HKARRE AShIR 3l FFMUR A5 P o0 ic P HIhEAE(R R X i i

FLOHBORGREN BB RS T, T IMATFHUR I #4515 .

[root@linuxprobe ~]# systemctl start dhcpd
[root@linuxprobe ~]# systemctl enable dhcpd

In -s '/usr/lib/systemd/system/dhcpd.service' '/etc/systemd/system/multi-user.

target.wants/dhcpd.service'

& dhepd il 55 F P IC 2 21 22 JE AT LAJT A 2 P sl Az 6 TP 23 FCACR 1o IR 2% 7 S )

WK iz g5 5 BT 76 21 F 3h o BC B A 1P ik, 40 14-5 .

root@Llinuxprobe:~

File Edit View Search Terminal Help

[root@linuxprobe ~]# systemctl restart network
[root@linuxprobe ~]1# ifconfig

RX packets 340 bytes 34349 (33.5 KiB)
RX errors O dropped @ overruns @ frame O
TX packets 193 bytes 20504 (20.0 KiB)

lo: flags=73<UP,LOOPBACK,RUNNING> mtu 65536
inet 127.0.0.1 netmask 255.0.0.0
inet6 ::1 prefixlen 128 scopeid 0x10<host>
loop txqueuelen O (Local Loopback)
RX packets 92 bytes 9398 (9.1 KiB)
RX errors @ dropped @ overruns 0 frame Q@

enol6777728: ags=4163<UP BROADCAST ,RUNNING,MULTICAST> mtu 1500
inet netmask 255.255.255.0 broadcast 192.168.10.255
inet6 feBO::20c:29ff:fe27:c612 prefixlen 64 scopeid Ox20<link>
ether 00:0c:29:27:c6:12 txqueuelen 1000 (Ethernet)

TX errors O dropped O overruns @ carrier @ collisions @

TX packets 92 bytes 9398 (9.1 KiB)
TX errors O dropped O overruns @ carrier 0 collisions 0@

WS X4, KL N DIFHIT S —&1217 Windows R G % it

— R

14.4

K 14-5 % A 3R 1P Hoik

SECEE P il

22K, HACRHER

7E DHCP PR HAIARTERE “Higy”,

EHDRHR ORI R s BRI E /Y TP M

k. AU, U2 dhepd IRGTRET SRS IP Ml RAET ok, UK HFH FAHVC AL R E 155
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FAEHOHA 1P Hih 556 EHWHT40E, M2 & FHAY MAC Hilik, MAC #hkER
L — RS R, BAME—E, IS SAEAErp RSN, Qi 14-6 s,

root@linuxprobe:~ - |3

File Edit View Search Terminal Help
[root@Llinuxprobe ~]# systemctl restart network
[root@linuxprobe ~]# ifconfig
enol6777728: flags=4163<UP,BROADCAST,RUNNING,MULTICAST> mtu 1500
inet 192.168.10.50 netmask 255.255.255.0 broadcast 192.168.10.255
inet6 feB80::20c:29ff:fe27:c612 prefixlen 64 scopeid 0x20<link>
etherm_@:(ﬂc:w:ﬂ:w:lz txqueuelen 1000 (Ethernet)
RX packets 340 bytes 34349 (33.5 KiB)
RX errors 0 dropped @ overruns @ frame O
TX packets 193 bytes 20504 (20.0 KiB)
TX errors O dropped 0 overruns 0 carrier 0@ collisions @

lo: flags=73<UP,LOOPBACK,RUNNING> mtu 65536
inet 127.0.0.1 netmask 255.0.0.0
inet6 ::1 prefixlen 128 scopeid 0x10<host>
loop txqueuelen O (Local Loopback)
RX packets 92 bytes 9398 (9.1 KiB)
RX errors O dropped 0 overruns 0 frame O
TX packets 92 bytes 9398 (9.1 KiB)
TX errors 0 dropped @ overruns @ carrier @ collisions @

K 14-6 AFI54T Linux RE0HFEHL MAC Hidik

TE Linux R4 Windows R4, #B 1T LA i A & W R ZSSR AR EAL MAC $iuhil
1E dhepd RS AR OB B SO, F IR AS 20K TP Hidik 5 MAC il - 1740 5%E .

host EHLAFR {

hardware ethernet Z BN MAC #ihik;
fixed-address BRIERERY TP Hodik;

ﬂn%ﬁﬁ@éﬁimm MAC Hihl, ZEAIR? N, B4 BN FPLLGEE TP b
hb, EORRERSE kA A S EHUE B, XX RS, X i R R R — MR
Nk %iaﬂ]ﬁf'a of dhepd RS FRF, AR EHLEC— TP Hudik, XAERES7E DHCP Al
F5 AL H B SCF R ARAEICR ) TP Mkl A Flie Si . ARG AR H SR, ] IR AL
MAC Hitik 7 CEPR RO 2 ).

[root@linuxprobe ~]# tail -f /var/log/messages

Mar 30 05:33:17 localhost dhcpd: Copyright 2004-2013 Internet Systems Consortium.
Mar 30 05:33:17 localhost dhcpd: All rights reserved.

Mar 30 05:33:17 localhost dhcpd: For info, please visit https://www.isc.org/
software/dhcp/

Mar 30 05:33:17 localhost dhcpd: Not searching LDAP since ldap-server, ldap-
port and ldap-base-dn were not specified in the config file

Mar 30 05:33:17 localhost dhcpd: Wrote 0 leases to leases file.

Mar 30 05:33:17 localhost dhcpd: Listening on LPF/enol6777728/00:0c:29:cd:a4:

09/192.168.10.0/24

Mar 30 05:33:17 localhost dhcpd: Sending on LPF/enol6777728/00:0c:29:c4:a4:09/
192.168.10.0/24

Mar 30 05:33:17 localhost dhcpd: Sending on Socket/fallback/fallback-net

Mar 30 05:33:26 localhost dhcpd: DHCPDISCOVER from 00:0c:29:27:c6:12 via enol6777728

Mar 30 05:33:27 localhost dhcpd: DHCPOFFER on 192.168.10.50 to 00:0c:29:27:c6:
12 (WIN-APSS1EANKLR) via enol6777728

Mar 30 05:33:29 localhost dhcpd: DHCPDISCOVER from 00:0c:29:27:c6:12 (WIN-

APSS1EANKLR) via enol6777728

Mar 30 05:33:29 localhost dhcpd: DHCPOFFER on 192.168.10.50 to 00:0c:29:27:c6:
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12 (WIN-APSS1EANKLR) via enol6777728

Mar 30 05:33:29 localhost dhcpd: DHCPREQUEST for 192.168.10.50 (192.168.10.10)
from 00:0c:29:27:¢c6:12 (WIN-APSSI1EANKLR) via enol6777728

Mar 30 05:33:29 localhost dhcpd: DHCPACK on 192.168.10.50 to 00:0c:29:27:c6:12
(WIN-APSS1EANKLR) via enol6777728

ZHTFRAELR NIRRT, P9 DHCP IR55 )5 B R 2T 84 REREk . IR BEAR, e
7% dhepd 55 P72 Linux R E0H—MRRIEA A SCE, SAEIBA 1 AT B E S BUA BE S 47
Ja R BB T IR ——A $e2# 51U L) Windows RE0AXTRAAY TP 5 MAC Huhk Y46 SE5K: . 1
£ Windows RFENHEHR MAC Hihl, HAEXIELIT 00-0¢-29-27-c6-12, [HIFAFF RS (- ),
{BEAE Linux 24, MAC #uhkAg a2 s 78S (),

[root@linuxprobe ~]# vim /etc/dhcp/dhcpd.conf
1 ddns-update-style none;

2 ignore client-updates;

3 subnet 192.168.10.0 netmask 255.255.255.0 {
4 range 192.168.10.50 192.168.10.150;

5 option subnet-mask 255.255.255.0;

6 option routers 192.168.10.1;

7 option domain-name "linuxprobe.com";

8 option domain-name-servers 192.168.10.1;

9 default-lease-time 21600;

10 max-lease-time 43200;

11 host linuxprobe {

12 hardware ethernet 00:0c:29:27:c6:12;

13 fixed-address 192.168.10.88;

14 }

15 }

BIANS B S TE A5 il AR AR B &S, SRR T IFS dhepd MRS TR T o

[root@linuxprobe ~]# systemctl restart dhcpd

T B UL A, WERERIRI X G FHLEC T 1P kb, W& 1P suhikFH 29 )8 B
FIH, A2 B iGH 40 2 1Y TP Huhik . BAEST Rid B ESCE, WTHEHES— & b
B ZE AR S5, aniEl 14-7 Fis o

root@linuxprobe:~/Desktop - | 8

File Edit View Search Terminal Help
[root@linuxprobe Desktop]# systemctl restart network
[root@linuxprobe Desktop]# ifconfig
enol6777728: flags=4163<UP,BROADCAST,RUNNING,MULTICAST> mtu 1500
inet netmask 255.255.255.0 broadcast 192.168.10.255
inet6 fe80::20c:29ff:fe27:c612 prefixlen 64 scopeid 0x20<link>
ether 00:0c:29:27:c6:12 txqueuelen 1000 (Ethernet)
RX packets 170 bytes 20554 (20.0 KiB)
RX errors 0 dropped @ overruns @ frame 0
TX packets 277 bytes 33114 (32.3 KiB)
TX errors O dropped O overruns @ carrier 0 collisions 0

lo: flags=73<UP,LOOPBACK,RUNNING> mtu 65536
inet 127.0.0.1 netmask 255.0.0.0
inet6 ::1 prefixlen 128 scopeid 0Ox10<host>
loop txqueuelen O (Local Loopback)
RX packets 160 bytes 14452 (14.1 KiB)
RX errors 0 dropped @ overruns 0 frame 0O
TX packets 160 bytes 14452 (14.1 KiB)
TX errors 0 dropped 0 overruns 0 carrier 0 collisions 0

K147 HIFE P ImIMEEIRS , ARMESCR
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S

. faji DHCP PMY A FEHIE .

& RN R B SRR A ST 1P Mk A S

=]

. DHCP WM REMS A% 7 b A B A4 R B R
% WNE PR IP Hihik . PRI . WSCHBHE DL K DNS #ihik2E(E S

- B PSR TP ik 0 A B S ke 7
E ki, RO RISINIE 2 & EHRRR ARG 1P Hiuhk

. A& DHCP #mlH “FHZy” B1EH .
& FZ 5 M ERIAFL LAt ) A K AL R a], e L2 it fal 2915 H sh R ENLE 1P 3
HE, DIRiE R 1P Hihk AR 2%

. AR IP HuhE S ENLA A5 B8, s DMRIEZ EAL— BB E 2 /Y 1P k2
Z: EHLMFRAY MAC Hidik
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f#i F Postfix 5 Dovecot #& M4 R 5%

AEHBETUTARE:

> BTEMERS;
> EREEMAVE TEE RS
> REMFARER,

IR RGEERAE B TR, AR N — MRS, REEengaTs
M RS ETR , SRIG /4% SMTP . POP3 . IMAP4 453 UL HL R EDMSL, DL MUA . MTA .
MDA X =FR %S MAERIVE- . ARTW CRE /R 7E Linux R4 H Postfix 1 Dovecot iz
55 PR P LS IR R GRS s, R IR FHECE S5, AMEK LSS BIND it
55 FEFFHEAE) DNS 38044 fi b IR 45 2K B0IE 7 7 ity =B HL45 IR 45 22 TR A IR A2 % D o AR B f i
WA T WAFER U RS B 514, DRSS BIR R e A = s vh s b g . 45 3
B IR P A B A AR st

15.1 EBFHMHERS

20 g 60 AR, FETPIEIEAL TR B . 92 M ZE U R AE R AR AR AR AT
S A, XEEAE B T AEROR R A BRI, EEEPE B AR T TSR
ARPANET WJEMIAFIH , BN RS BAE B2V BT AR5 o Barif 9 2 24 4 BB o 9 4, B
R A L3 — A2 B AR 4, EJRAR AR 1971 ATy o 38 3 7 7R (¥ o) 82, 4n
Kl 15-1 s, S 50ma A H B2 R e L E AR LXK, 2R SN 21
SR T AN BE SIS 2 2245 A IR SR, DR E Bk R AT 138 V)75 2 —FP RE A2 1 Bh T M 285 7E 1153
HLZ & B 1 i o

JUEAARE 10 BRI 11 F /2400 Web IiR55F1 FTP SR Ik 55t g S gidis sc 46, (H
JEIX SRS BB ALy AR TS IBEE, T BT R AR LA RE SE AL TAE . iR
XF 5 B HLECE RIS IG5 T REAS 1 BRI T e S RS HE T
“.BEfY Ray Tomlinson fi+-t.2 55 1 Bl -] (ORI H v, e 545 06 B8 T H— R
T G0 BIEEIRSS , IR —A (AR, RE RV X 771 A s 2 Al B 5 B S 1
B, 4 F)EEETALFRRIT] . FJE, Ray Tomlinson 1+ FH T 3 —4= AR E] 5E A T 1R
% (Email ) (9331, F7E 1971 4ERKRAS ] SNDMSG #cE1m F % — G EIL L% T T A
H 7 5 B —db o TR ——r T IR 2R G L I e A !
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P 1S-1 1971 SRR FRLAIFIT F 3z 215 0 i o ok

W R A FLIE R rp 25 At N A 3 B R IR A% I FH P T T R ACHR 5 BV 1) 4 R
AUEME—/Y, BT ERPE R BE S IR R A 2 A EA R, W TR A 2
HEAF T o Pk, Ray Tomlinson f b-pu g £ “#E 4 @I FHL EHLAFR” HOA% 2R M
W TR B 4 FR . R @A 5 1 O 18R AT 09 B RS AR B, 08 Ray
Tomlinson 1§ L5813 A2 19 4 TR R ML LA PR RLIZA A X A—4@fF 5, BT LUt
BT

HL TR R GEBE T B A M SOR 58 R IR PF A4, UL BB AR T T 2

> BB ARHEHITHIYL ( Simple Mail Transfer Protocol, SMTP ). JH T &2 Flrh#E & i
HLTHRCE, IR SS 4% #Y 25/TCP Y o

> BREMARZ 3 ( Post Office Protocol 3 ): T FHEAEAZEESIA L 0L, IR
%5 #RH 110/TCP %11,

> Internet JE 2iF AR A 4 ( Internet Message Access Protocol 4 ):  JH T7EA M =

PLEVIREREE, 5 IR SS 47 4 143/TCP S

1L F MR ZR Ge b, S P WOk I A 1 i 55 i 44 A 42 T P AR EE( Mail User Agent,
MUA ), 7351, BESR B3 MR A R SE R 5 11 P AR B 2R 1% &0 T KSR T LA 58 U B0as i 42208
HEMA — N TRAFH PR “F4E7 M55 &, XRS5 & 09 42 5 A R 45 38 A 3
( Mail Delivery Agent, MDA ), H. TAEHR ST 24tk 3 T R 2 1% fi 1 3 Mail Transfer Agent,
MTA ) IS PR AE B A H AW R A8 o o, XS MTA 9 TARBR ST 2 4% R AL AN Rl fy
TR B 55 (R Ry B = [ AR, 0k B F MUA BIIBPRRS & 31518 MTA 5 48 6l
i, FRATIAHTIRAT AR 10 43 A5 A8 Ak — B i A, 3k B L R ) AR e R AN 1 15-
2 IR o

SSRUL, — M S IR 55 R P TEAL AR S R A T, T 28U IR TR
MAEH PR RS, P LR B e A A R TAESE BRI AT N2k, Qflnt Iy bk
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Frae (MTA) SHLEO 7RI B2, RIS @ (MTA) S B2k N A shr Bt
TRAFBNA Y, SR 20 7 MBI 55 2K 25 2o S B PR B0is , 1Ia)— R TE R i 2 D1 447
ARRE, BERWCEA (MUA) SERETE A AR R PR B R IE T

v SMTP w SMTP w POP3 m, IMAP4 v
\ — —_—- [ A ——— \
/—-ffé 4 g ,»vff,‘;

MUA MTA MTA MUA
BAEN BN HLT P AT 1SS LISEIN

152 o s p L ot i

KREAEHE IR B M R TR RGN, A 4 MRS E R

> USRI O R .  BRAE AR A 0 BEL Lk 37 3% I A B B MR A X M A A
I 7/

> XTHRA NG . AIAT ORI R AR R & s ORIk

> USRI . AT RO R A R B TR R S A U] L RS
B A TR S AT R

> PREEREN:: BT RENFEEECET, B4\ S N ASERIER TR RGN
fasEistT, It RS B A e 48 IR 5 ( Distributed Denial of Service, DDoS ) I
S .

15.2 EPEBERMABFEHERS

— AR A P R R G B R AR R AR S R IR 55, A B R T
SMTP PN Postfix AR45FEF AL A RS TIRE, H- HZET POP3 P Dovecot Al 55 F2
AR S ThRE . X AE—3k, P Rinl LAfdFH Outlook Express 5% Foxmail %5% il 55
PP IERWOR IR T o IR RGN TAERAR AL 15-3 Fis.

AL B S
gt QO TR0 A i
POSTFI Mailbox

Wei | | BeIAE _ MR
DOVECOT — &
. g A ?\ﬁﬁﬁﬂ{%

L[ por3 || iMAP Elﬁ?g%f & 1%11?5‘1%
&l 15-3  EFHA RGN TAEREE
7 RHEL 5. RHEL 6 L)} i#% £ B Linux R4, B A &4 IR 5542 i Sendmail

M55 FE P 3L, Mi7E RHEL 7 R4 E &8l Postfix IRFSFEF . AT Sendmail 55
7, Postfix RS EF /D TIRZ ADERE EATR, i HAef et SR EE i a Rk
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— s, AT ERHHEZELIT “root@linuxprobe.com” XAE, Wt Z#%HE “HIr 2@
FEMLHhE (3047 ) AEACRER . WERERATR —F “root@192.168.10.10” HIf5 S, FRATHER
REPX ST MEF L, B2 T 25 0E SSH PMUKEHEE E . Pt SR T4 s A6 56 i, 7
MRS EC EROR, THEEHE bind RS, M FIREIRS 4% it DNS 5
A IERTIRSS o

E15: MERS SIS, HEGIER S A EILA RS R EEA RS20

[root@linuxprobe ~1# vim /etc/hostname
mail.linuxprobe.com
[root@linuxprobe ~]# hostname

mail.linuxprobe.com

5 24 1= iptables [ JIm BRSNS, I ORATRMEIRAS , b A Bl K S5 v BRI 1 5
W& BH 1E T %% 713 DNS b daligs Ko mipf:

[root@localhost ~]# iptables -F
[root@localhost ~]# service iptables save

iptables: Saving firewall rules to /etc/sysconfig/iptables:[ OK ]

3% NHETHMERGERMA M. h T 13 HELPH# T bind-chroot 55 e FP

AURCE vk, PR B R S e SO L DI SO R A4 B SO B N A, R
MiE B AP BRI R K ATT5E M.

[root@linuxprobe ~]# cat /etc/named.conf

1//

2 // named.conf

3 //

4 // Provided by Red Hat bind package to configure the ISC BIND named(8) DNS
5 // server as a caching only nameserver (as a localhost DNS resolver only).
6 //

7 // See /usr/share/doc/bind*/sample/ for example named configuration files.
8
9
1

//

0 options {
11 listen-on port 53 { any; };
12 listen-on-v6 port 53 { ::1; };
13 directory "/var/named";
14 dump-file "/var/named/data/cache _dump.db";
15 statistics-file "/var/named/data/named stats.txt";
16 memstatistics-file "/var/named/data/named mem stats.txt";
17 allow-query { any; };

.................. RSB L=
[root@linuxprobe ~]# cat /etc/named.rfcl912.zones

zone "linuxprobe.com" IN {
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type master;

file "linuxprobe.com.zone";

allow-update {none;};

bi

[root@linuxprobe ~]# cat /var/named/linuxprobe.com.zone

$TTL 1D

@ IN SOA linuxprobe.com. root.linuxprobe.com. (
0;serial
1D;refresh
1H;retry
1 W;expire
3H;minimum

NS ns.linuxprobe.com.

ns INA 192.168.10.10

@ INMX 10 mail.linuxprobe.com.

mail INA 192.168.10.10

[root@linuxprobe ~]# systemctl restart named
[root@linuxprobe ~]# systemctl enable named

In -s '/usr/lib/systemd/system/named.service'
'/etc/systemd/system/multi-user.target.wants/named.service'

B BC B SO IS FE S bind RGFRT , XREHLFIRIE 3R G0 T 6T g A HIR 55- 4 F2 4144 D
A mail.linuxprobe.com, Tl A @linuxprobe.com, HUARS#5HT DNS itk & o sl A< 1 1P Mt
ik, AN 154 FioR

root@localhost:~/Desktop - | O

File Edit View Search Terminal Help

1 Edit connection |

Frofile name

T
6 ]
Device 2 :66:7B (enol&777728)
= ETHERNET <Show=
= IPv4 CONFIGURATION <Manual=> <Hide>
1

el Ia=to1o-To 1 07 . 168.10.10/24 <Remove=
Gateway

PREREETRYETREN 1 O . 166.10. 10 <Remove=

=Add...=
Search domains <Add...=

Routing (Mo custom routes) <Edit...=
[ 1 Never use this network for default route

[X] Reguire IPw4 addressing for this connection
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B 15-4 BLERSS AR DNS bk

15.2.1 BLE Postfix RESEF

Postfix J&—#HH IBM %% B & 9 G 28 F U5 FL 7 IR AR 55 F2 07, REMBAR AT HbHEZY Sendmail
R %2R, AT LA 8 Sendmail F P T F£5) Postfix IR S5 I, Postfix IR 55 F25E BUMR AU A& E 158
T Sendmail ik%5, 1M HLBE A a3 0 I/ D JERR (B R PRIE FEL T IR R S s e R S e Pk .
J15b, Postfix RFSFETHIFE/IERAIAL, B>/ MEBHE AT LS8 sURE e i Ehfe, T 7e4:
P TR P AR A7 R RIS FE T A

14 40K Postfix IRF5FETF. X —7E RHELT RGHRLZ RN Xt 2 i 2 fir DLk

B EixXx—28, HAMRILREEEEZARABZIEAMAGEESE RHEL &%, dfe i L+
Fedora, CentOS %5 F i Linux R4t XAE, REIRXLE RG A BINESE Postfix RSP, 3K
BRI L A T E . FEZHE5E Postfix RS FEIT )G, 75225 H iptables Bi ki, AIAMEH P
Tk LTI R St

[root@linuxprobe ~]# yum install postfix

Loaded plugins: langpacks, product-id, subscription-manager

rhel7 | 4.1 kB 00:00

(1/2): rhel7/group_gz | 134 kB 00:00

(2/2): rhel7/primary db | 3.4 MB 00:00

Package 2:postfix-2.10.1-6.e17.x86 64 already installed and latest version
Nothing to do

[root@linuxprobe ~]# systemctl disable iptables

%245 il H Postfix R&5FEF . RFWEIE KA F Postfix 55 727 FHC & SCH-( ete/

postfix/main.cf), &8 679 1T A RINAELINE], HAR L, X B4 K25 N
FAMRSRIET G B o Wit Z IR AEA 5 b — B R HIE 24 2] Linux RS, HRE “HiR
1R B I A ROZ e BAR MM T, MAZ—2 RN AENREE", FEHRE TR ES
NG, DRERZFENERAER)G, RARGEHT 7 MRMZERENSE, Wk 15-1
F7R .

< 15-1 Postfix lRFIEFEREXHHHNEESH
S ER

myhostname il RS F A4
mydomain i Jmy R GE A4
myorigin AL R BB 43844 4 B
inet interfaces Wi R4 1
mydestination AT USR8 M4 B 44
mynetworks TREE AT S MR S HLIY
relay domains 5B T A I ) S S 4

TE Postfix M55 #2719 ERCE I, BT EBERN 5 Ab. BRRAER 76 118 X—1 %4
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A myhostname FYAEEE, HIROAEIR 552519 EHLA AR IERFICERXANERIZAPR, TAZS
B EA I

[root@linuxprobe ~]# vim /etc/postfix/main.cf

.................. LS AR S S—

68 # INTERNET HOST AND DOMAIN NAMES

69 #

70 # The myhostname parameter specifies the internet hostname of this

71 # mail system. The default is to use the fully-qualified domain name
72 # from gethostname (). $myhostname is used as a default value for many
73 # other configuration parameters.

74 #

75 #myhostname = host.domain.tld
76 myhostname = mail.linuxprobe.com

.................. )T = S—

SRIGTER 83 475 X — 1444 mydomain B8, FRIRAFIRIFE 2 PR . REWEICAE
RXAAEAFK, P A E

78 # The mydomain parameter specifies the local internet domain name.
79 # The default is to use $myhostname minus the first component.

80 # Smydomain is used as a default value for many other configuration
81 # parameters.

82 #

83 mydomain = linuxprobe.com

TESF 99 AT VR IR I B9 mydomain 84, FIRE SCA T HRPF AR, 8 FHAL B A0 A Ak 2t B
HEBEAFER, UNMET HES—BH:

96
97
98 #myorigin = S$myhostname

to recipient addresses that have no @domain part.

85 # SENDING MAIL
86 #
87 # The myorigin parameter specifies the domain that locally-posted
88 # mail appears to come from. The default is to append S$myhostname,
89 # which is fine for small sites. If you run a domain with multiple
90 # machines, you should (1) change this to $mydomain and (2) set up
91 # a domain-wide alias database that aliases each user to
92 # user@that.users.mailhost.
93 #
94 # For the sake of consistency between sender and recipient addresses,
95 # myorigin also specifies the default domain name that is appended
#
#

99 myorigin = $mydomain

55 4 AMBUURTESS 116 177E MR MWl o AT LASE E A0 e 55 A MIRE 1P Hiutik xf 41
PRALHFHEEIRSS s BT LA THES AR all, RFRFTA 1P Huhl A RREL AL AL T B 1R 55

103 # The inet interfaces parameter specifies the network interface

104 # addresses that this mail system receives mail on. By default,

105 # the software claims all active interfaces on the machine. The

106 # parameter also controls delivery of mail to user@[ip.address].

107 #

108 # See also the proxy interfaces parameter, for network addresses that
109 # are forwarded to us via a proxy or network address translator.

110 #
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111
112
113
114
115
116

# Note: you need to stop/start Postfix when this parameter changes.
#

#inet interfaces = all

#inet _interfaces = S$Smyhostname

#inet _interfaces = S$myhostname, localhost

inet_interfaces = all

e — AME R AE S 164 17 8 AT BSR4 i 0148 sk 44 91 3R o X B AT DL B 4200
FH AT 2 L4 19 myhostname Fl mydomain 28 & ( WS NAR I FHAS &, AT LB 3208 FH AR
EE[*]Hgﬂﬁ ):

133
134
135
136
137
138
139
140
141
142
143
144
145
146
147
148
149
150
151
152
153
154
155
156
157
158
159
160
161
162
163
164
165
166

The mydestination parameter specifies the list of domains that this
machine considers itself the final destination for.

These domains are routed to the delivery agent specified with the
local transport parameter setting. By default, that is the UNIX
compatible delivery agent that lookups all recipients in /etc/passwd
and /etc/aliases or their equivalent.

The default is $myhostname + localhost.$mydomain. On a mail domain
gateway, you should also include $mydomain.

Do not specify the names of virtual domains - those domains are
specified elsewhere (see VIRTUAL README) .

Do not specify the names of domains that this machine is backup MX

the SMTP server, or use permit mx backup i1f you are lazy (see
STANDARD_ CONFIGURATION README) .

The local machine is always the final destination for mail addressed
to user@[the.net.work.address] of an interface that the mail system
receives mail on (see the inet interfaces parameter).

Specify a list of host or domain names, /file/name or type:table
patterns, separated by commas and/or whitespace. A /file/name
pattern is replaced by its contents; a type:table is matched when
a name matches a lookup key (the right-hand side is ignored).
Continue long lines by starting the next line with whitespace.

#

#

#

#

#

#

#

#

#

#

#

#

#

#

#

# host for. Specify those names via the relay domains settings for
#

#

#

#

#

#

#

#

#

#

#

#

#

# See also below, section "REJECTING MAIL FOR UNKNOWN LOCAL USERS".
#

mydestination = $myhostname , $mydomain

#mydestination = $myhostname, localhost.S$mydomain, localhost, $mydomain
#mydestination = $myhostname, localhost.S$mydomain, localhost, $mydomain,

£ 3% CEBTUFRENEFM, Postfix 5 vsfipd RESFETF—HE, #a LITHHA

W RGP R, DR AR AS R SR ALK P RITRT e f S T B2 2 Y posstfix IS5
FEFF, JERLASIBEIYUR shIib . RI !
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[root@linuxprobe ~]# useradd boss

[root@linuxprobe ~]# echo "linuxprobe" | passwd --stdin boss

Changing password for user boss. passwd: all authentication tokens updated

successfully.
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[root@linuxprobe ~]# systemctl restart postfix

[root@linuxprobe ~]# systemctl enable postfix

In -s '"/usr/lib/systemd/system/postfix.service' '/etc/systemd/system/multi-user.
target.wants/postfix.service'

15.2.2 & Dovecot [REEF

Dovecot j&—KBEHS I Linux RGeHEHE IMAP F1 POP3 HiL MBIk 55 IR IR S5 AT, &
e, FCE RS, SATEEE, S RIS SRR R IR, IR — R B A
AR 55 R T

F 1% L% Dovecot IR FEFHM . KE T AFTHCE Yum A | HESGEER
B H R, SRIGHI A B L) dovecot AL A FRENT

D

[root@linuxprobe ~]# yum install dovecot
Loaded plugins: langpacks, product-id, subscription-manager
BWE D HEAS B

Installing:

dovecot x86 64 1:2.2.10-4.el7 rhel 3.2 M

Installing for dependencies:

clucene-core x86 64 2.3.3.4-11.el7 rhel 528 k
Transaction Summary

Install 1 Package (+1 Dependent package)
Total download size: 3.7 M
Installed size: 12 M
Is this ok [y/d/N]: y
Downloading packages:
Total 44 MB/s | 3.7 MB 00:00
Running transaction check
Running transaction test
Transaction test succeeded
Running transaction
Installing : clucene-core-2.3.3.4-11.el7.x86_64 1/2
Installing : l:dovecot-2.2.10-4.el7.x86_64 2/2
Verifying : l:dovecot-2.2.10-4.el17.x86 64 1/2
Verifying : clucene-core-2.3.3.4-11.el17.x86_64 2/2
Installed:
dovecot.x86_64 1:2.2.10-4.el7
Dependency Installed:
clucene-core.x86 64 0:2.3.3.4-11.el7
Complete!

£ 2% BEIE Dovecot IREG5FETF . 1E Dovecot IRFFEFF i) F B AU TN T &

%o HIEES 24 17, 1 Dovecot Ik 55 R SCAFHY HL T HEF PB4 imap . pop3 Al Imtp.
RIFTER—AT T BN —1T128, R i SCHA T I . Z BT DU HRAE, 2
A Dovecot [IRF5ARFF A T ORUEHL T M 2R 58 i 22 AR A sk il TP A T I Oy st o8 5%,
1M F T B BRI R GE, DN IR BRI S EOR i P I SOE 5%

[root@linuxprobe ~]# vim /etc/dovecot/dovecot.conf

317



{Linux FLiZIXA%Y — M) Linux 24052018 RHCE A UE % 2 5 = Fh4E

.................. LS AR S S—

23 # Protocols we want to be serving.

24 protocols = imap pop3 lmtp

25 disable_plaintext _auth = no
.................. o) TR N—

TEFBCESCIFHIE 48 17, WA AVPERMMBIIL, UatRuiH Tl LI HL RS
KA THA MBI A BEG I TR RS AR SRV ABRRER ], WA B ASAL

44 #
45 #
46 #
47 #
48 login_trusted_networks = 192.168.10.0/24

Space separated list of trusted network ranges. Connections from these
IPs are allowed to override their IP addresses and ports (for logging and
for authentication checks). disable plaintext auth is also ignored for

these networks. Typically you'd specify your IMAP proxy servers here.

£ 3% BEMEE S5FEREA . 78 Dovecot RS FEF B T ECE S, B —

AEEAE, TR E ZOR I I E AR A 55 S A ML A . X AR BOA B 225 LU
T, i

R ERZI & SR 24 7RIS (#) IBRERIAT,

[
1
2
3
4
5
6
7
8

9

10
11
12
13
14
15
16
17
18
19
20
21
22
23
24

#

#

root@linuxprobe ~]# vim /etc/dovecot/conf.d/10-mail.conf

## Mailbox locations and namespaces

#
#

#
#
#
#
#

#

Location for users' mailboxes. The default is empty, which means that Dovecot
tries to find the mailboxes automatically. This won't work if the user
doesn't yet have any mail, so you should explicitly tell Dovecot the full
location.

If you're using mbox, giving a path to the INBOX file (eg. /var/mail/%u)
isn't enough. You'll also need to tell Dovecot where the other mailboxes are
kept. This is called the "root mail directory", and it must be the first
path given in the mail location setting.

There are a few special variables you can use, eg.:

c
|

username

user part in user@domain, same as %u if there's no domain

Q.
|

domain part in user@domain, empty if there's no domain

o0 de oo oo
o}
|

o
|

home directory
See doc/wiki/Variables.txt for full list. Some examples:
mail location = maildir:~/Maildir

mail_location = mbox:~/mail:INBOX=/var/mail/%u
mail location = mbox:/var/mail/%d/%1n/%n:INDEX=/var/indexes/%d/%1n/%n

.................. (R B T = —

RIGTH BN E Postfix ARSFEFFIAIERY) boss W/, FFFER HFrh iy H TAAE MR 1:
B H % i85 2 5 )3 Dovecot k45 FK HAs MBI LG sh3ih . £k, XF Dovecot iR 55 F 7 )
[N S et A

[root@linuxprobe ~]# su - boss
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Last login: Sat Aug 15 16:15:58 CST 2017 on pts/1

[boss@mail ~]$ mkdir -p mail/.imap/INBOX

[boss@mail ~]1$ exit

[root@linuxprobe ~]# systemctl restart dovecot

[root@linuxprobe ~]# systemctl enable dovecot

In -s '"/usr/lib/systemd/system/dovecot.service' '/etc/systemd/system/multi-user.
target.wants/dovecot.service'

15.2.3 i FHpEFFRSE

Wful P30 F IR R 48 A RE M 1E H ORI EE T e AT LA Windows #4E R Gerh A+
i) Outlook AR ATk (i mT DA FH At H - HR 2% P o e ik, Fb 4l Foxmail ). 5% R8
e 15-2 R B A TR RS S DNS RS 2515 P i EHLAY 1P Hihl, DUEREIE & fAT s
%o BEE G AR IE 15-5 FiR,

#*15-2 BRE[BSEFIHRPBRIERGS IP it
FHATR BRIERS 1P ik
HLF IR 5755 &% DNS fle454% | RHEL 7 192.168.10.10
% P L Windows 7 192.168.10.30
Internet HHIEEZS 4 (TCP/IPva) Btk LB [t
ETl

R R A

O BEhEE 1F it @
@ FATEN IF Hilte):

IF it cr: 192 (188 . 10 . 30
TR 255 255 255 . O
FhiARIR 1)

SEfFE 165 RFESEME 6
© EATEH I8 fRE-SE ML E):

Hi% 15 BRSEE ) 192 185 10 . 10

A DS RS EE h):

[C3BpTE R 1
e

Kl 15-5 Bi'E Windows 7 RGNS H

%1% 7F Windows 7 &4tHi21T Outlook HMAFETF . HH T Y Windows7 R45E

WA —E AR, R 22 i K F Outlook 2007 ARAS X R BEF 75256, AR A B 55 i
HYSE SR PR R A PR — 3, AT FEA 5 Ol 5 AR B8R 2 D T ( hittp://www. linuxprobe.com/
tools ) FEIFLH . FEMIVGEFTIZMERT 2 E—4> “Outlook 2007 JH8h” T, 51 % KE5E
BOZAAF R E A, Gl 15-6 R,
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Outlook 2007 =31

Outlook 2007 JB3h

FRMER Outlook 2007 BEIOT, FOISHHESHESRK Outlook 2007 FIBIEIHE

@=1) =19

& 15-6  Outlook 2007 Ji& &[]

2% RCE M THRCER . . 7RI 15-7 Fron il Ik B8 s sy " ki,
IRl “F—7 .

e oS
PERT

REILLE 215 WM L
TSt g e e 8

@Zwm

OFO

KE%®|F%wm> [ mE |

B 15-7  Fc B R

534 LR THRIEIR ST AP . FEIRT 15-8 PR i I P2 BRIAIRCE, SRJS i
i 27
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IR T AR ==

R TR

@ Miecrosoft Exchange POP3. IMAP E HTTP (1)
EHEE| Internet HE%}E%? (ISP )37 (L ARR FabiF i e iRRRTE AR AY
Microsoft Exchange HE%‘ o

O E il )

L T RRS A .

Fax Mail Transport

Tutleok FHIFEARS

(E—#m|F—2m> [ BE |

P 15-8 LR TR PRAR 55 Y DML Y

F 4. MGHFHFRFAER, ER- 15-9 Fosisimmd, “EaEs” SORHE faf

PIAHE XA EA T, I hE” SCASHE o U 75 B4 A IR 55 4% 22 88 N B ik P 44 4k
TNAAFSEL, 657 SCAHE rh 2 i AGZIK 7R IR 55 A8 N A E SRS, RIS SRR s,
i T2 feHl.

SRR T AR ()

Bk ARE
BT HSOORFHRE BRI, HREE Tnternet I, ticrosost Brchance IR
FoEmrnE.

M - boss

Tfl: Barbara Sankovie

B FHBEFHNE (B) :  boss@linuxprobe. com
Tfl: barbara@contoso. com
ZBRE): ARk

EHRATH (T): [ eeccocon
ROER) Internet PREREHEREMAED.

[ Fahm B RS Sh R E AR 222 )

KE—f£®|T—2%m> [ ma |

K159 HSHFIRAEK S E B

F 5% HITHFURMMRS B SREIE, T 2SABeA B SSLm# kS, HIt7E Dovecot

255 REF I ERCE S P B AT — 4250, 11 % 7 T LU T SO 5 21 e 7 HE R 55 - Outlook
BAFE NI SSL I PRl S8 s i T HIRPEAR 55, B ATEREAT I 15-10 Fon|y “fR
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boss@linuxprobe.com {55 #FIEE" KL 30~60 FP)5, RGoHIEERMIHEHE . ILht
R sd “F—27 #dl, PRk Outlook # A i JE % iy NI IEE 5%, anf&l 15-11
FJ?/?\‘O

T =5

ENEESHERSERE. .-

zr—— ———

EERE

EUESRFHERSEEE  RAREEN S
Vv BubimEE
» % boss@linuxprobe. com [RFERHEH
TRFIRSE

T—#m 0] LA
B 15-10 47 F IR AR 55 0 2 5
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- AR Linux R85 200 RHCE ARG 9% B 22 P48

T e )
BHEESHRSSRE. -
RS
FHEEEFHRS SRS - XAREENSH:
Vv BukEhEs
» 3% boss@linuxprobe. com [RERHEH GEME)
FRAESE dEmE)
TEw

& 15-11

AR i) 75 A T HL I e 55 S 8

6% mHAMERI AR TERIIE S Outlook il Jm RINAT 241845 5 I K 5B R

T o R EROE A zs AR S BbR A B, 7RSSR e HReE” v (UL 15-
12), SRIGTEMRE S P S U AR AR bk AR SE B IR N A5 By k™ #2e4l, 4n

& 15-13 FiR.

[ 428 - Microsoft Outlook E=nn=y <k
DD $80 UEY HEe IS0 @R =5 B EEERNEAS -
MIFEN - @Y X | GSER e@#Esy mEsEw B W | m EEEE >~ @ -

HBf « |3 Wit Microsoft Office Outlook MiEuE «
= - |%§£ o £ " ¥ || Microsoft Office Outlook [boss@linuxprobe &
| i S
H = 96
0B s #Eses A8 BEUE %
= Bz BE2S 1;
» B . . a Nile
B * |15 Microsoft Offc.. REAMALEWABER, Niorosoft
L) ek R v Microsoft Offic... Office Outlock BEN&EFEH)BFARE. =
2 9 A= = pe
[Eres B E
e - Bl SN
_— HFIEEA) ' ] g
ERFEE.. i
=] @ B HEEEG). 3
8] BmA 2l HFER.. =
S -
V1 EBEH). L
Jo@ - C= o
1| SE VAR
15-12 m HAR AR Ak iR 1F

i Outlook A AR MBAFIG , A AT LATE R 5B PR e 55 2 A mail 42575 2
BTIRCEPENE 7o AR AR MRIFR SN, i AN A4 A 142 5 R ]
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I,E!_n\ FICETEE Hello~ - BB (HTML)

i

B | BA ER REEER

B J ik E- B - A N[ == 5B @ Emg Vo T
= ¥
= R | |

M g uv-AdE= I e
=iE A 5 = 0 R 5| s
i A(O)... root@limuzprobe. com
(D).
=JU): Hello~

SR HEREET, IBRFRFEEE RS EARIN! ©

| v [0

4

Fl15-13 BRI AN EHIEI RS 588 R HE I P 25

[root@linuxprobe ~]# mail

Heirloom Mail version 12.5 7/5/10.Type ? for help.
"/var/mail/root": 3 messages 3 unread >

U 1 user@localhost.com Fri Jul 10 09:58 1631/123113 "[abrt]
U 2 Anacron Sat Aug 15 13:33 18/624 "Anacron job 'cron.dai"
U 3 boss Sat Aug 15 19:02 118/3604 "Hello~"

&> 3

Message 3:

From boss@linuxprobe.com Sat Aug 15 19:02:06 2017
Return-Path:

X-Original-To: root@linuxprobe.com

Delivered-To: root@linuxprobe.com

From: "boss"

To:

Subject: Hello~

Date: Sat, 15 Aug 2017 19:02:06 +0800
Content-Type: text/plain; charset="gb2312"

.................. B RS HS H HEAE R

HIRSEX B IR, GE IR IR )R R G See C 2 !

> quit

Held 3 messages in /var/mail/root

full crash r"
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[IEEEY

- DAEERY Linux RS ZIME RHCE AIE G 9% B 2= 105

15.3 IRERF5IR(ERE

FHP 59 4 D R — ST SRS FH B MR F I P DR BoA T LI B B 22 e AU A i P

PAHESZ R RIIB PR, ATTORAIE A B FHE AP0 ER , AT LARDR B A 2 24>

EoYizan

B LR

FIHRTE . WA FRATTE LA root W16 T HEME, T IHIFFIA] bin WP Kk —BHHEAE, anf&l

15-14 ffi7Rn .

EEES F )= {REF , A Bin, - BBEE (HTML) =RECE X
M

e | BA EE REvEER ©

= = ; g3 g | 0 &= .

) 5| [meexz- 52 5B &% = ?

W g p s gw-A==a=gEEE EAE SRS - FEES li i
=R EEE & iz o R )

KA (O)... bin@linwcprobe. com
=1 S
=E(U): 4T, FBin.
=)

RS R AR Bin FIHF. « L

P 15-14 iR ss 4% A9 bin Bk Ak bR A

TEMP I R 2 S5 B R B S5 2%, ARG 22 L) bin WK B2 5% . i T bin K 7E Linux %
Gith R RGP, BRINAY Shell £ /sbin/nologin, FIHTELL bin K VB SRR, RG4S 4ER Y
IR PORATH . (H, 7R FHRAIR &4 LA mail fyd)5, BRI EEAZ LKL bin

T P B B WA T root I BOFRAR

[root@linuxprobe ~]# su - bin

This account is currently not available.
[root@linuxprobe ~]# mail

Heirloom Mail version 12.5 7/5/10.

Type ? for help.

"/var/mail/root": 4 messages 4 new >

U 1 user@localhost.com Fri Jul 10 09:58 1630/123103
U 2 Anacron Wed Aug 19 17:47 17/619 "Anacron job 'c
U 3 boss Sat Aug 15 19:02 118/3604 "Hello~" U

4 boss Wed Aug 19 18:49 116/3231 "{f¥f, AP Bin, "
&> 4

Message 4:

From boss@linuxprobe.com Wed Aug 19 18:49:05 2017
Return-Path: <boss@linuxprobe.com>

X-Original-To: bin@linuxprobe.com

Delivered-To: bin@linuxprobe.com

From: "boss" <boss@linuxprobe.com>

To: <bin@linuxprobe.com>

Subject: R, HIF Bin.

Date: Wed, 19 Aug 2017 18:49:05 +0800

Content-Type: multipart/alternative; boundary="----

"[abrt]
ron.dai"

full crash r"

= NextPart 000_0006_O1DODAAF.
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B9104E90"

X-Mailer: Microsoft Office Outlook 12.0 Thread-Index: AdDabKrQzUHVBTgRQMaCtUs
VtgfLlQ== Content-Language: zh-cn Status: R Content-Type: text/plain; charset="gb2312"
.................. B HE R

KRE—HKREH Bin E’]Iﬁ:

&> quit

Held 4 messages in /var/mail/root

KArbE T WIBIAE S bin MK BOHBIE S A28 root PR THE? AL, KAt H]
PP ARSI o 7E aliases HFFF5 4% M55 ABCESCIF AT I 2, BLRE SCT R
PB4, XS P A RZEOE Linux REAMMRGEKS, MEES (0) HFRASHET
root Mt I R MG LE I P BB PRGN o FHP 59144 T LIZ: Linux R 58 BYASHUAT -, a1
JESE R I 25

>

i
T:iér%\é\i’v_n’—k'%é@ N%, R GaRG, XEL2MT oM, L LR
mE AR R RHHIE S,

root@linuxprobe ~]# cat /etc/aliases

Aliases in this file will NOT be expanded in the header from
Mail, but WILL be visible over networks or from /bin/mail.

[
#
#
#
#
# >>>>>>>>>> The program "newaliases" must be run after
# >> NOTE >> this file is updated for any changes to

# >>>>>>>>>> show through to sendmail.

#

# Basic system aliases -- these MUST be present.
mailer-daemon: postmaster

postmaster: root

# General redirections for pseudo accounts.

bin: root

daemon: root

adm: root

lp: root

sync: root

shutdown: root

halt: root

mail: root

WWwW: webmaster

webmaster: root

noc: root

security: root

hostmaster: root

info: postmaster

marketing: postmaster

sales: postmaster

support: postmaster

# trap decode to catch security attacks

decode: root

# Person who should get root's mail

#root: marc
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PIERF NG B 4 — I T, J5K aliases HB 45144 IR 55 B TC & SO L T TR E
NP SRR B . B T AR R G RGN P A FRAN, RATETTLL BT
FE X — S 2 AR o ilan, BIEE—A44 0 xxoo MK, T ECIE G I T MR PE Y N 2
J& root K,

root@linuxprobe ~]# cat /etc/aliases

Aliases in this file will NOT be expanded in the header from
Mail, but WILL be visible over networks or from /bin/mail.

[
#
#
#
#
# >>>>>>>>>> The program "newaliases" must be run after
# >> NOTE >> this file is updated for any changes to

# >>>>>>>>>> show through to sendmail.

#

# Basic system aliases -- these MUST be present.
mailer-daemon: postmaster

postmaster: root

# General redirections for pseudo accounts.

XX00: root

bin: root

daemon: root

adm: root

lp: root

.................. E) ST R = S S—

PRAFHHR Y aliases HMRPER 44 AR SS WOBL B SCHFE , T EH4IT— T newaliases 74>, HH
B LT B R P 930 42 B B SRS B AE R SRR PR U 26 R, A&l 15-15 B

XHF, ffiH root P ZEMRSS &% LAAT mail /545, BLAEE B EEARE K IK L xxo0 K
PR T o BeJm, X iR —a), P A BRSO 1z, i HL A S AR
FrDUE BRI, S n T ANEE B LM T3t TR 2 F IRMEFE st Z M s RN,
BEUE R AT X L AR A A6 B B2 % [l — > 3] o

AT EEEEDE EE RS aeoEERES. - B4 (HTML) S
(Pg .
B | EA  ER eEwEEs o
B S e gl | 0 -
b ament-Es ([ a == (3] @ ¢
B te ( =S A |2 A 4 am | T .
ﬁfﬁ Jm r o|®-A-= - || EEES N m_q_vfa_,g
shE & - IR -

xxoo@linmxprobe. com

EE(U): EE—HEESwooFNEL.

=1
FE(S)

I AHE SR root FAPEIE]. «

» 5

[ 15-15 [l fiRgs % B0y xxoo WP A BB

[root@linuxprobe ~]# mail
Heirloom Mail version 12.5 7/5/10. Type ? for help.
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"/var/mail/root": 5 messages 1 new 4 unread

U 1 user@localhost.com Fri Jul 10 09:58 1631/123113 "[abrt] full crash report"
U 2 Anacron Wed Aug 19 17:47 18/629 "Anacron job 'cron.daily' on mail.linuxprobe.com"
U 3 boss Wed Aug 19 18:44 114/2975 "hello"

4 boss Wed Aug 19 18:49 117/3242 "fR{F, A Bin. "

>N 5 boss Wed Aug 19 19:18 115/3254 "iXjt—HKIE% xxoo H/ MR,

EIF

. HTHEBIFNRSS 5 HTTP, FTP. NFS SF2 7 IR S5 B my ok K 47
By X7 ENUE LSO I B, (A H T MR PR AR 55 AR T AR s B

- LB E TR F B IR A 7

%. SMTP. POP3 il MAP4,

. HLTHRE RS MUA . MTA . MDA =R (008 FE 4 et 42
Z: MUA TR IR . MTA T &I . MDA FHTE-AFIRE.

. ¥/ Postfix 5 Dovecot #& HLF-HF A RGERT, 7o 2 eft47
& TECHE RS DNS WA ARG, LIMEBROLEA bk i I GE

. BBk Dovecot /IR 55 F2 7 BRI AL i/ i 4 1 MLV 7
Z: AL, 7£ Dovecot Ald5H2)7 iy F L B S HEEk login trusted networks ZEUERI AT,
BREATTEAME BT K8 SRS I 0 BRI U7 i NG L
. f#i ] Outlook K% 12 s T MR Al 55 #5 A Mttt mail.linuxprobe.com B, 48 /RIFEAHIIRS 77
BRI, X AT RE S A R B g ?
& A ATHEE DNS S BT RS i FE R, W FE R3S & 5% P s 43 BT ping

mail.linuxprobe.com 74>, MR A AT LAIE R fi#dT il 1P ik,

- SCHP 350 24 A5 A LA B ST B A 22
B ] ELRAE TR 4 M 55 A B SO, IR BRAFIR IS IRAT newaliases i 4 RIVAT LT
A4 P ) 44 S BIVAE R
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i Squid FREAREE AT AR 55

AEHBETUTARE:

> REZFRS;

> W& Squid BRETRF;
>  IEEARIE;

> RERE,

ARFEE SN GCEERSS IR BRI AR, SRIGAZ4 Squid AR5 F2 T 1 [ i A7 A 1) gt BT
FIEE LA B E Ty Hor, 1R BRSO T LR P ] Squid AREEIR S5 LI, i 0]
PIETFHREN [P ik . 3047 SekiR) . Motk s R 3OS0 R R 45 8, SEBR T i
FIFATIAE . S 11 AR AT LA IR BT 3 A5 TRD s B, 38 T LAHS Bl I3 IR 45 il % 1 2%
EH.

FEHAR T Squid MRS AT MFRIEIE M . B I R IEEE . Uil 51) F T EE
DI R AR B A S I fE 2 . 1 ANME AT RAgE— L PR AR AR 55, $RTHIR S REmhlfe 1,
HAEL N iB 2 <05 RERS I 7] A 43 AL 3R 5C h) RE

161 REBEGFRS

Squid /& Linux 4 H A AT —3K e RERBRMSS i, % FIAE Web I3 1R &
GEAEMSs, BRMBACHE R P 1l I 3l AR 55 2 oK DU IR IR T 9847 . TRTHR UL, Squid RS FEIT
S ORI A FH iR ) sl U R 45 g iR 0L L VR R AR TR AR, R IR 55 e A R
PEAEABTEIZAT Squid MRS RRF ARG 48 o 24 P FE R AR TR A s s, D0 o] DL B 2K A7
TR S5 A AR MBS A T, SRR T H P SRR R] , IR Z2 0 T 3l IR 55 2 114
fEES

Squid IR 55 )7 HA L & 58 . 0% . IEE & FFE s, ‘B BEHF HTTP. FTP. SSL
LRI ER A, FTRIE T Ui RIS % (ACL) Fi ARSI % ( ARL) AT
WAL SR HLIIRE, 38 1T LKL T 2 Fh 45 25 1k 7 U () A7 78 8 W 5538 ‘B A 9 3
AN v BT A ) R A A S o /5 A S Dl O 2 N N £33 vl L - il

T AR S ANME L FEIR S5 248 21 CPU THETERE . INAELL MAEREAERERE IR, )
AT EA RN 2 SR RBE AR G RCR,  t et A R M 4 e T4 o PR P9 AR
% IDC 5§, CDN 4525 245 A BT s IR S5 A OB e — = 2RI A2 3 AR .

e Squid MRS A P BB A AR S5, ELAT 1 i AR 2RI i i A QB =X
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27
PR IE AR, S48 P8 Squid RS R IR b TR 9e iR, DL LT 5
(4§51 (ACL ) DIBREXTH P Uil Wi A7 A EA BRI, 7E BRI R 55 5 X oy At
PRAE 5B WA, A I 1) 4 CEAS 22 A X Bl 22 A7 I MR 55 g As b, 45 e B 9 R
AR T IR AR, ABJE F A b I 2500 0 g A5 4 1 S S AR R 55 2 1Y TP dbchk 5
i S5 S, A ERAASE FACHEAR 55 o 175 W 1 1) 4 QRIS 2 A V-5 I 1) £ QA 23
A, X P ORTE EE T sh A AR BRI 55 48 1 TP Mkt S50 15, T AR CELAR 45 %t T
FH PR YA B B Y

fii 1 Squid il 55 A8 S AL 1F 1) A CEEAR 55 A FR AN IET 16-1 TR o JRidsl I P 1) S L An SR AR 22
VilANR, 2A 2558 i3 Squid IR 45 R RBEA 1T, XK Squid RS w2 2 FH - AT
A Ja e AN & R, SRIE BB B 22 1 45 & AR A IR F P, NI SEEE T P
PR BT, 538, IFFNEIREARYER 1, b b i FALEERR 1M, S 42 ad /8
G IR 55 7, BESRIX & — SRR A G 2 1%, BRIIA Ml —BaA 234t Squid RS54y 388 2]
NFRSS EROLE, JFEE R AR ACL (UilnlEhilzlge ) DhRext il Py 52 Tk T T
TR

b W J

Kl 16-1  Squid fizd5 e gk aE i ACHR 55

S B ORI 2 61 s EHUS R ZAT RIS K, TR A D s . [ —
fEoR I, s 2 N R R ST R SRS BRI E e AT TR BRI AT E
AR R, ST AR Rt ot AT X S S IR BT TSR ), FRATRTLAE Squid AR5
PPy S A S ) AR AR BEA TR L . T HL, AR B QR S5 e PR T e 2 T P 2
()RS DEUR, U B G A X LE RS SRR 3 P, IXANCRT LU P B 1 s 1 1)
BREE, A —E R LA T Rl I 55 R S

1 Squid ik 55 F PP AL S A CREAR 55 A 4R NN 16-2 Bz o AR T P 22315 R 5
RIS, SEPRIESRESE Squid M55 BT BRE . S ia ACHIR 55 a2 SR A A i A5 e IR R
Mo S ATER MR, TATAIER T P00l G TR D5 R A RE o I L by T 3l D TR RS A
AVIIHREH Squid IS EwabBr, DA 0 sk Al 55 4% 71 5T SRR AT L T, ki
B TR 55 AR AILD7 P It I 55 B A T

BERE, IE R — B Tl Rz, skl P S — it Squid ks
VIR IR BT, AT LATE—E R E Lm0 WA SE TR, T ELIE REXS HL P D5 TRl Y
Pl A REA T A BR A, — L R P D T Ay Il 2 5 25 R LUARDE IS, 2 A Sl ik
o SRR A — R K B Wl SR AT IR 55 1, EAE R P A S B IR R A AE
AN AL, U AR SR AT R, AT RO o P o0 BT s 1L 5%

(
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U, PR R P 2 o s P A 301 <2 197

4 = B\
N Squid fit 5 %%
= -
N =
AN S = 1
s -
A 3
& C G §
B S
,f‘/\ X
& & IR %28 L5 &
& Y, Q

B 16-2  Squid Al 55 FE 4R AR &2 ] AR X

16.2 Ec& Squid lRBZERF

Squid AR5 FEIF I EL &AL TR ESR T 5, (IKARTE 2 W R F M — T LI i i i 4%
PIRAHR B . e W& G ERIL, — & F1E Squid IkR%54%, 5358 —5G HFE Squid %
Frig, JE#E TGS & Windows RGIAJE: Linux REEE 1] ( ARSZE A fifi A9 2 Windows 7 #/E &R
). N TREMSAHEA LS, TFE X G LR I B AL =N (Hostonly ), #RJ5 CHIH:

— G ERWL R, ERIN—3C MR SR BRI, &l 16-3 Fis.

oE = RIS
7 1.5 GB EiEE(C)
[ el 4 BETiEE(0)
e AL (SCST) 20 GB (FRsk5E0) .
)CD/DVD (SATA)  EFEHERRTHE F USRI \RHELser. .. ISR
il TRENAE @ {HEiE=(B): EEEEmERE

HiaiE (5ah)
Bahtanl

Ol e EEzsE)
O NAT () RTFHEENAY P Mt
O RENMR(H): SENLSHEAERE
O BEX (L) HERRE

VMnet0d (HzhiE)
O LAN EER(L):

(LN ER(S)... | [ BB |

Kl 16-3  FEHA—& B AN — DR R

o EE RS, XYUHS NG M -R s AR BT AR, X P & AR Tk
Vil 4% HEER 16-1 BLE XI5 ALY 1P Mk

% 16-1 Squid AR FERFE FumAIRIER G IP HUHES

FHER BIERS 1P ik
HMRR: B DHCP A
WM. 192.168.10.10
Squid & F* ¥y Windows 7 192.168.10.20
XA, BATHA T —a RV, XEEVimI SN BHEIIL T . —2 L%

Squid k55 #% RHEL 7
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510 Squid I 45 B 538 76K A HE LML L, SR L 53 Ah— 3 B FLRE DI Il Py 0 19 i 4 LC B
Squid % 13 ) AL Squid W FRAEFTICHLE R, MR Squid % 35 eV PSS
Mjﬁo

o, Bl EFT A Squid R4 B A T T LRSI MRS . 7T ping —
RTINS (T T Curlre BAFLE ),

[root@linuxprobe ~]# ping www.linuxprobe.com

PING www.linuxprobe.com (162.159.211.33) 56(84) bytes of data.
64 bytes from 162.159.211.33: icmp seg=1 ttl=45 time=166 ms

64 bytes from 162.159.211.33: icmp seg=2 ttl=45 time=168 ms

64 bytes from 162.159.211.33: icmp seqg=3 ttl=45 time=167 ms

64 bytes from 162.159.211.33: icmp seg=4 ttl=45 time=166 ms

~C

--— www.linuxprobe.com ping statistics ---

4 packets transmitted, 4 received, 0% packet loss, time 3006ms
rtt min/avg/max/mdev = 166.361/167.039/168.109/0.836 ms

HHC B Yum BPFO I HEBF IS BRA)S , ST LI Squid IRFS R T B EEIA
PRI R S5 B PR Yum BRI GE 2R, SEE AT iGE, P AT
Beke MR, RFWADHLL A O T Yom 804G PERE R RTAL, 5 20 H4aUF
fige e i =k DA AL ) 5 O 2R e 55 R o

[root@linuxprobe ~]# yum install squid

Loaded plugins: langpacks, product-id, subscription-manager

This system is not registered to Red Hat Subscription Management. You can use
subscription-manager to register.

rhel | 4.1 kB 00:00

Resolving Dependencies

--> Running transaction check

ES) ST S -
Installed:
squid.x86_64 7:3.3.8-11.el7

Dependency Installed:

libecap.x86_64 0:0.2.0-8.el7
perl-Compress-Raw-Bzip2.x86_64 0:2.061-3.el7
perl-Compress-Raw-Z1ib.x86_64 1:2.061-4.el7
perl-DBI.x86_64 0:1.627-4.el7
perl-Data-Dumper.x86_64 0:2.145-3.el7
perl-Digest.noarch 0:1.17-245.el7
perl-Digest-MD5.x86_64 0:2.52-3.el7
perl-IO-Compress.noarch 0:2.061-2.el7

perl-Net-Daemon.noarch 0:0.48-5.el7
perl-P1RPC.noarch 0:0.2020-14.el7
Complete!

55 Z iRC B B AR S5 R KBS, Squid 55 B 7 B BC B SR AR E fetet HSR TR —
UGS #AFrar AR H s . % 16-2 291 T —L8% I Squid ISP ICESH, KREATL
PR —T .
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% 16-2 R Squid BRFEFEESHIUARIER
SH 1EH
http port 3128 WEIRT A 3 115
cache mem 64M WA IX R/
zzzheidir ufs /var/spool/squid 2000 16 RAL B MK (5
cache effective user squid BB AT I R
cache effective group squid W B AT H

dns nameservers [IP Huli}]

— RN, T HIIRSS BRI DNS Hihl:

cache access_log

/var/log/squid/access.log

Vil HAESCPFR AT B AR

cache_log /var/log/squid/cache.log

A7 H SRR RAT AR

visible hostname linuxprobe.com

BEE Squid AR S5 %8 4 Bk

16.3 IEARE

16.3.1 tRELEEETIE

Squid k55 72 P A 7 IEM 225 518 sh e, BRIARE &n] LI P SRR v I E ) 4R
PR R S5 T, AN PR 2 PR A SO & SR ol 3 AT A A . 352 F SR #EiZ21T Windows
7 RGEME P BT IR B — AN RS, RS 8 “Internet T 4, WA 16-4

JioR o

[root@linuxprobe ~]# systemctl restart squid

[root@linuxprobe ~]# systemctl enable squid
In -s '/usr/lib/systemd/system/squid.service'

target.wants/squid.service'

'/etc/systemd/system/multi-user.

& Internet Explorer ARz - Windows Internet Explorer =)
& ()= [E hipsocahosy ~[4] % |8 ging o -
ve baEEE | o B] BwA v B MERRE v @
& Internet Explorer TESTEMA o~ - O e - TEP) - 2206 - | IE0) |8 -
@ PEREEAE(O)..
3 s 9 ST LOUERES)
Q Internet Explorer J5EBRZMER )
51 REEIEIRERE) r
E SEEme)
EOILASHELTRE "
= , || BALLIEW)
FEEE R I AWindows7EFATHERE BRI RS : =
FEENEEEE)
@ EzER E 2RER6 F11
I8EM ’
BB v
a FHRASRIRD) F12
BUIAG)
@
I Internet EEIH(O)
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Kl 16-4 BAENIYELRHY “Internet I Ay4>

TR Squid A 55 R e S A A bR IE [ AR BRI 55, AL 207N U8 s P B S I 55 %
(Y 1P Huhk DL R F5A5 B . AT AR 4" R Ty Rl d” 24 (WK
16-5), FHHERIE 16-6 FraBi GBI SRR, RIS RAFIHB I E 5.

Internet FEH m M Internet FED | ? B |
R ER N ER RN BER(LANIES 3]
B GEmE
o FEE e i B BLMESESTINE . BREEATILE ERROINE.
1S AR SRR B
CEmw ) [ ERERENE ©)
it @)
— FIEERE
— 14 Loy SRS GRERETATIESE viv £ ©
. P =
PRENEEREERSE. Wi w2 P
@ WSS ©) [ B R 2 ©
TS TIPS TIEE o)
ST S ) —
LERiNEE E EEIAE®
Rl OnEE @

=17 =
B B % Rl s (L) B S e AT RS S StEELE
ur SETURES LR TS B L SRTERE S HTHES

2 6) A )
Fl16-5 i “Hef” PRl Rl i K166 SSICRIIT AR IP Motk

BAE, WP AR Squid M55 FE R S (i o RB IR 55 1o FEAQTRIR 55 4% 5% A i AR
W s B o AL EHLEL (Hostonly ) # HE SULALL BE A7 38 M M 1 R0 %E 1, 4nl&l 16-7
Fis

P=E )
€ nxn

PRSER | FRAEE TR Lmuxﬁm BEXE  BATHE BB Lnuddll  BIGR AEAE OARN  BR

REERIE ? Hihee E i
L 2 inuxEREFRIE ERFRECESTI00SA (8X)  UEEw = =
: 1. HEEAE
SORRERARIT 2 2 s QEETRNER , FE) SRS
B “OFRER 1 QRATE | MAGREREGQQIAREIAL | ~
B SUERIARRS | BAEETH—linu B I »
= i | RANSEI2E Mlinuxig , : SRS T
272 i | HERANERS: 7 @STIERHCSA+RHCEAESIEE (RBASTE
BEE, R, ). %3 = MIBAEBETLA
X (eSS ). HA7 . BiISA
ABRFA—RH A. I8,

BEmHEEERIL  BORSN—SEEEF TR ttp://www linuxprobe.com/training/QQ:5604241 A QQEEIK

198 EPXE+Kick
£520% ERLNMPE v

tER—REETLi BFe . & TLAIREE . Rt I
SRS FIRE | RRNDS =T 7R RIELRRIERE H REREEE T ERSE , 2RE

| ERERTRS 55 , RS\ TISIEA le\l‘%*i E i" |

ERECHAR , XEFER , XEFEE.

. (AIEAH)

Eﬂﬁﬁ*ﬂr

Linux3ti

PDF. wordEFiR N,
TBRHCSA. RHCE. RHCAWE.
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I 16-7  FEAUBLAT LAIE # R 24 510

WS FF A B I UE AR BRI 45 2T E ASERATIO, T—H Ak “BMN” 1%Z/E
2 M2 Squid RS FRFERINEH 3128 3401 45 4827 &5 115, PRI AT LA BRI FH s 1
SAECN AR, DU RS —E AP R . IUFE R REZER S, 78 Linux RS0HCE RS
Ty HATRAE SO IR 55 WO BE B SO, DRI B TR fete H 58T 1Y Squid A4 27 [ 44 H sk %
FIECE SCE, 48 http_port 2805 I A 19 3128 /&84 10000, EIHE Squid AR 55 e A4 SRR AR
5 BN T HHE . e —E AN ELRICE I RS T .

[root@linuxprobe ~]# vim /etc/squid/squid.conf

.................. ) T T LS S

45 #

46 # INSERT YOUR OWN RULE (S) HERE TO ALLOW ACCESS FROM YOUR CLIENTS
47 #

48

49 # Example rule allowing access from your local networks.

50 # Adapt localnet in the ACL section to list your (internal) IP networks
51 # from where browsing should be allowed

52 http_access allow localnet

53 http access allow localhost

55 # And finally deny all other access to this proxy
56 http_access deny all

58 # Squid normally listens to port 3128
59 http port 10000
““““““““““““ )-SR E = c N
[root@linuxprobe ~]# systemctl restart squid
[root@linuxprobe ~]# systemctl enable squid
In -s '/usr/lib/systemd/system/squid.service' '/etc/systemd/system/multi-user.

target.wants/squid.service'

BB GRWAFX —FE UG AR ? FE 10.5.3 TP T 155k E httpd MRS5S FEIFHY
REFLEHLIIRERT , FATITES ¢ httpd IR 55 FEF ARG E S E R IS FRF 5 . R G fR i
Bio JEBEEE Squid IRSFFET IR RGBS, HEM P I AGEM IR . SElinux
GaT RGN Squid MRS FEFFH 3128 i 1SR BEAT 48R0, PRI 78 SR SR M A0 0 oo
FUVFRY HZBLE Squid MRk 55 F2 7 J 241U HEB ) 10000 i H -5, 12350 H R AT ANE T Squid
I 55 F2 ¥ ZAE FH B R GE BT IR, PR 5 2 T gh AR i v S-S N3] Squid Ik 55 F2 F 7E
SElinux 3 R iF sk,

[root@linuxprobe ~]# semanage port -1 | grep squid port t

squid port_t tcp 3128, 3401, 4827

squid port_t udp 3401, 4827

[root@linuxprobe ~]# semanage port -a -t squid port t -p tcp 10000
[root@linuxprobe ~]# semanage port -1 | grep squid port_t

squid port_t tcp 10000, 3128, 3401, 4827
squid_port_t udp 3401, 4827
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16.3.2 ACL ijz[ajiz=Hl

e HH TAES Ak 53 T — 2 30 a2 =] P38 A W S R 55 R 7 ] ELER ), 246 Squid
IR 55 P B 28 hy 2 ) IR 28 1 I G IR 45 2% 05, Squid IR 5 B2 R i1 i) 5161 %1 26 ( ACL ) Zhfig
W RAFE MR Z 1 rT LA FE 2 1Y SR W 5 1 ok G2 A7 5t s B FE P i s Tl o En AR
ZNE LAy B AE 11 0 TRV FTI DU R, X 462k (47 AR AT LA T Squid IR 45 2
JPI) ACL THEERSLM, REWR HIEHEAN RN BRI AR R NFZ4E TAE, TLIZEID
AL, TEAFM KRS B0 Squid IR 55 FL 5 s it 2656 s 44k, 2% 1k 51 T4
[i] 5 I ) Ol mf 5 4 X T A D s, T VR B AT R AR B TR TR G

Squid IR 55 2719 ACL J2&: 2RISR AL ALY, & nT LAARE TS A2 1) 3R s RILU) 3k i Bk
REL 7 IR, T L SR W R 0] ) DT B 5 7 A SR R — Rl B2 s E— BJE K
VEREZ e, WUS7 RPERA TR R AR E RS RS AL AR . o0 T390 ACL BE TG It i AR 11 ol 4350
AT, EANEIHU IR ISR, B4 A PGB R 2 7F ACL i P15 L deny all Z(# allow
all 1B5], DB e £k,

X1 3t S VTR L T AY 4 AN S280 M KR 807K Squid RS FEFFHY ACL TR £ A K.

L 1. 2 A IP Ml 192.168.10.20 9% Fim{E AR S22 LAY Squid AR 12 F iR

MRERS, RIEERAANENREER,

NIRAYBCE S HRINE Squid RS FRIBCE SCHF, (HERE B ORESHIIHEG A E, W
RERIREFERT, WAL Squid AT FI B BH AR NS, e SEomsIost. R WA
MAEEG, RATE 26~32 ATHILLE AT L, T ER M TS B B T H SR B,

[root@linuxprobe ~]# vim /etc/squid/squid.conf
#
# Recommended minimum configuration:
#

# Example rule allowing access from your local networks.

# Adapt to list your (internal) IP networks from where browsing

# should be allowed

acl localnet src 10.0.0.0/8 # RFC1918 possible internal network

9 acl localnet src 172.16.0.0/12 # RFC1918 possible internal network
10 acl localnet src 192.168.0.0/16 # RFC1918 possible internal network
11 acl localnet src £fc00::/7 # RFC 4193 local private network range

12 acl localnet src fe80::/10 # RFC 4291 link-local (directly plugged) mac hines
13

14 acl SSL _ports port 443

15 acl Safe_ports port 80 # http

16 acl Safe ports port 21 # ftp

17 acl Safe ports port 443 # https

18 acl Safe ports port 70 # gopher

r
1
2
3
4
5
6
7
8

19 acl Safe_ports port 210 # wais

20 acl Safe ports port 1025-65535 # unregistered ports
21 acl Safe ports port 280 # http-mgmt

22 acl Safe ports port 488 # gss-http

23 acl Safe ports port 591 # filemaker

24 acl Safe ports port 777 # multiling http

25 acl CONNECT method CONNECT
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26 acl client src 192.168.10.20

27 #

28 # Recommended minimum Access Permission configuration:
29 #

30 # Deny requests to certain unsafe ports

31 http_access allow client

32 http_access deny all

33 http_access deny !Safe ports

34
.................. ) I T LS S

[root@linuxprobe ~]# systemctl restart squid

AL E SR G B . B LT — 148 client M54, X HIZEMIT
13.6 T AT DNS 3 BB, SEFRATT143 00 E L TP 24°4 china 55 american 195144
A g, O R XA A R R 52 LR TP Hihk T PRAARE SO S
Squid IRGFER, X T2 P im EALR 1P shb A FES FRATHY F /0 5 W 9l A% 114 G 3
%5, anE 16-8 s,

@ 5 SEFSREMIL (URL ) FHESE - Windows Internet Explorer EETE
()€~ [® hip//mnvlinuxprobe.com/ ~[ &[4 x]|[£ &g o |
T bEER | i3 &) BuE v e ERRE Y mamsmrmms S |
|| 5% EFTERAE (URL) TERR ) FE—— IE0 >~ @~
mit fa B
ERROR R B A Wil G [

Bt 00-0C-29-02-15-E8

The requested UR S P
IPvd —fpodiigs 255.255.255.0

s o sesermns. JELRIPHBIL RS E SeF o8NS | FRLAGIES

TPvd WINS FRESR

hialiigE - EUBA NetBIOS ove... 2
; FE{E-FM IPv bt £e80::1017:3424: ddbb:9bE3NIL ;
_Access contrpl ponﬂguratlon prevents your re| IPve BRARIE provider
if you feel this is incorrect. TPve INS JRESE T
SETFRSEMEER root. fec0:0:0: ££EF: 1281

fec0:0:0: ££££: :3%1

] <[ n ] » -

£ linuxprobe.com (squid/3.3.8) £ Sat, 31 Oct 2015
A€

=Ak @ Internet | RS BH 3 v ®100% ~
% 16-8 s AR EHAR 55000 B85 o BT 2 g
I 2: HILFAEE AR RMIEREE linux KRR,
Squid R 55 P27 A Al ACL gt LB 28 110, % 7 B s [l A Ao Dok e 22
T A SR 2 RVAR Ik vs1a], AR AN ma 1 ) 2 s

[root@linuxprobe ~]# vim /etc/squid/squid.conf

24 acl Safe ports port 777 # multiling http

25 acl CONNECT method CONNECT

26 acl deny keyword url regex -i linux

27 #

28 # Recommended minimum Access Permission configuration:
29 #
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30 # Deny requests to certain unsafe ports
31 http_access deny deny keyword

33 http_access deny !Safe ports

34

[root@linuxprobe ~]# systemctl restart squid

X it IR RAE AT LI Z 1, — 8 B 1A S2 90 rh AR B T, DR
ML Z B P A v oE . FEYRTASEgR T, FRATE R LT —1 %K deny keyword M54, 4R
JE R AR AT linux SCEE RN IR iE R Segefidati . M P i il Ui A linux JCEETR]
FIAHA linux B TR 1 Wk s, HE5 R A& 16-9 FiR .

6 R SFTERAONLE (URL ) FHESRAY - Windows Internet Explorer [=[8] X T

&)~ (@ o/
wbmER | 5 B3
| @ R EFERIRE (URL) R -8 -2 & mTEe) - 220~ IE0) - @~

ERROR EASEXEFlinux , FRANGIES.

““ The requested URL could not be retrieved

w.linuxprobe.com/ V] B ‘ ‘1[ X | [ B sing P~

@ BE—T . {73AlE - Windows Internet Explorer =RNC)
2 “E https://www.baidu.com/ -8 |‘?| X Hb Bing » VJ
W bEEEE |33 B By vy ] NRtRE Y
&) =T . 4Tl -8 -0 & - mEe - 220 IR0~ @

-

lm

00
BaitN&E

| BE—T

< [ »

@ Internet | FiFE: BE a v ®100% ~

F16-9 4% s Ui TaAAT linux SCHERI RN linux SSRGS, T 42 LAY 4h

I8 3: ZIEMEEPIRAEENEERIM
FESCE 2 v, T IRATTES 1R A 2 sy TRl Ak rP AL Tinux SCHERI A Rl | 20H i i —
KAEPI B R e, s E AT R H T4, HSGE A8 1 F 2 v () 5 e 1 3k,
Wtk TIREAT N . T HEEIATT RS EELE Squid RS BIFIFER, R
B, HAEE R A& 16-10 Fis .

[root@linuxprobe ~]# vim /etc/squid/squid.conf

24 acl Safe ports port 777 # multiling http

25 acl CONNECT method CONNECT

26 acl deny url url regex http://www.linuxcool.com
27 #

28 # Recommended minimum Access Permission configuration:
29 #

30 # Deny requests to certain unsafe ports

31 http_access deny deny url

33 http_access deny !Safe ports

34

[root@linuxprobe ~]# systemctl restart squid
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[@ tlinustissssy - SESLnXESHSIIERHCEAERERFHE - Windows Internet Explorer (== = |
@\‘-J - “ http:,
o bEEE |95 ) BuRs v @] MERAs v

& (LnudtEss) - SENLnoEESIER.. fi - B -2 & - mEe) - =26 T8O~ @ 7

linuxprobe.com/ b | "}‘ b4 | | B sing P -]

LinuxAZSREC ;| O PIRNGDE | LinuxdEAZsasio : | M PIINGEE. SteRAaSis Linwghit 2% .
R EHE?

(LinuEliZEAs) E—FIESRAELndEF S5BE | OERLTREEEREREESET00EA (57 | LIEE
EFFLREN AR SRR R SRR RSNEEl)  FERMNIELFSEES SRS  BRSRENSEE

)
P

linuxcool.com/ 3| X |b Bing p -]

Pt v | MIRRE v
| @ i smmrEReORIAL (URL) TSR . fi - B -0 &~ TER- %26 180> @ 7

ERROR

U The requested URL could not be retrieved

m

HEiiEIE URL BLBE T EARER: http://www.linuxcool.com/
himiEiEE -

Access control configuration prevents your request from being allowed at this time. Please contact your service
provider if you feel this is incorrect. =

@ Internet | FIPET: BR v ®100% -

B 16-10  JoikAd FACHR 55 U5 115 E B 1l

K 4: ZIERTHELUMAB THEERLEFTRNHE,

TEARMEZS R, B2 — /N AR il 1o 2% e S S A 11 25

T Helndiesk %

RS RSO ), WA X A R Z5 ) TAESCR & B, 3@ 2% 1 F A FH P 510] rar 8% .avi
IR E SRR, PR Ik T4k el T AR, EALTAETTE . R IR AT R 2
BOBCE Squid ARSI, RGN, HRLs SR aniEl 16-11 s,

iE:

Jo B AX e R T2 4E IR E S POP T B A4k T B R R 695,
R B K3 RFEET

kR AR A Ak 2R 4G

24 acl Safe ports port 777 # multiling http
25 acl CONNECT method CONNECT

26 acl badfile urlpath_regex -i \.rar$ \.avi$
27 #

28 # Recommended minimum Access Permission configuration:
29 #

30 # Deny requests to certain unsafe ports

31 http_access deny badfile

33 http_access deny !Safe ports

34

[root@linuxprobe ~]# systemctl restart squid
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- DAEERY Linux RS ZIME RHCE AIE G 9% B 2= 105

—

—— T

- - -
e- If‘\‘v @ Litpi/ /v linuxprobe.com/bookrar O~ € Hgsg-,,% AEERERARL (UR | . b..

| =R
Yk

Z@m ERROR

“ The requested URL could not be retrieved

s your request from being allowed at this time. Please contact your

service provider if you feel this is incorrect.

1611 TRk I F AU R S
16.3.3 ERRIEE@{CIE

E A CHEAR 55— B4 Xt Ak R T A B2 TR B, TR R T T8 1B
PR, GRS e B 28 RIS IT ARl A A, RS R Al i AR R AR 55t AN & —
B WEN . 1, TR 2T AR, 2 U3 A R AR R U Se it PR 1 61 T7F
ISEI AT Ry, KR 2 23 B A 1E e AR T

“EWT R R R BRSO AR S , X RER A S — T TN
TP TF ol B AR SS A fE B, SRR T ARELAR S5 W B T TAR s S — Dy T nT AT R
b i Wi B B TR LA TR

BRI, P JCZRAE D00 0 25 A v i A PR 55 i bk L o 1555
B, e DHCP JR45 %K M 245 i B 5 B A B A & P i AL X RE VB P TR Y e 2>
A sl RS T AR RF UL IR A i & DHCP 454, nTLUMEWE 16-12 FinkF
S B & i EALR R S5

"' Shthideisr bt

A U s B

L2 N1
2 |

Internet MR 4 (TCP/IPvA) BtE

|
D -]

w4

PRI T

© BEFRR IF M@
© #EFTER IF Mt G-

iRE s T

TP Mk iL): 192 168 . 10 . 20
FhedEm W 955 255 955 . 0
AR @ 192 168 . 10 . 10

BzhEHE I9s ARG SRt )
@ AT EAR INs AR5 L E):

Hik DHs ARESEE (B 8 .8 .8 .8
EF DHS FRESEE (AN 114 114 .114 114
[CBEpSESE ©
\3
= [ #e | B# |

B 16-12 il Windows & P ik M 254 B,
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R T GRS 2 ) EAH A, O A 7 B AR R RO, FRATTRS B i b
RS BMIBR (RIE 16-6 FUERAE ), SRJG FHRIHT DUE , Bias B 205 T ] s #R R T,
e 16-13 s,

& Internet Explorer i @amiZzM i - Windows Internet Explorer = )
w_'.j http://www.linuxprobe.com/ - ‘ “'}| b4 ‘ ‘ B Bing £ o~
T MEEE |5 B BuME Y g RERAE Y
& Internet Explorer FoEETkRR - B -0 & - mEe) - 226 - 150 - @-

Q Internet Explorer ZoiEERZRM KT

RS T EE
REE 0

© EsER

B 16-13 5= 1A QR 45 5 Toi sl D n) s

A uHE A b Windows % %495 4R B FHAR AR AS R T AL, ST Ak
AR EER— T A%R,

WESRZL L P e 0T i 2 M B R GRS O T s REf QBRI 55, Vs 4 N Bt ab 75t i
HIH 0 2% OB A7 B9 e e A D BE D B o AT 8 IE B AP I A B0, 3 P OREEAE 8.3.2
TG SNAT BORSEEAE K, 1% 7 dm EHUR B e 4y Squid fRBEARSS &, s
BBV T FRE, WL Squid MRSs Ao — ARl SEBLN M i LS 50
PR 265 22 18] B R A i

TS A 54T 5% SNAT DR, PRI Py R (50 i EALZABEV RIS «

C:\Users\linuxprobe>ping www.linuxprobe.com

ping #HRZAF FHL www. linuxprobe.com. iHIEIZAHR, ARG EIR.

08 MELNYT iptables 5 firewalld B k5% BEIS IR LA SR mEHE B e &1k, KK
A DR — S8 il ORISR . Xii 2 It 15 firewalld Bi K38 SEAER T T, PRIk
FE 4l 41T HY iptables Bl KO T HORE R HE 7k

BRELE N I T % I EHLREAE U IR SN, 27 o AL SE AR AR R DNS Mk A ik
5 (A, DOREA REAE ELIK ) R B0 I35 7 TP Hbchik . R TAIE ST iptables 445X DNS Hi
HHARAT IR 55 53 i 1 % 2 e, IFH eI Squid MRk 55#at% & 1Pv4 Bt sysctl -p fir 4>
MIVE &L & S 80T RIAERK

[root@linuxprobe ~]# iptables -F

[root@linuxprobe ~]# iptables -t nat -A POSTROUTING -p udp --dport 53 -o
eno33554968 -j MASQUERADE

[root@linuxprobe ~]# echo "net.ipv4.ip_forward=1" >> /etc/sysctl.conf
[root@linuxprobe ~]# sysctl -p

net.ipvd.ip_forward = 1
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PRAE R BN i EHL, PR ping BNkl . BERFATDUREE, HARS AR E M, (H
JEUUE E ZREE AR IR S DNS 55 B3804 S MT A o 3% A~ BREE 7 F 2L, N T ORI SNAT
FARFT T THEL R A

C:\Users\linuxprobe>ping www.linuxprobe.com
IEfE ping www.linuxprobe.com [116.31.127.233]1 HA 32 FH%dsE:

R
R
R
R

116.31.127.233 f ping &5 R

it Bk -

4, BN =

0, Bk =4

(1008 EXK),

LiHcE DNS fil SNAT £ AR LA EL, Squid 745 FE R i WA BRAR 2 0 e Bt R k40 i

BT U R E SO RS f o 1 S JS THE IN_L transparent BR] ( BECH “EBWIRG”),
MFE%627%#vw#>ﬁﬁﬁwﬁ,ﬁﬁ%ﬁ%ﬁf%ﬁﬁﬁuTo%TEMﬁiﬁﬁ
iR 5 B squid -k parse AT AR RRCE U S A R, DU squid -z iy % Squid
IR 25 T2 110 328 WA LR R A T 14

[root@linuxprobe ~]# vim /etc/squid/squid.conf

.................. () EGs ARSI
58 # Squid normally listens to port 3128

59 http port 3128 transparent

61 # Uncomment and adjust the following to add a disk cache directory.
62 cache_dir ufs /var/spool/squid 100 16 256

Startup: Initializing Authentication Schemes

Startup: Initialized
Startup: Initialized
Startup: Initialized
Startup: Initialized
Startup: Initialized

Authentication Scheme 'basic'
Authentication Scheme 'digest'
Authentication Scheme 'negotiate'
Authentication Scheme 'ntlm'

Authentication.

kidl| Creating missing swap directories

kidl| /var/spool/squid exists

directories in /var/spool/squid/00

directories
directories
directories
directories
directories

directories

63

““““““““““““ )-SR R =D c N
[root@linuxprobe ~]# squid -k parse
2017/04/13 06:40:44|

2017/04/13 06:40:44|

2017/04/13 06:40:44|

2017/04/13 06:40:44|

2017/04/13 06:40:44|

2017/04/13 06:40:44|

.................. BUEIB IR B
[root@linuxprobe ~]# squid -z
2017/04/13 06:41:26

2017/04/13 06:41:26

2017/04/13 06:41:26 kidl| Making
2017/04/13 06:41:26 kidl| Making
2017/04/13 06:41:26 kidl| Making
2017/04/13 06:41:26 kidl| Making
2017/04/13 06:41:26 kidl| Making
2017/04/13 06:41:26 kidl| Making
2017/04/13 06:41:26 kidl| Making
2017/04/13 06:41:26 kidl| Making
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in
in
in
in
in
in

in

/var/spool/squid/01
/var/spool/squid/02
/var/spool/squid/03
/var/spool/squid/04
/var/spool/squid/05
/var/spool/squid/06
/var/spool/squid/07
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2017/04/13 06:41:26 kidl| Making directories in /var/spool/squid/08
2017/04/13 06:41:26 kidl| Making directories in /var/spool/squid/09
2017/04/13 06:41:26 kidl| Making directories in /var/spool/squid/OA
2017/04/13 06:41:26 kidl| Making directories in /var/spool/squid/0B
2017/04/13 06:41:26 kidl| Making directories in /var/spool/squid/0C
2017/04/13 06:41:26 kidl| Making directories in /var/spool/squid/0D
2017/04/13 06:41:26 kidl| Making directories in /var/spool/squid/0OE
2017/04/13 06:41:26 kidl| Making directories in /var/spool/squid/OF

[root@linuxprobe ~]# systemctl restart squid

FERC B %2 2497 F)5 Squid M55 FE P H R G A 1 4S5 85 , 32 F R T LLSE A SNAT
BARE RIIGE T o B AR B SCAR T 28, w2 iptables Bl K B% 4 BR A 3O AT A & 5 i E AL
X R 80 iy 11 (AR =K 5% A 2 Squid AR S5#R A HL ) 3128 i 11 I o SNAT B4 & DI RE iy BT
BT,

[root@linuxprobe ~]# iptables -t nat -A PREROUTING -p tcp -m tcp --dport 80 -3
REDIRECT --to-ports 3128

[root@linuxprobe ~]# iptables -t nat -A POSTROUTING -s 192.168.10.0/24 -
0 eno33554968 -j SNAT --to EHIMHEM-E 1P Hulik

[root@linuxprobe ~]# service iptables save

iptables: Saving firewall rules to /etc/sysconfig/iptables:[ OK ]

X2 P g EALFRRUET— TSR, W BEVIRIMES T, Wk 16-14 Jis.

& (LinuBiiZiEaZ) - BEMLnuESESAISNEEEEM - Windows Internet Explorer =

@Q - ‘ﬂ http:/ /v linuxprobe.com/ - | +5 | b4 | | b sing o~

ST REE) =BV WEEEElR) IR #EEH)
o b | ok BB B RRRE v
& (UnwostZzis) - BELnuEESTE.. [l - o - TEPR) - =26+ I80)- @-

RlIsEE | WiE

TESENT SEBREE E0E I HFE I mH ISR,

=15 BEENIRSElinuE S,
FREETENETinudsEiRml . BEE R SR T LinuxESsTaEs. EHILinuXEES.
EE20125F 5 TAIETIRINRHCE 6, N FEIE TRHCE TR SEERITITAIERHCA,

=== V\mﬁ%e%EShell SHIFE,

FAFARARA—E  SASEAT R EAER SRR, £58 AREGSTAE,
ARt SERAA | RESEHTTES SO | SR TR e

E : FERERE TLE I 7% IptablesSFirewalldikis, L
FrLL TR SRR M@l | EAE RS —SET00 , SR8 8 SHEESHE Bo% Gesh SRR,
#F. E9E FRApachefREESHEMLE,

S10% EEVshpdES FET

HTIISEE SIS EE , TR () — T RS SRR R RASF . S11% S ambes NS S,

e MEETE T ST R N~ [ e ey
e, HEEAL | AT, TAHERTTEAANS , STSEE 25, S : ..
FBHTE - 145 @FPostfxSDocecotbRm T,

E15% FFEPXE +Kickstart R ST A BT, L

FHEMN 0" EMITEEY IlinnE  BUELnuEAIR SRR E, 16T AR R
FHRSEESFERSIA  SRESEFRESITFRCIZANER  SHREEREN. £17% HFHOpenlDAPESERIRS.

oty e iy
I A NS ES RERE AUASEASEREEEnnE S AR, Zisbinine

[ 16-14 & o B BT B CEEE AR i 0] ) 2%

BAE R EA BE TR, WERITIA T SNAT Jifig, Bl At B R BSMM T 22 N
PR i R R IRMKIR N Squid ARkgs e ARG e r sk, HEHranaE—T
iptables By K ir i 2 A, Xk EIHRIATEAZHRAEMIFIA T SNAT DIRE, Mk it
P ELUTIAN 80 di HAY TR A% A3 Squid RS A9 3128 ¥ I, Mﬁﬁi&%ﬁ%ﬁ%ﬂﬁfj
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Uitg EHLAGE 1T Squid MRS FE ok LW, o T IR ML, FRATT40%E Squid R 55 72y B e
S, PR A S A5 (http://www. linuxprobe.com/ ), SR 5 BRI RIH - i EHLAY N
Yo, AL HEES (F RN T, &l 16-15 Fis .

@ = SFERETAL (URL ) FH55ET - Windows Internet Explorer | (5 |
& (= [® broypummnlinuxprobe.com/ [ &[] x |8 8ing o -]
e M | o5 £ Ewmss v @) MREhE v

| % SETESAINE (URL) TOESEL _ -8~ @&~ @ER) - 229 I80) - @ 7

7 ERROR
oWl
- “““ The requested URL could not be retrieved

I URL BRI TS  hito/wwe inuorobe.com)
hialifiEsE «

Access control configuration prevents your request from being allowed at this time. Please contact your service provider
if you feel this is incorrect.

EFIRSSNEER root.

23 localhost.localdomain (squid/3.3.8) =& Fri, 14 Apr 2017 05:42:43 GMT

@ Internet | FiFiET: A fn v H100% -
K 16-15 & LR ICE VI M 4%

16.4 RENRE

P2t TR R S BT AN S AR B — B4R, P RS ST AR M 28 CSS 3t
RERIE Fr AN, X SERAE AR T ah SR PR U IR E , —BA AW KAWL,
B, BEERGEARR SRS, SMIIAN TR T B0 H SERE ST, X e TR L 0 ) kg
2SR Z . AR AEAS LI S S B PR ol GUTaT il B 1 25, SRS e A [ 25 RS s
GEIRAIGAT Y A, AEANCAT DL T U5 0] s iy 5 1 L ol AR 55 25t 2 A1 Dy X 28
GEAT 1 R AE T AR £ 280

Sl ARHUE Squid fle o5 A8 e i) —Fh i EARE LB — 3 o0 JrUAR 18] It U5 55
BRI PERACE Squid RS54 ZAF T RORE I, (HR X FPER BB AR BT ., i 2RAT .0
MABLZAER A O 344 AR 55 a8 B A CBE BN 44 B ol Lhr, BRI EoRUF, AP
VIR EX AR I, 22 B SR 44 i — R A AR (A SE TR I ol gl 2 S A 9 BB
AR o PIL, ATV R ERERASE IR T S QB fE. TR T CDN (INE 7 K4S ) ik
55 Bt T UGBS X RN ET AT O o ISRTSIRIIES T iR S REA Mol , — BB BIAN1Al 16-16
B BHREE R R
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File Edit View History Bookmarks Tools Help

| {1500 Internal Server Error |J % |

@

%o 192.168.1.7 v @] B Google Q

500 Internal Server Error

nginx

Kl 16-16  510] W w4 R S 2

XiBEWAT EEZmEr XM T AP BEL S CDN REZB 464, #
KRR FHRER A T MERGEIATIZ LA, B L2HmE M sEe EFiE
B P AR R

{1 Squid i 55 i Fp A i B S 1) A QBRI 55 A fT 2R B SR B — A~ W YA 55 2 69 TP
Hk, SNJE S Squid 5 RE R B FEIC B SCPE, 48 H 5 3128 BN W3 YR I 55 w5 A 1 A o
H5, MU IE A R 55 85 CEANRES R RBE R 55 (R T Do SRJG 5 IR T T B 2480
BB AT EE S AR W 3l P I 55 5 19 TP bk fR B, PRAAR S H S Squid k%5 7. ik
W Sl P B ) AR 55 B RCR AN AT 16-17 B o

[root@linuxprobe ~]# vim /etc/squid/squid.conf

.................. B EAR B

57

58 # Squid normally listens to port 3128

59 http_port EHHFHEMF IP iiilk:80 vhost

60 cache_peer MihiRAR%5ES IP bill parent 80 0 originserver
61

.................. BRI EARE Bn

[root@linuxprobe ~]# systemctl restart squid
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HHEHFOR (SRR SR [ILRIE)

Bl 16-17 (S ri (BB 25 ) R 2l

53

[

. AR Squid MR 55 R R AL Y T m AR AR 55 1 2R
Br: SCBUREE | BT P A LS TR L LA R A P D ) il 7 S 7 TR 4 1 91
# (ACL) #EFTRRHI,
2. fifik Squid e 55 4R bt e 1 ARRR R 55 19 E2AEH] .
Z e P P DR R R R, AT R I 55 e ) S U T

=]

- Squid [l 55 2y RERS He i U A WFLE 7

o RS S QB AP e 1) ACHIAR L 23 A e I 1 A B 55 a2 W
i fRREAE

P IE [l ARBEARE S 3 B A ) AR A DX A 407

& DO T H P SR 20 BRI 55 2 15 2 o A A AR, D P P A
FUFCHENR 55 FOAFAE

- f8 Squid MR 55 AR SR AL A AR v I el A BRI, R A Y A L 2

& I Squid AR 1P Mtk Ko S5 B

. A LA ACL YRR HI P AR AR 55 Ui 45 2 Mk, SEZE LS
% DIAHAEES S (www.linuxprobe.com ) ], Al fdi =% “acl deny url
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url_regex http://www.linuxprobe.com” Fl “http_access deny deny _url” 2% 1 F Friji[n)
XA 8 2 1Y R 3

7. AR P EALE S R I AR RS T EE A DHCP IR 55 #% 4 & /7 s ML fic A1
245 8.7

& W ENE P AL 1P Hikk . - RORERS R OCHE L K SN DNS il 55 s ik .
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A 1SCST AR 4530 & WX 25 A7 i

AEHBETUTARE:

iISCSI H#AMEIA ;

B RAID BEAPES ;
FC & iSCSI| AR ;
BEE Linux & P
B2 & Windows & Fifo

YV V V V VY

ARBEFRAA T IR A B A N A48 D HOR AR Bk S, I B DI iSCST £
AR TR P . iSCSTHRSZI T Wy REAE #4145 5 TCP/IP M UM AH B45 6, A P
AT DL o I P (58 7 ] Sz FR AL D B L S S AR VR . AR B S K AE Linux R4
8B iSCSI M55 im AL, I 3T Linux RS A1 Windows £ 48 3 17 [0] i 7 1) 77 ¢
TR o WA AT LI 6 3 5 7 e, R E— A0 R A AR W E Linux R4h
IR A FAERE TR, A e s 8 AL AT IR SE A A

17.1 iSCSI £ AREAR

B R LR (1 2 TP E B A LR o 2 — , B S AE AR A 125 B A R A 2 %
IR 55 5 R RE AR PR BB 3 BURE R . 27 6 B 2R 7 T YRR AE BLAAAEZE RS . RAID REEERESN AR
DL LVM BORSEER 2 T AR A I RR A X S AR A 2 R RE R 2 1 22 45
B2 TATTHR & 7 D O A7 i 1 25 IO 2 5 TLRE )il By v ) DR B i 5 i 22 4

AT R TR AP AE VA IR S B AERE, AT — ELESS el BRAE S 15 25 1)
PeO UM YA RE A4 2R A B IDE. SCSI il SATA iX 3 Fifi,

> IDE J&—FP R E . M B i I TR 1 o

> SATA J&—FP L s B . B 3o s Se B BR A T4 1

> SCSI Z&—FH THANARE AL | JCIKSFR A Z ARG M T s FHbrE, BA RS

TR G AN . e L AR B A

A A AR R R4 O R A B A B B O AL AR B S S CPU L
N EAT RG2S 48, X PP BRI 1 iy B o] 2 s 48 B U A e =2 ok 1 A RO L 5ok
IBM A P8R 3 FE & HE T TCP/IP WA SCSI 42 L UL BB B ARG R AR, Xt it je 3k
fiTE ATRE A 2 /) BB W /N R B HL R G2 4% 11 (iSCSI, Internet Small Computer System
Interface ), X J&—Fl SCSI 2 5 LUK B ARFHLE & AT BUAAAE R AR, AT LA RZE M 4%
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(Linux BLiZiX 4% - %M Linux 2454008 RHCE AAE % 7% [ 2- Th4E

Ty SCST 2 H w2 FEHs o X R, AR T4&4 SCST 2 H & Wy 3R B4, 52
BT s XS AR B AR RS AT ATE ALK S T R A i

R T RS ME VAR, TSR, DMELE TAEh RIS X I A, Tk
fit— & iSCSI EARTEA RS th AR # . B, iISCSIAAEEARAE T EEE, FEVIRIFEhf
FIRMIE B A TARKRARE, 20T P BRI, [RIAS R o] DI 0 IR 25 21 iR
F e L EEH], IR —Fh AR AR A AR o B, ISCSTAEARHARSZ 2 1 s Y il
2y, DME, B HiSE AR 0 B TR A, I W RR R A AR L
R BARFEE , AR AR E M iSCST FEARAA ., BER MR AR 2L &
AH{E iSCSI AR 2P 215 DLk .

SR B3 1o LUK AL i i 4 15 4 L A ds , IR A5l Je i o ) R A8 A B HBEHL A7
XA LE MR ZAN A iISCSI-HBA R T (WA 17-1 ), 5—MryM A (385 M 4% 84
WAE, BEHEAL BRI ), iISCSI-HBA RiEHMINE SCSI# M8 FC (OGLF8iE ) SZ MM
17, B THTAE FHLZ 8 S B AR , A R A 5 — 8 R A3 AR Y AN o 3247 Linux
RYMINMR S5 2233 T 1SCST UMt 215 25 a2 S AR F T B HE R TCP/IP Bdiifl, SR )53
i DR A4 2 BARFEAEIRE A, 1129 ARG IR A I B X S ) , I8 75 2236 T iSCSI Py
WA TCP/IP B (L fff R A #8515 £ & S5 50805 o

17-1 iSCSI-HBA <5z

17.2 3 RAID B4R

WEIREAT ] iSCST Frfit AR N im A AP SR AP UR, o Se BR R T A R UG
e 55 A5 HORGE PR TN, 7 00— ELAE (AT e vt IO, U2 i a2 R A8 T A M s 5%
B RIS A | IRIAE . AR A5 (L PR IRAS A5 7 S RO MIEOR RS RAID WAL
I, BB et TR E RAID 5 BEMLFES A N I AT UM . ZIER5 7 e &
FICE AR T RAID REEIFIIEARMBCE T, A A S EENFMESEHIE
SR, B0 T EEE A AR A/ —T

BB AL RN 4 PoRiE £, H 018 RAID 5 #EEFES A, anigl 17-2 s
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SRS » . an 3 3 7
IETT
- = ?;ieséaus;ummmrg Tt 4 MB
'’ t 5 A TR - WA
g 268 || pEan 2
M pigee 4
Saaen 263 sEmEE): 20482 M
= iE& 2 (sCsD) 20 GB
= iEE 3 (SCSI) 20 GB
8 4 (sCsD) 20 GB 368
SA5e# 5 (scsn) 20 GB 268 1 4
JCD/DVD (SATA)  EFEMSAIXMF DR \RHEL-server-... o
B R 18 | 9 MR
Lo SR s12M8 el
256 M8 6280 MB
128 MB B BYHF
64MB 2048 MB

B 2ums g PNRFERRATE
1B MB 1024 MB

A RSB, AR EATER -

L EBUNBSBIEMTEE 768 MB B{EER.MTT - SR8l
£ Brs WEREmR B E .

| BEmA).. |

:; Caxe ) ma [ = |

B 17-2 Un 4 S T018 RAID 5 G 5 5 4 sk 4

JR S EIHLERSE, #] mdadm £ 2E18 RAID BE#LFES), Hirr, -Cv 2808 EIEM5) 3
HRIEFE, /devimd0 RAERIIFESIZH AR, -n 3 SECHANE RAID 5 4% MRS B il i 454
B, -15 Z%00 RAID WEEFEFIG], x | SECNREREI S0 3% fEmA IR S S
—5 RS, BN, AT MRS 3 By aE BT s E R S 4R, A
PRI EEF ] LI — T .

[root@linuxprobe ~]# mdadm -Cv /dev/md0 -n 3 -1 5 -x 1 /dev/sdb /dev/sdc /dev/
sdd /dev/sde

mdadm:
mdadm:
mdadm:
mdadm:
mdadm:
mdadm:

layout defaults to left-symmetric
layout defaults to left-symmetric
chunk size defaults to 512K

size set to 20954624K

Defaulting to version 1.2 metadata
array /dev/md0 started.

1E BRI PIT 2 5, 83845k R /dev/imd0 HIHHE S, XJE—3 RAID 5 4%
MIREEERES , I Hib A — P 0 RO BB IR . KE i mdadm -D 4 k&R
B RITEANE B o B AN, A R B 45 A nl At B8 A5 U & A AR AL O 1L
R, A0SR TR fstab HEER A B SO S A/dev/sdb ., /dev/sde 2% & A FRITE, SUA AT RELE
TR TSRS . 1T UUID (R BA I ME—ARIEAT, nl DU FRG B b X 57 Hl
SRR . TRRIRATAT LB AMEIL R Tk, —& ) LERIES 28N S .

[root@linuxprobe ~]# mdadm -D /dev/md0
/dev/mdo0:

Version : 1.2

Creation Time : Thu Sep 24 21:59:57 2017
Raid Level : raid5
Array Size : 41909248 (39.97 GiB 42.92 GB)
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- PRI Linux RG-S 4008

Used Dev Size :
: 3

Raid Devices

Total Devices :
Persistence :
Update Time :

20954624 (19.98 GiB 21.46 GB)

4
Superblock is persistent
Thu Sep 24 22:02:23 2017

RHCE AE e 3 B 22 1 58

State : clean
Active Devices : 3
Working Devices : 4
Failed Devices : 0
Spare Devices : 1
Layout : left-symmetric
Chunk Size : 512K
Name : linuxprobe.com:0 (local to host linuxprobe.com)
UUID : 3370£643:cl0efd6ba:44e91f2a:20c71£f3e
Events : 26
Number Major Minor RaidDevice State
0 8 16 0 active sync /dev/sdb
1 8 32 1 active sync /dev/sdc
4 8 48 2 active sync /dev/sdd
3 8 64 - spare /dev/sde

17.3 EEiSCSI RSk

iSCSI H AR TAEE A B MRS I (target) 5% 730 (initiator ), iSCST IR 453 R H T
FERE FAPAETTIR I IR S5 2%, EAE AT RAID ®EEFEH A6, BERE N P 2t
Al FHBOAAAE 6 . iSCST 2 7 W FH P il FH A AR EE , T Il AR AR 45 S A7 e R . T
Fie IR 17-1 SRBCE 1SCSI MR 55 vt FIE - i BT FH A TP btk

F17-1 iISCSI BR 5 umnE FimaYRER G AR P #uk
FHAR BRIERS 1P il
iSCSI iR 55 Ui RHEL 7 192.168.10.10
iSCSI % )i RHEL 7 192.168.10.20

F 185 BEE Yom HOFORIG 248 SCSI RS AR LUK B A T G 7E yum
R HR TR IN-y B, 1E 2R R AR T 3 BT T T

[root@linuxprobe ~]# yum -y install targetd targetcli

Loaded plugins: langpacks, product-id, subscription-manager
.................. BB H AT D

Installing:

targetcli noarch 2.1.fb34-1.el7 rhel 55 k

targetd noarch 0.7.1-1.el7 rhel 48 k

Installing for dependencies:

PyYAML x86_64 3.10-11.el7 rhel 153 k

libyaml x86_64 0.1.4-10.el7 rhel 55 k
lvm2-python-1libs x86_64 7:2.02.105-14.el7 rhel 153 k
pyparsing noarch 1.5.6-9.el7 rhel 94 k
python-configshell noarch 1:1.1.fb11-3.el17 rhel 64 k
python-kmod x86_64 0.9-4.el7 rhel 57 k
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python-rtslib noarch 2.1.fb46-1.el7 rhel 75 k
python-setproctitle x86 64 1.1.6-5.el17 rhel 15 k
python-urwid x86 64 1.1.1-3.el7 rhel 654 k

.................. BB HE B
Installed:

targetcli.noarch 0:2.1.fb34-1.el7 targetd.noarch 0:0.7.1-1.el7
Dependency Installed:

PyYAML.x86 64 0:3.10-11.el7

libyaml.x86 64 0:0.1.4-10.el7
lvm2-python-1ibs.x86 64 7:2.02.105-14.el17
pyparsing.noarch 0:1.5.6-9.el7
python-configshell.noarch 1:1.1.£fb11-3.el7
python-kmod.x86_64 0:0.9-4.el7
python-rtslib.noarch 0:2.1.fb46-1.el7
python-setproctitle.x86 64 0:1.1.6-5.el7
python-urwid.x86 64 0:1.1.1-3.el7
Complete!

TESE UG I 8 1SCSI YR 55 Ui B2 )7 targetd , SR 5 FELX A IR 55 A2 P I A B AL st
DU YT 55 45 T S AR AR BERS Dy - B 3t iSCST L2 A B U 55 -

[root@linuxprobe ~]# systemctl start targetd
[root@linuxprobe ~]# systemctl enable targetd
In -s '/usr/lib/systemd/system/targetd.service' '/etc/systemd/system/multi-user.

target.wants/targetd.service'

24, ME iSCSI MRS itk =W . targeteli J& H T4 B iSCSI IR 55 S fihid v PR i % 11

P& a4, TREIRHLILT fdisk A4 AsC H B E DIRE, K4 iSCST IL=2 BRI 14 i & N 254l
S CHR” BIER, FATR TR A RIS F BIEA AN R “H %™ drRIAr, X B A s &
FAETINREA "S5 E " EH. SR ESEOERIAS ] “H%” )5, iSCSI ik
Uit AT AR SRR 55 T

TEPAT targeteli 72> 5 AR AER R3¢ B AR RC B AL 1 7RIS ] LUd AR 2 Linux iy
A HEn R 1s & A H RSB, [T od VI E]ARTE B H 59, /backstores/block J& iSCSI
R 5 vl B L A WAL . FRATTT ZHERIRI AT RAID 5 #6455 mdo SCIHMA S &
R I, IR R4 R disk0, SR RIS S HIE 2 i IR 55
(MR Bk SR I AR TEUR T RSB B2 disk0 BYAARIAE RS o

[root@linuxprobe ~]# targetcli

Warning: Could not load preferences file /root/.targetcli/prefs.bin.
targetcli shell version 2.1.fb34

Copyright 2011-2013 by Datera, Inc and others.

For help on commands, type 'help'.

/> 1s

O /e e e e e e e e e e e e e e e e e e e e e [...]
[ R o T <= wl R ol == [...]

[ Rt 1 X Y < [Storage Objects: 0]

I et s T I = X [Storage Objects: 0]

I R o = 1= [Storage Objects: 0]

| 0= ramdisk ... e e e e et e [Storage Objects: 0]

Lo e 1= o = [Targets: 0]
o Koo o) o Y- ¥ o < [Targets: 0
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/> cd /backstores/block

/backstores/block> create diskO /dev/md0

Created block storage object disk0 using /dev/mdO.
/backstores/block> cd /

/> 1s

[ T Y [ ]
0= DaCKSEOrES it e e e e e e e e e e [...]
I Tt 1 X Y < [Storage Objects: 1]
| | o= diskO ... [/dev/mdO (40.0GiB) write-thru deactivated]
I T i T X = X [Storage Objects: 0]
| 0= PSCSe ittt e e e e e e e e [Storage Objects: 0]
| o= ramdisk ... e e e et e e [Storage Objects: 0]
Lo e 1= Yo = [Targets: 0]
[0 T I o Y ) o T= K o [Targets: 0]

34 QI iSCSI target 24 FR M HC B I BER . iSCSI target 44 FRA2 i R 48 H sh A,

R —H TR = IR ME— AT H . REJR P 7RSI iSCST iz 55 S B AT 75 25X 4~
Fref, IERNAFZICHEE . REAEA R target AR, L2 iscsi 2 H I
— MG R R R AR A1 ZHE AT A Z] iSCSI M=%t
P A RE BB A AN B AT Fsrerh, IR PR iSCST RS dife,  RIATBRIAAE T
R B A AR A AP IR T

/> cd iscsi

/iscsi>

/iscsi> create

Created target iqn.2003-0l.org.linux-iscsi.linuxprobe.x8664:sn.d497c356ad80.
Created TPG 1.

/iscsi> cd ign.2003-01.org.linux-iscsi.linuxprobe.x8664:sn.d497c356ad80/

/iscsi/ign.20....d497¢c356ad80> 1s
o- ign.2003-01.org.linux-iscsi.linuxprobe.x8664:sn.d497c356ad80 .... [TPGs: 1]
[0 w8 T [no-gen-acls, no-auth]
L RN = X 2 5 T [ACLs: 0]
F R 5 ' T [LUNs: 0]
O POTEALS ittt ittt e e e e e e e e e e e e [Portals: 0]
/iscsi/ign.20....d497¢c356ad80> cd tpgl/luns

/iscsi/ign.20...d80/tpgl/luns> create /backstores/block/disk0
Created LUN O.

F 4% WEUIMERSIFR (ACL ). iSCSI PMUEE L& F w44 PR T B Ry, Witz

Ut HPTEVT AR G IR AN TR 2 A, R iSCSI % 7 i) 24 71 5 IR 55 I ik &
TR S R h B — 24 R4 B — 2RI nT, PRI 2EAE iSCSI MR S5 v iy Bl & S h 5 A —
RERSIOIE I PR R A PR, acls ZE0H S TAAREAE U] iSCSI IR 55 vtk A FA e PR %5
Frim A RR . Xt 2 A AE R K 2R 484 i AY iSCSI target J& TAIE N 2L F client AUS4L, X
FEREREORIEZS P o 1) 44 PR EA MM, SRR T8 BRI 352 «

/iscsi/ign.20...d80/tpgl/luns> cd ..

/iscsi/ign.20...c356ad80/tpgl> cd acls

/iscsi/ign.20...d80/tpgl/acls> create igqn.2003-01.org.linux-iscsi.linuxprobe.

x8664:sn.d497c356ad80:client
Created Node ACL for ign.2003-0l.org.linux-iscsi.linuxprobe.x8664:sn.d497c356ad80:
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client
Created mapped LUN O.

8854 W iSCSI MRS viny Wl IP Mtk A 1145 (7 TAE 7= BB IR 55 4 17T REAT

ZHMA, BB A R 2 1P bk X oM AR AR BT 7 X i As B A R
A FEhE SCiSCSI R 5 umi {5 S, BITE portals Z4(H &5 kS5 4eny IP bk, H2Hk

R i 2R 2

C ST S IR 55 %% 192.168.10.10 F4 3260 i FDEf ] AN L iSCST 2 XEAEFE IR IR 55

/iscsi/ign.20...d80/tpgl/acls> cd ..
/iscsi/ign.20...c356ad80/tpgl> cd portals
/iscsi/ign.20.../tpgl/portals> create 192.168.10.10
Using default IP port 3260

Created network portal 192.168.10.10:3260.

£ 6% MEZYEHANERE, BEE iSCSI MRSty I Il E P kR . 1S4

SCUFRCE Y5, ATLAD S NI NI & f A5 B, SO S E pfs A —2 7EfiAME B iR
JaHA exit T ﬂéﬁtﬂﬁﬂﬁo ‘/Jz)a, T ARE B Corl + C AL SRR, XFEAS
TRAFECE S, FATH TAEWEL A 9% 1. RS E)S iSCSI IR mfefy, HH'E firewalld Bk
e, (I T 3260/tep S S (i
/iscsi/ign.20.../tpgl/portals> 1ls /
Lo L 2 [ ]
o- backstores......... ... . ..., [ ]
| o- block .. [Storage Objects: 1]
| | o— diskO ......... ... [/dev/md0 (40.0GiB) write-thru activated]
| o fileio v [Storage Objects: 0]
| o- pscsi ...l [Storage Objects: 0]
| o— ramdisk ........iiiiinn. [Storage Objects: 0]
O— 1SCST ittt e e [Targets: 1]
| o- ign.2003-01.org.linux-iscsi.linuxprobe.x8664:sn.d497c356ad80 ... [TPGs: 1]
o- tpgl ...l [no-gen-acls, no-auth]
L R = X B 5 T [ACLs: 1]

|
|
| | o- ign.2003-01.o0rg.linux-iscsi.linuxprobe.x8664:sn.d497c356ad80:client
[Mapped LUNs: 1]
|

| o- mapped_1un0 ..............ciiiiaarnnnn [lun0 block/disk0 (rw)]
O— L1UNS it ittt ittt ieieennn [LUNs: 1]
| | o= 1un0 .............. [block/disk0 (/dev/mdO0) ]
| o- portals ............. [Portals: 1]
| o- 192.168.10.10:3260 [OK]
o- loopback ........ciiiii.n. [Targets: 0]
/> exit
Global pref auto_save on_exit=true

Last 10 configs saved in /etc/target/backup.

Configuration saved to /etc/target/saveconfig.json
[root@linuxprobe ~]# systemctl restart targetd

[root@linuxprobe ~]# firewall-cmd --permanent --add-port=3260/tcp
success

[root@linuxprobe ~]# firewall-cmd --reload

success

iSCST A% 55 Vi 1 e B 28 L 4 3R 5E Al o
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17.4 BE Linux B

BAVEAMHAZET PELEE THRZL Linux R, A LTI, i 24 RS,
%P g 1) C AL R LU R 55 v M O B A BR BT B — 28 #F RHEL 7 R4, &A%
$ 7 iSCSI % £ ol 55 P2 T initiator, AMRERMY RGWA LRERYTE, AT LA Yom #4F
BT LA,

[root@linuxprobe ~]# yum install iscsi-initiator-utils

Loaded plugins: langpacks, product-id, subscription-manager
Package iscsi-initiator-utils-6.2.0.873-21.el17.x86 64 already installed and

latest version
Nothing to do

BTHIFE, iSCSI BMSGR i % 7 si FY 24 FRORBEATHRAIE , 171243 Rt iSCST %7 7 i Ay nf
— bR, LA AR S5 S e S R U R A R AR R B, B e e R ]
ALY, R BIE R M RAFE R

A iSCSI % S Y initiator A FRSCHE,  SEIIRSS Y DR RIS RS RIS
PR, BRIGHIR % g dscsid IR 5 R IR HAMABIFHLA St .

[root@linuxprobe ~]# vim /etc/iscsi/initiatorname.iscsi
InitiatorName=ign.2003-01.org.linux-iscsi.linuxprobe.x8664:sn.d497c356ad80:client
[root@linuxprobe ~]# systemctl restart iscsid

[root@linuxprobe ~]# systemctl enable iscsid

In -s '"/usr/lib/systemd/system/iscsid.service' '/etc/systemd/system/multi-user.

target.wants/iscsid.service'

iISCSI % F i ) 8 A S AP R IR B BRAR T o, LR e A X i & 0 () — A~/ N
PSRRI, BB, RS HEEIEI . iscsiadm S TASHEE . A5 A T BTEUNG iSCSI
R R E S AT TR, AP RZeM XA TR A e iSCSI k55im, SR5
A R B BRSBTS A R IR . o, -m discovery 81 H R HHIE &
PR AR SRR, -t st ZECHPITHIIIERERY 2L, -p 192.168.10.10 ZH0CH iSCSI IR 55 5l
IP Hiidik .

[root@linuxprobe ~]# iscsiadm -m discovery -t st -p 192.168.10.10
192.168.10.10:3260,1 ign.2003-01.org.linux-iscsi.linuxprobe.x8664:sn.d497c356ad80

FEfH iscsiadm fip4 &I T IR S5 25 T FHAOAAE IR, 3 TORMERE S iSCSI ik
% Uiiio o, -m node ZEUCHISE % P U ITAE FAUER — 619 RIRS#5, -T iqn.2003-01. org.linux-
iscsi.linuxprobe.x8664:sn.d497¢356ad80 4 Ry EAd AL FEIR( KK AT DL B3 il i THi i 2>
R BUIEE R, AR AR ), -p 192.168.10.10 BHKIR A%t )5 iSCSI MR 55551 TP b
Ik B Jr il H--login 2l -1 ZE0EA T8 SR ERIE

[root@linuxprobe ~]# iscsiadm -m node -T ign.2003-01.org.linux-iscsi.linuxprobe.

x8664:s5n.d497c356ad80 -p 192.168.10.10 --login

Logging in to [iface: default, target: ign.2003-01.org.linux-iscsi.linuxprobe.

x8664:sn.d497¢c356ad80, portal: 192.168.10.10,3260] (multiple)
Login to [iface: default, target: ign.2003-01.org.linux-iscsi.linuxprobe.x8664:
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sn.d497c356ad80, portal:

192.168.10.10,3260]

successful.

1E iSCSI P i NSk Z e, AR P v EALE 2 Hh— 3 0 /devisdb 1A ST 5
6 FEH YL, udev IRFSTEATABEELA PRI, SRR R BA CRI . 4T AR LURAEH]
A H B L B BAR R XA B SO T o

[root@linuxprobe ~]# file /dev/sdb

/dev/sdb: block special

N ARRER SRR . HEBIR KO RN 6 He ] TXENA, S
XAV AT AT 40GB A&, HIIRATAHBEAT 23 X, TR B U I 4

M

[root@linuxprobe ~]# mkfs.xfs /dev/sdb
log stripe unit (524288 bytes) is

log stripe unit adjusted to 32KiB

meta-data=/dev/sdb

too large

isize=256

= sectsz=512
= crc=0
data = bsize=4096
= sunit=128
naming =version 2 bsize=4096
log =internal log bsize=4096
= sectsz=512
realtime =none extsz=4096
[root@linuxprobe ~]# mkdir /iscsi
[root@linuxprobe ~]# mount /dev/sdb /iscsi
[root@linuxprobe ~]# df -h
Filesystem Size Used Avail Use%
/dev/mapper/rhel-root 18G  3.4G 156G 20%
devtmpfs 734M 0 734M 0%
tmpfs 742M 176K 742M 1%
tmpfs 742M  8.8M 734M 2%
tmpfs 742M 0 742M 0%
/dev/sr0 3.56 3.5G 0 100%
/dev/sdal 497M 119M 379M 24%
/dev/sdb 40G 33M 40G 1%

(maximum is 256KiB)

agcount=16, agsize=654720 blks
attr=2, projid32bit=1

blocks=10475520, imaxpct=25
swidth=256 blks

ascii-ci=0 ftype=0
blocks=5120, version=2
sunit=8 blks, lazy-count=1
blocks=0, rtextents=0

Mounted on

/

/dev

/dev/shm

/run
/sys/fs/cgroup
/media/cdrom
/boot

/iscsi

MBELAE , XA B SCPF g n R 2 % P i AL AL R S T . e B R K
&, HIT udev 55 i i M AR Ge Ui A 8150 3 O fe i 44 B AL SE A 19, 24 7 o SR AL I AR el
MZAERAFREGTIRN,, WERT — RPN RS BT A A 184, % P il H st b

ARSI R BEZ TR AL . o T B7 1R AR X R TR AT

FATINZTE fete/fstab T & SCPF 8 FH B %

[ UUID ME—FRRFFaEfTHis, XM, MBmPei s WA AIIT H/8 281k, ARGt

IERRHREBE 5 B A H 5%

blkid i I TAB RGN, RS K, UUID, o] DMl A EA (PRI 3 22 ) if
rituE, HER5/dev/sdb BEHHEME A

[SP o

[root@linuxprobe ~]# blkid | grep /dev/sdb
/dev/sdb: UUID="eb9cbf2f-fce8-413a-b770-8b0f243e8ad6" TYPE="xfs"
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X it 2 i iR B RS —4), i F/devisdb &—HR M EAEIR &, 1 iSCSI sl EFT
TCP/IP AL REHR A, PRI A ZRLE fete/fstab Bt B SCHERESIN_E netdev S48, TR LGk
WG R TR AR, i RGP AL [R]E R s HLAR I

root@linuxprobe ~]# vim /etc/fstab

[
#
# /etc/fstab

# Created by anaconda on Wed May 4 19:26:23 2017
#

#

#

Accessible filesystems, by reference, are maintained under '/dev/disk'
See man pages fstab(5), findfs(8), mount (8) and/or blkid(8) for more info

#

/dev/mapper/rhel-root / xfs defaults 11
UUID=812blf7c-8b5b-43da-8c06-b9999%e0fed8b /boot xfs defaults 12
/dev/mapper /rhel-swap swap swap defaults 00
/dev/cdrom /media/cdrom 1s09660 defaults 00
UUID=eb9cbf2f-fce8-413a-b770-8b0f243e8ad6 /iscsi xfs defaults, netdev 00

IRFAT AT 2 iSCST L& WIR T, nILIH iscsiadm fiy4ft)-u 80K Hx &
HIZ .

[root@linuxprobe ~]1# iscsiadm -m node -T ign.2003-01.org.linux-iscsi.linuxprobe.
x8664:s5n.d497¢c356ad80 -u

Logging out of session [sid: 7, target : ign.2003-0l.org.linux-iscsi.linuxprobe.
x8664:sn.d497c356ad80, portal: 192.168.10.10,3260]

Logout of [sid: 7, target: ign.2003-0l.org.linux-iscsi.linuxprobe.x8664:sn.
d497c356ad80,portal:192.168.10.10,3260] successful.

117.5 & Windows ZPi

fifi 1 Windows 224t B9 % 7 it il AIE # Vi [R) iSCST IR 45 #% L A IL Al oe U, i FL3SAE
JRER AL BRY Linux REME P msEA i, T P SERZ AT, WEEH Linux R4
F i, LA P4 % i LRI ] iSCST S 77 e W5 P2 AR P AR IR, T T 42 R
17-2 Mt & iSCSI AR 55 #5 A1 Windows 2 F i fT FH 4 TP Hbhik

& 172 iISCSI BR &5 2 A% Fm A RIERGAK P bk
EH AR BRIERS IP b3k
iSCSI k55 4% RHEL 7 192.168.10.10
Windows REEE 7 i Windows 7 192.168.10.30

%14 547 iSCSI LHFLF . 7F Windows 7 #/E RS Hh O 2 BIALEEE T iSCSI % /7 i

R, BATRFEEREADRE] “REMEE” br%, Raad ST R (WK 17-3),
HEAE] EH T v S EPATA 2 “iSCSI LT EbR o ARG Z KRR . 7255 —Kia T iSCSI
KERRITE, RESHAR “Microsoft iSCSI RS WAzl T”, iy “&”7 #HWT 3 3ha ghif
1217 iSCSI K ey, WK 17-4 s,
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8245, R A iSCSI MRk v bl B TR . AN ig )2 Windows RGLILJE Linux &
g, T iSCST I A6t EIRER M IUSE A T 5 ke R . 1217 iSCSI AP 5 1E “H
bR EIIRE CHER” SCRHEHRE A iSCSI fR55umir) 1P #uht, ARG “PRsidis” 4l

e 17-5 Fis.
TESRH Y PREE " HERHE P A B B AR SO, Ay CSER” HRRERITT,

e 17-6 Fis.
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£» Windows Anytime Upgrade
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& BF [ 2KB
) 2KB
N HEE, 3 2 KB
20 || 3m
€ mgE
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[y A F: 1.24 KB

B 17-4 ®h “iSCSI ZEfFE" KR
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8 3 4 MERESL iSCSI MRS unft AR, i T7E iSCSI RSty ik T ACL,

ffif3 DA% RS ACL SRS B PRI — S A RE (il TR IR, RO e “fice”
PER A I FiEL, U iSCST ARARF A FREBCIRS S ACL FrE LIAFR, ikl 17-
8 F7N.

"iscal gnEE E (]

Ef  [R3 |WEMERE | sins o [Ge |
i
Fg}ggg;}ggggg?ﬁﬂaﬁ, R EEA IF bl e &

B4F 10 [3: =10V
EEIHIER G
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BHR 15
iqn, 2003-01. org. linwe-isesi. localhost. x8884:. .. ukah
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iscs1 maEEE B -

(Bt [50 | w@eosis | SmnE [mons| @R |

HAERERTREHRE . SEMNCEEREEREFHTIIE TR
AEE VRS T(F, [BINREFEENRS, RLREFTEERE
e S S

EREIE . SREER TR EE R TR -

RiERRREER:

ign 2003-01, org. Linux-iscsi. Localhost, x8564: 3n. 9T8354a3374T  client
EECMEREREN. BRE EMT .
E?é@%ﬁcﬁmﬂ? NEEBASHEE Chr —i2fE
ﬁ%z&c;ﬁ?ﬁiﬁﬁﬂ’] IFsec REEERMML R
E%Eg@oﬁdﬂﬁﬁﬁeiigﬁﬁﬁﬁui%%&ﬁ%%s 5%

Fiff &)
& 17-8 1&iK iSCSI K ALFET 1Y 24 FR
TEWRINE P i AR R A 2 FREUOER S Bl nl R 013 “HAR” semiRiim, R fd
“YERE” PRI TIE AR, TN R R AR S AR IR ) T A 17-9 FIER .

"iscs1 g i

B s | kEmes | smde s | mE |
i
EELULI RREATAERIAI. RRI i s &

BiF 1) R @)
ERMPIBT ©)
IR &)
=t ]
ign. 2003-01. erg linmc-isesi. localhost. x8664:. .. &

e
FRUT AR WERRS TR
EETLURT A maRiah. Ao EFERD
HESFAIL BESEEE, WiREE s
UERESEFARER. FAEREN, MRS

e Eif &)
E 179 g Rm R AAE TR
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MariaDB Fl MySQL FEPERE [ IEALREE—2, Wi B Eam St MLl MG SEm /A Bk
YF, 7EE4E T MariaDB £l R S FEABIEZ IS, 2455 M TAE R # 3] MySQL %%
Ple, Wl LAY EF Frbd, XN R R TCIR I EEIE— ok S ER TR, A
Z T LAESELL MariaDB HHis PEAA T, 32202 N RHCE TAUES U1 AR 2807 14 £ BEAE 1 T
E o

18.2 I MariaDB BRSS

HELT MySQL, MariaDB $4is A8 B GEAT 1 ARS8 (04 AR, B A% (R 9531 1Y)
SRR AR AL IR A O TR B 2 Yum BRPFGRES , RIAT 225 % MariaDB
Wi e B R MRS AT T

BZFEREE, WRBIHRGEST, A NBTFIBSR T,

[root@linuxprobe ~]# yum install mariadb mariadb-server
Loaded plugins: langpacks, product-id, subscription-manager
.................. B EAR B

Installing:

mariadb x86_64 1:5.5.35-3.el7 rhel 8.9 M

mariadb-server x86 64 1:5.5.35-3.el7 rhel 11 M

Installing for dependencies:
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perl-Compress-Raw-Bzip2 x86_64 2.061-3.el7 rhel 32 k
perl-Compress-Raw-Z1lib x86 64 1:2.061-4.el7 rhel 57 k
perl-DBD-MySQL x86_64 4.023-5.el7 rhel 140 k

perl-DBI x86_64 1.627-4.el7 rhel 802 k
perl-Data-Dumper x86_64 2.145-3.el7 rhel 47 k
perl-IO0-Compress noarch 2.061-2.el7 rhel 260 k
perl-Net-Daemon noarch 0.48-5.el7 rhel 51 k
perl-P1RPC noarch 0.2020-14.el7 rhel 36 k

Transaction Summary

Install 2 Packages (+8 Dependent packages)
Total download size: 21 M

Installed size: 107 M

Is this ok [y/d/N]: y

Downloading packages:

Total 82 MB/s | 21 MB 00:00

Running transaction check

Running transaction test

Transaction test succeeded

Running transaction

.................. E) ST T R = S S—

Installed:

mariadb.x86 64 1:5.5.35-3.el7 mariadb-server.x86 64 1:5.5.35-3.el7
Dependency Installed:
perl-Compress-Raw-Bzip2.x86 64 0:2.061-3.el7
perl-Compress-Raw-Z11ib.x86 64 1:2.061-4.el7
perl-DBD-MySQL.x86 64 0:4.023-5.el7
perl-DBI.x86_64 0:1.627-4.el7
perl-Data-Dumper.x86_64 0:2.145-3.el7
perl-IO-Compress.noarch 0:2.061-2.el7
perl-Net-Daemon.noarch 0:0.48-5.el7
perl-PI1RPC.noarch 0:0.2020-14.el7

Complete!

[root@linuxprobe ~]# systemctl start mariadb

[root@linuxprobe ~]# systemctl enable mariadb

In -s '/usr/lib/systemd/system/mariadb.service' '/etc/systemd/system/multi-user.

target.wants/mariadb.service'

TEHfiTA MariaDB U8 P SRR P 22206 58 BT T e sh e i AN B RS . o T i AR gScis
JE B e A R IE s e, T5 B e B e AR P A T AR TR R o S IR AR E VD ) T T 5 A4
R,
> WHE root WHLAAEEIE T IESME (FEE, ZEMIFE root MR FERE T I
iy, X B R (EBRIARGZ N 2, W B R 425 ),
> W root E LB TEEE R TP LA A
> BHEMMBRE 2K, JHEH root 3 5 ML FRE s8R 1, LIS I8 FE stk
et
> MERERA IR 2, B IR 2 — R AU TR AR
> RGHEASNZR, LRI e 57 BRI AR
XFF _FIARERE FE R AR R A B E AR IR, a2 I L2 AE T T B s s B 55 kAT T R R
B, PRS2 o BV T A A 2
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[root@linuxprobe ~]# mysgl secure installation
/usr/bin/mysgl_secure installation: line 379: find mysgl client: command not found
NOTE: RUNNING ALL PARTS OF THIS SCRIPT IS RECOMMENDED FOR ALL MariaDB
SERVERS IN PRODUCTION USE! PLEASE READ EACH STEP CAREFULLY!
In order to log into MariaDB to secure it, we'll need the current
password for the root user. If you've just installed MariaDB, and
you haven't set the root password yet, the password will be blank,
so you should just press enter here.
Enter current password for root (enter for none): HEHIEEZRNAT, HiERDEE
OK, successfully used password, moving on...
Setting the root password ensures that nobody can log into the MariaDB
root user without the proper authorisation.
Set root password? [Y/n] y
New password: BMINEA root B RiZEHEIREZL
Re-enter new password: BEXRBINZRY
Password updated successfully!
Reloading privilege tables..
Success!
By default, a MariaDB installation has an anonymous user, allowing anyone
to log into MariaDB without having to have a user account created for
them. This is intended only for testing, and to make the installation
go a bit smoother. You should remove them before moving into a
production environment.
Remove anonymous users? [Y/n] y (HBREZKR, )
Success!
Normally, root should only be allowed to connect from 'localhost'. This
ensures that someone cannot guess at the root password from the network.
Disallow root login remotely? [Y/n] y (Z1k root BEERMNIEEER)
Success!
By default, MariaDB comes with a database named 'test' that anyone can
access. This is also intended only for testing, and should be removed
before moving into a production environment.
Remove test database and access to it? [Y/n] y (MR test BIEEHBUEXTERIGEIAR )
- Dropping test database...
Success!
- Removing privileges on test database...
Success!
Reloading the privilege tables will ensure that all changes made so far
will take effect immediately.
Reload privilege tables now? [Y/n] y ( RIFENER, LB KERIEELRI AR )
Success!
Cleaning up...
All done! TIf you've completed all of the above steps, your MariaDB
installation should now be secure.
Thanks for using MariaDB!

TEAR Z2 A 77 T3S Hh S ol 3l P2 A0 B AR AR (P D) sl RS e AN ] — S i 554 1),
WA T EL root B FH ALV MIBAR A, nI7E b I AOWIIR AR TP BRI ,  LAFRIAF root B
PG NIERR VI ) AR5 AT B B O, O e R IR s AR s el ok, Bl
IR 55 R RN 5 T 3306 311, 7ER Ak %%$W%z%%#Mme%

[root@linuxprobe ~]# firewall-cmd --permanent --add-service=mysql
success
[root@linuxprobe ~]# firewall-cmd --reload
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success

— VI i es . IAEFRA TR YO8 % MariaDB R E, Hih, -u U5 E L) root
PO B85, 1T -p SECHR ISR 2 P AR 22 A () 2 i

[root@linuxprobe ~]# mysgl -u root -p

Enter password: LEAMAIN root BIERIEEIEE R HIZRY

Welcome to the MariaDB monitor. Commands end with ; or \g.

Your MariaDB connection id is 5

Server version: 5.5.35-MariaDB MariaDB Server

Copyright (c) 2000, 2013, Oracle, Monty Program Ab and others.

Type 'help;' or '\h' for help. Type '\c' to clear the current input statement.
MariaDB [ (none)]>

TE%5 5% MariaDB £l 2 5 HhA T 88U i, #d 2 ear S Ja o () Z5R, Xl
S5 Linux fir B AR o R ZAR 1R BB R i S O AhBSOE . AT a0
A B RAR R PR G v M H A TR LA P

MariaDB [ (none)]> SHOW databases;

| information schema |
| mysql |
| performance_schema |

3 rows in set (0.01 sec)

NRATT R, 3T R A A 2K root 45 B 53 7R B R4S B 2R 40 Hh A S RS (E B ok
A linuxprobe, XFFIR G208 5k, WA A AR SE B S, PR R ViR I
MariaDB [ (none)]> SET password = PASSWORD ('linuxprobe');

Query OK, 0 rows affected (0.00 sec)
MariaDB [ (none) ]> exit

Bye

[root@linuxprobe ~]# mysgl -u root -p

Enter password:IbAMEIN root BIE RELIEE RHFT D

ERROR 1045 (28000) : Access denied for user 'root'@'localhost' (using password: YES)

18.3 EEMKPLAREN

TEAE PR R N RE— B “SEMS” root BELGY . A T IRABREIEE R G R Lk, D
U P IR RS FRER 2, FRATTAT LAE MariaDB B0 R4 3 2 48 b o i B e 2246 A 8dis
FEAGBRIK P, SRIG FATBCA PRI, LA AL T TAETR K ik, mI# A root 45 FH 8
SIS RS, RGTEMM “CREATE USER A #4@FHL4% IDENTIFIED BY %4 ”
RS A A A BRI P o PRI R R, — EAERID B AEIR a2 E w25 ().

MariaDB [ (none)]> CREATE USER luke@localhost IDENTIFIED BY 'linuxprobe';
Query OK, 0 rows affected (0.00 sec)
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UK 5 B AT LI H] select fiv TR AIRAIA . T I A AR IEF luke A9 FHLA
R K A RRL R e i R s S

MariaDB [ (none)]> use mysqgl

Reading table information for completion of table and column names
You can turn off this feature to get a quicker startup with -A
Database changed

MariaDB [mysgl]> SELECT HOST,USER, PASSWORD FROM user WHERE USER="luke";

fom Fo———— B et ettt Tt +
| host | user | password

fom Fo———— B et ettt Tt +
| localhost | luke | *55D9962586BE75F4B7D421E6655973DB07D6869F |
fom R B ettt +

Aid, P Tuke SUUR—AE K, BB AR HREAR . AMERYE, "] LAY
He B Tuke M R AR ZEAS BR8P Y BTAR AT IPLE X e . T U B, ik LR Bk A
SEREARIESNR (WA root K I AT LA Ae 5 3] 3 MBI ES IR ):

MariaDB [mysgl]> exit

Bye

[root@linuxprobe ~]# mysgl -u luke -p

Enter password: LEAMEIN luke P RIEIREZR

Welcome to the MariaDB monitor. Commands end with ; or \g.

Your MariaDB connection id is 6

Server version: 5.5.35-MariaDB MariaDB Server

Copyright (c) 2000, 2013, Oracle, Monty Program Ab and others.

Type 'help;' or '\h' for help. Type '\c' to clear the current input statement.
MariaDB [ (none)]> SHOW databases;

1 row in set (0.03 sec)

RSB AR G NS — M i G 42 FATLL grant a4 I HIH#EFTULRH , grant
AT AR TR, HoR WAS L 18-1 FrR . FEffH grant Ap i as 85 LEK T
AR PR | B e S RBP4 R, DL I - S MG R HesE, R 1 ap R B
PIDIRE S S, WA RIS A A T,

% 18-1 GRANT @& E AR AR R TE

wme 03|
GRANT AP ON £ . FRELAAFR TO e 44 @ EHLA | WFREA-Ree Bdis R i R R B 45 T 1AL
GRANT FUFR ON $di /. «To k1 44 @ 4L X BEANRE S B PR P I A AL TR

GRANT AR oN* . *TO K P 4% @ £4H144 XA B 22 e T AR e 25 T4 AL
(;RANTWFE 1,808 2 oN A . ~To ke EHL B A B T L

GRANT ALL PRIVILEGES ON *.*TOMKFZRIML | X Hra £di i K g e B4 T i A ( T ik
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# TEARAE )

MR, KPR A T AR 1 o s e EBE A P O PAT Y o T RA root BT BR 51 Y B8
SREVBAR GRS, FEXT mysql R 1Y user FEA K Tuke 52T A030 . SR MMBR
DB A A ZERLRR o

[root@linuxprobe ~]# mysgl -u root -p

Enter password:ItA#IN root B2 RIEHIEE FHZRD

MariaDB [ (none)]> use mysql;

Reading table information for completion of table and column names

You can turn off this feature to get a quicker startup with -A

Database changed

MariaDB [mysqgl]> GRANT SELECT,UPDATE, DELETE, INSERT ON mysgl.user TO luke@localhost;
Query OK, 0 rows affected (0.00 sec)

TEPATSE LI RRAE 2 )5, FRATH AR — IR luke BIRLER -

MariaDB [ (none) ]> SHOW GRANTS FOR luke@localhost;

| GRANT USAGE ON *.* TO 'luke'@'localhost' IDENTIFIED BY PASSWORD '*55D9962586
BE75F4B7D421E6655973DB07D6869F " |
| GRANT SELECT, INSERT, UPDATE, DELETE ON ‘mysgl . user TO 'luke'@'localhost' |

2 rows in set (0.00 sec)

T AR B BRIK P uke CAHHA TEMXT mysql 8 user R HLH—RIIBR
T o XBTFRATHUIRIK T luke, HETSLRESE 2 mysql £H8%E T, M HALREE RIFE user
( Higp e 25 DR TCAS R 17 0 4 2 Bk )

[root@linuxprobe ~]1# mysgl -u luke -p
Enter password:ItAMEIN 1uke A REHIEEFHZ

MariaDB [ (none)]> SHOW DATABASES;

o +
| Database |
fom +
| information schema |
| mysql |
e et e e +

2 rows in set (0.01 sec)

MariaDB [ (none)]> use mysqgl

Reading table information for completion of table and column names
You can turn off this feature to get a quicker startup with -A
Database changed

MariaDB [mysqgl]> SHOW TABLES;

1 row in set (0.01 sec)
MariaDB [mysgl]> exit
Bye

REANZLZ, TAHE T ARG TR N AR B % AT, Jebl#el root Ik
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Jr, BBRNIA R EAL

[root@linuxprobe ~]1# mysgl -u root -p

Enter password:ItA#IN root B2 RIEHIEE FHZRD

MariaDB [ (none)]> use mysql;

Reading table information for completion of table and column names

You can turn off this feature to get a quicker startup with -A

Database changed

MariaDB [ (none)]> REVOKE SELECT,UPDATE,DELETE, INSERT ON mysqgl.user FROM luke(@
localhost;

Query OK, 0 rows affected (0.00 sec)

ATAER, BT RS (revoke ) H5HEAUIS (grant ) AN[RIZ AN, HATER AR 2
— B, XAUFE HALE 5 B . PATRREA G A, FRAFMK luke BI1E A :

MariaDB [ (none)]>SHOW GRANTS FOR luke@Rlocalhost;

| GRANT USAGE ON *.* TO 'luke'@'localhost' IDENTIFIED BY PASSWORD '*55D9962586
BE75F4B7D421E6655973DB07D6869F " |

1 row in set (0.00 sec)

18.4 BIEEUEESRE

7E MariaDB Sl FEAS LR GE , — DR n] LA i, Bl 2 s Bl e v
REZERZOINE . FATATLARE A SRR A SCBR R REHE , SRS e B A
O, DU A b AE S FE . 3R 18-2 B9 T Jim SCr A T2 A 50l e i 4 LA SR vz
AfE

%= 18-2 BT eIEHIEENGSURIER
we €M
CREATE DATABASE A3 FE4 MK BT B R
DESCRIBE FEHZFK R
U{gDATE FHAMFR SET attribute=#H/{l WHERE attribute>Jilh T
USE UG 44 FR e E AR BdEE
SHOW databases E%%WEHH’J?&TEEE
B 24 AR 2 R
SHOW tables
H
A ANiE 5
SELECT * FROM £ TR {é%ﬁi*l_*% ~id sk
PEEE
DELETE FROM L4 WHERE attribute={H éi’éﬁ@$ﬂiﬂm<ﬁ% ek
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SRR R PR A S . AR SR — 4408 linuxprobe AURLIEIE, SRJS 4
BRARESIR, WRERERSIE T .

MariaDB [ (none)]> CREATE DATABASE linuxprobe;
Query OK, 1 row affected (0.00 sec)
MariaDB [ (none)]> SHOW databases;

information schema |
linuxprobe
mysqgl |

performance_schema |

4 rows in set (0.04 sec)

FAHB R R, E e UM B A AR R o LEUNTEET Y linuxprobe XU
JErP BRI 5 mybook, SRJFHEATR BRI, RIE SCAFRERAE N A IS5 . FeiomE
O3 AFRI, Ho, KBS 15 NPT BE name HIRAFIEI B4R, B 7R
price il pages Ml fFEIEI A HIMAR FIDURL. AT 5 Tk &2 a, HtaT AR B3R sl
WEET

MariaDB [ (none)]> use linuxprobe;

Database changed

MariaDB [linuxprobe]> CREATE TABLE mybook (name char(1l5),price int,pages int);
Query OK, 0 rows affected (0.16 sec)

MariaDB [linuxprobe]> DESCRIBE mybook;

fom— fmm Fo— fo——- Fom fom +
| Field | Type | Null | Key | Default | Extra |
fom— fmm Fo— fo——- Fom fom +
| name | char(15) | YES | | NULL |
| price | int(11) | YES | | NULL |
| pages | int(11) | YES | | NULL |
fom— fmm Fo— fo——- Fom fom +

3 rows in set (0.02 sec)

18.5 EERBNIGE

BTk mybook BriE F A IR — 4K E R . NILTTE M INSERT ird, FfEdns
VSR AAFRLL B B, PUTIZA A Z E R e B B EAGE . A
Za Sl A—ZKEBEE, Hrh454 4 linuxprobe, A% AT 502: 60 JGAHT 518 T, TEAN
SPATE RS E A E B E LI E AR, SRE ] DA R R N A T .
BATEMH select a2 AR LANLRT, T2 FAZAM T B WREEFRP P ITA
WZ, el MRS () SEiRFoR W .

MariaDB [linuxprobe]> INSERT INTO mybook (name,price,pages) VALUES ('linuxprobe',
'60', '518");
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Query OK, 1 row affected (0.00 sec)
MariaDB [linuxprobe]> SELECT * FROM mybook;

oo fomm fomm +
| name | price | pages |
oo fomm fomm +
| linuxprobe | 60 | 518 |
oo fomm fomm +

1 rows in set (0.01 sec)

YRR PEE 4E N BORYE, 75 28 il 1 5y Ek NN N C 'S =\ R 2 6
IR H AR AN AR —2, T*E%ﬁﬁﬁ%ﬁWﬁ%Vﬁﬁ%oﬁw FATATLA
1 FH update A2 K5 W A 4 A B linuxprobe 4515 BN ASAGHCH 55 T, SRIGTEREH select fiy
SEFEZEBHARAENE R &, POy E AEFEBHYAFRFES, MW &I
%u%ﬁﬁﬁmvﬁmﬁﬁﬁm%ﬁmﬁo

MariaDB [linuxprobe]> UPDATE mybook SET price=55 ;
Query OK, 1 row affected (0.00 sec)

Rows matched: 1 Changed: 1 Warnings: 0

MariaDB [linuxprobe]> SELECT name,price FROM mybook;

fom e fo———— +
| name | price |
fom e fo———— +
| linuxprobe | 55 |
fomm e fom———— +

1 row in set (0.00 sec)

FATE AT H] delete fiv S MBRAEA B L PRI A . FHEIFRAVEI delete il
FREE 2 5 mybook HHHYFT A NE, RIG AR ZRAPHNE, TLURBLIZRANE N2
T o]

MariaDB [linuxprobe]> DELETE FROM mybook;
Query OK, 1 row affected (0.01 sec)

MariaDB [linuxprobe]> SELECT * FROM mybook;
Empty set (0.00 sec)

— ok E, BRI SRR T ETABIEE R . L nIRATRIKI QI 8 H T A S
{5 BLH) mybook F B, BEFF A AHERS , B IR B BB E . EXRERRE BT, 4
RBATH AR HE KT IEABEAE R, SOz LA RE R e ?

T SEfE A insert fli A AT AAKIKIAA 4 SKEHEE

MariaDB [linuxprobe]> INSERT INTO mybook (name,price,pages) VALUES ('linuxprobel',
'30', '518");

Query OK, 1 row affected (0.05 sec)

MariaDB [linuxprobe]> INSERT INTO mybook (name,price,pages) VALUES ('linuxprobe2',
'50', '518'");

Query OK, 1 row affected (0.05 sec)

MariaDB [linuxprobe]> INSERT INTO mybook (name,price,pages) VALUES ('linuxprobe3',
'80', '518'");

Query OK, 1 row affected (0.01 sec)

MariaDB [linuxprobe]> INSERT INTO mybook (name,price,pages) VALUES ('linuxprobed',
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'100', '518");

Query OK, 1 row affected (0.00 sec)

TR LS RIS, BRREELS A H ] select 5 where #5481 o Hith, where f74&
TR B P AT DE B A I A 25 A 2o B BEBE A AR, b nl DA R AT S i A 1 8
Pi. 2 18-3 B T where iy4 i AR S B MAER -

% 18-3 where f < ERMNSBIARIER
SH 3|
= FHAE
<>of!= NS
> KT
< INF
>= KFHHFT
<= INTEEET
BETWEEN TEHEASTE N
LIKE HE AT
IN e PSR ZAME

MAEHA S TF I, 500l7E mybook FHLPAHR M ANAR KT 75 JTLHMNMEAET 80 JTH)
BRI, HXTR A2 W N FR . fERGE TN A2, RET LA A
4544 4 linuxprobe2 1515 ..

MariaDB [linuxprobe]> SELECT * FROM mybook WHERE price>75;

Fom fom————— fom————— +
| name | price | pages |
Fom fom————— fom————— +
| linuxprobe3 | 80 | 518 |
| linuxprobed | 100 | 518 |
o o o +

2 rows in set (0.06 sec)
MariaDB [linuxprobe]> SELECT * FROM mybook WHERE price!=80;
e e L DL Ll Fmm————— Fmm————— +

| name | price | pages

Fmmm R R +
| linuxprobel | 30 | 518 |
| linuxprobe?2 | 50 | 518 |
| linuxprobe4 | 100 | 518 |
Fmmm R R +

3 rows in set (0.01 sec)
MariaDB [mysgl]> exit
Bye

18.6 MUREMSHRIKE

RSCHER], APBIHARTLIE Linux REHIEHETTIA, A2RPEHEE PRSI0t
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TTIRA R PER, IR GEAR T L s S A B R B & Z R R 1o NI ZE
AR R Oy LSRR, X SR A SE ], A R KRB 4R

mysqldump 74 F T2 3 5 PEEE , #% 30 “mysqldump [Z%0] (Bl E 2 PR, H
2405 mysql a2 KEGHR], -u 80T 8 OSSR ENIK P 258, -p SECREN
PERAF o IR linuxprobe £ 22 o i PN 28 5 0 B — S, FFORAER root LG K H
SEH:

[root@linuxprobe ~]# mysgldump -u root -p linuxprobe > /root/linuxprobeDB.dump

Enter password: LAMAIN root BIERIELIEE R

SRIGIEA MariaDB 508 E & PR RS, MIRMIER linuxprobe ZHi %, X FE mybook #(#izk
A BICINER . SRS FHT ST linuxprobe U4 2 -
MariaDB [ (none)]> DROP DATABASE linuxprobe;

Query OK, 1 row affected (0.04 sec)
MariaDB [ (none)]> SHOW databases;

| information schema |
| mysqgl |
| performance_schema |

3 rows in set (0.02 sec)
MariaDB [ (none)]> CREATE DATABASE linuxprobe;
Query OK, 1 row affected (0.00 sec)

Fe TR WL R RS2 RCR A 220 | i A o 1) 44 M P 505 B0 i J 2 S A B
mysql firH, SRIFHATIZATS o TR 5 E)] MariaDB %% , i X AEF # linuxprobe %47
JE LA B mybook i 5 1 Bl PR IR AL 2 |

[root@linuxprobe ~]# mysgl -u root -p linuxprobe < /root/linuxprobeDB.dump
Enter password: IEAMAIN root BIERAELIRE D HZLE

[root@linuxprobe ~]# mysgl -u root -p

Enter password: IEAMAIN root BIERAELIRE D HZLE

MariaDB [ (none)]> use linuxprobe;

Reading table information for completion of table and column names

You can turn off this feature to get a quicker startup with -A

Database changed
MariaDB [linuxprobe]> SHOW tables;

1 row in set (0.05 sec)
MariaDB [linuxprobe]> DESCRIBE mybook;

Fm————— Fmm Fm——— o Fmm fo— +
| Field | Type | Null | Key | Default | Extra |
o B fomm - o fommm fomm - +
| name | char(15) | YES | | NULL \ \
| price | int(11) | YES | | NULL |

| pages | int(11) | YES | | NULL |

fomm fomm e fo———- fomm - fomm - +
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3 rows in set (0.02 sec)

S

. RHEL 7 RS Ml 58 Fl MariaDB £t MySQL i 245 Hl R 557
Z&: N4 MariaDB T JRAEIX HEAT 4R, ELANAZ R lL LA R

. WIH1E MariaDB B¢ MySQL $if BEAE B R S i & 247

% : /& mysql_secure_installation fi74>, AR 44 MariaDB 5{ MySQL #i FEE LR 5t
Ja R TIX A5 2 o

. HRAEFR C AR R R a2 2 A0

& BAEYNCANEIRESE, FH4T SHOW databases;#ir4>; B O A HIBRFR S
HIFe, MFEHAT SHOW tables;fi4>

- DI R B A 2 R A

Z: BT “use BUHEAELAR” An A VAT YIS Y] .

~

- AR R P AT A BAGRAE, REzETA A7

& EPRHR P TARAL, AT GRANT 4 BUMAZA T HF T REVOKE 454,

HIAF mybook FHLH1) name 7B, NZPATIH A4S

oy O

: WHRAT SELECT name FROM mybook 54>,

- P mybook F AT 75 S B AL, BIZIUTHAM4T
%

W $1T SELECT * FROM mybook WHERE price>75 fir

>

. B linuxprobe K P AT A — DS (BRAFE root LA RYZE H % ), BEIZIAR

(PR

% : WIT mysgldump -u root -p linuxprobe > /root/linuxprobeDB.dump 4.
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ffi ] PXE+Kickstart Jo NME 5722 38 Ik 5%

AEHBETUTARE:

> EANETFRERYS;
> EREMXRSEFR;
> BEHMERFmEN

WIS 32 458 T2 2 PR B — L8 2 B R TAR . IR AR 1 F Ui
RDEREB R LA R GE, HACR MRS o AT 48] LIS A7 22 IR 55 1
PXE-+Kickstart [R5 F21, Il GURZK 8 T2 4#R % PXE + TFTP + FTP + DHCP + Kickstart 55
g5 fefy, MM —EHEL Linux REMNTMNMETLRKRG . TEFREATENEZ
Ja, BYERT TR LR At Z IR AN T AR, KROARBER G LR RIRCR

191 ENETREERS

ABLES | ZPHR TR C ISR 285 Linux 24095, Ak, rkdHT R
LR/ Linux RGO WRA =P BE G RSl B2 250, XMy Uk
ANEBTET o XBF, A1 EME ] PXE + TFTP +FTP + DHCP + Kickstart I 554 4 — 4
TNMESF B RGE X NET 2% RG] LA S B 6 RS L R S5, X— i
Bz 2 NGNS PER TAE Pkt ok, tRIKIETH T RELHMROE,

TNEF 3 R G0 TR 19-1 Bk,

B Q
<;;:> <: B3 E: ok TRNEXE :>
B 10-1 T AR5 RAe T AL

PXE ( Preboot eXecute Environment, g s f7¥45% ) & Intel ARIFFAHEA,
AT DR TR AL i W 48K 5 S E R G (TR AL L MR SR PXE H0R ), &
FEHTAETLNETFLERGE 5 SR P i EPLELE Linux #4E RS0, Kickstart &2—Ff oA
B SF e e =, TR IR R W SE AR 75 B s 4\ 0 T TS 1 S8R A7 L — A~
ks.cfg SCfF, MZedent b 3 BEHE S5 A ShVCEC Kickstart Az B SCHF. B A H
Kickstart SCAFAL T T &3 B P RN TS WA S50, B2 NBIE FRIEE A T2

< 615 GER S IP Hhk >

EA
B 5 ok PR t) s
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BN, SEnT LA shoE L %E TAE. TFTP, FTP DL DHCP 45 R (i id & 5
E DA 11 A 14 ST TR, X EA R,

M T YR/ R P B SE R R E R G, WEEARESE R FTP UMM ERIE T, FrlL
T BAH ] TETP PMsUS B & P iR s | 2 S AR sl SO vsftpd A4S R FH T 52 38 Y R GE i3
BRI AL A % P, 9K, HEREIG RE LTI A% P eT, R
Al LU httpd SRAEAC vsfipd R55F2T -

19.2 BEEXRSER

19.2.1 FE& DHCP IRSB%ER

DHCP I 55 R 7 T % 7 g EALTBC AT A4 TP ik, i ELS 2 i 55-a% 55 % - g T HLE
FESCHAR R AT, PRI FRATYEATRC & DHCP IR 27 . 5 IRER 19-1 HTRA(ESF REEIK

B IP ikl SR J5 e BRE] 19-2 1AL 19-3 A HEADUAILIA 24000 4% G i 4 v DG P4 ) B ) DHCP IR %5 -
£ 19-1 EANEFRGESEFHNEE
AR BRIERS 1P il
TMNEF RS RHEL 7 192.168.10.10
& P EHL REEBERSE
RHEL7-1 - VMware Workstation (= [ & ]
ﬂ ) aﬂm@rm&m e |- | 2| 000 |0 R
f::? z;(; EMI\C, ) @ Thu22:10 ﬂrom“

K192 ATITREAUALAY DL 265 20 B0

9 Enmsess o
l B A Nwes e onP R i
| | vneto 5wzt Eati : . :

VMnett  REHL.. - Bt 2 192.168.75.0

Whets  NATARR  NATARS( i SEA  192.168.169.0

EHFEEE)... | | BIRFS0)

VMnet (58

FHEE R RN B BED RIS 6)

isE|m: 2i B

NAT {B8(5 BN ZE N P b0y RHE
© RENATAFEE FREE PSRN )
(VIR SIS R ()

ENRINERBAEF: WMware PIGIERE Wnet1
[NE:3E] DHCP fR5¥4 P (%5 (D) DHCP 125 (F

FRP@: 192.168.75 . 0 FRUEIM): 255 .255 .255. 0

[(FEEHARER)] we | mA | mE ET

B 19-3  KHERINLE Y HY DHCP iRSS
BHEBEOCREEZIHE Yum &5 SCHRCE 225, Binl LI%e3E DHCP RS Fe 7 40
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[root@linuxprobe ~]# yum install dhcp

Loaded plugins: langpacks, product-id, subscription-manager

This system is not registered to Red Hat Subscription Management. You can use
subscription-manager to register.

rhel | 4.1 kB 00:00

Resolving Dependencies

--> Running transaction check

---> Package dhcp.x86_64 12:4.2.5-27.el7 will be installed

--> Finished Dependency Resolution

Dependencies Resolved

Package Arch Version Repository Size

Installing:
dhcp x86 64 12:4.2.5-27.el7 rhel 506 k
Transaction Summary

Install 1 Package
Total download size: 506 k
Installed size: 1.4 M
Is this ok [y/d/N]: y
Downloading packages:
Running transaction check
Running transaction test
Transaction test succeeded
Running transaction
Installing : 12:dhcp-4.2.5-27.el17.x86_64 1/1
Verifying : 12:dhcp-4.2.5-27.e17.x86 64 1/1
Installed:
dhcp.x86_64 12:4.2.5-27.el7
Complete!

5 14 EOZTEAMUME T DHCP IS5 2P RYBCE LURERE Tk, IS A8 X ARG A AL
BSHOAA LR HR, FATEIX BT AL E S 55 14 T pgic &SR A 2 X
B: SLVF T BOOTP 51 SRR UMY, B 7ELEJR 0 N B B B R G ) BB AESIRHS 1P
ik PERCE SRR R IEDINER 751 IR B30 pxelinux. 00X ANSCPFSTE PR P ),
FHRREE i BRI 1P k= SRS SIS, AfTEA N — PR 2l i

[root@linuxprobe ~]# vim /etc/dhcp/dhcpd.conf
allow booting;
allow bootp;
ddns-update-style interim;
ignore client-updates;
subnet 192.168.10.0 netmask 255.255.255.0 ({
option subnet-mask 255.255.255.0;
option domain-name-servers 192.168.10.10;
range dynamic-bootp 192.168.10.100 192.168.10.200;

default-lease-time 21600;
max-lease-time 43200;
next-server 192.168.10.10;
filename "pxelinux.0";
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TERfIN DHCP IR 55 R P RIS RIS IERS , B8R shiz sy, IR BT yLUs 3h
ik, XRETEBLE N Z G, TN T HRISOLT, AShh % m B R RS,

[root@linuxprobe ~]# systemctl restart dhcpd

[root@linuxprobe ~]# systemctl enable dhcpd

1In -s '/usr/lib/systemd/system/dhcpd.service' '/etc/systemd/system/multi-user.
target.wants/dhcpd.service'

19.2.2 EE& TFTP IRSBERF

AT AE5 11 Foh2F 23 vsfipd 555 TFTP RS . vsfipd J&— X WIRE 4 & M SCi-%
s AR, v IE A IO A PR U POk A T D5 IRIE . H
&, HETHYE i B A AR RS, IR AT TS SEGIEDE 7 T TFTP AR —Fidk
T UDP PRGBSO AL R B, AT ZEE AT AP AR RI AT SRR A A9 SCPF BT . DRIt
HCTORBCE TFTP MRS, A% s EALER MG LRSS o 9% P o EHLA 1A
WahfeF 2 )a, M vsfipd Mk 55 Fe o o8 B DL R BGOSR it 25

[root@linuxprobe ~]# yum install tftp-server

Loaded plugins: langpacks, product-id, subscription-manager

This system is not registered to Red Hat Subscription Management. You can use
subscription-manager to register.

Resolving Dependencies

--> Running transaction check

---> Package tftp-server.x86 64 0:5.2-11.el7 will be installed

--> Processing Dependency: xinetd for package: tftp-server-5.2-11.e17.x86_64
--> Running transaction check

---> Package xinetd.x86 64 2:2.3.15-12.el7 will be installed

--> Finished Dependency Resolution

Dependencies Resolved

Package Arch Version Repository Size

Installing:

tftp-server x86 64 5.2-11.el7 rhel 44 k
Installing for dependencies:

xinetd x86 64 2:2.3.15-12.el17 rhel 128 k

Transaction Summary

Install 1 Package (+1 Dependent package)

Total download size: 172 k

Installed size: 325 k

Is this ok [y/d/N]: y

Downloading packages:

Total 1.7 MB/s | 172 kB 00:00

Running transaction check

Running transaction test

Transaction test succeeded

Running transaction

Installing : 2:xinetd-2.3.15-12.e17.x86_64 1/2
Installing : tftp-server-5.2-11.el7.x86_64 2/2
Verifying : 2:xinetd-2.3.15-12.el17.x86_64 1/2
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Verifying : tftp-server-5.2-11.el17.x86_64 2/2
Installed:

tftp-server.x86_64 0:5.2-11.el7
Dependency Installed:

xinetd.x86_64 2:2.3.15-12.el7
Complete!

TETP J&— AR FOR ) 1 SO R IR S 2, B MIs AT M HUE i xinetd 455747
FEf 55 AR A o xinetd 55 72 P2 [ W R GE00 24 1, SR e AR FH P 3R 14 3 11
YA SRR T 1) e 55 8 P ke e 7 JH B TEOR o 75 2T TRTP IG5 7, R AE xinetd il 55
R BOTC & SCF AL disable 280508 no AT LA T o PRAFC & SCHFIFIR Y, SR )5 S xinetd
s Rehe, JEH A RIS sh5ih (78 RHEL7 RE4irh, C4300EM T xinetd IR 55
FERF, PR S 2 LIS S i o B AT i Hh A5 SR T IE 1 DL Do

[root@linuxprobe ~.d]# vim /etc/xinetd.d/tftp
service tftp

{

socket_type = dgram

protocol = udp

wait = yes

user = root

server = /usr/sbin/in.tftpd
server_args = -s /var/lib/tftpboot
disable = no

per_source =11

cps = 100 2

flags = IPv4

[root@linuxprobe xinetd.d]# systemctl restart xinetd
[root@linuxprobe xinetd.d]# systemctl enable xinetd

TFTP [z 55 F 7 BN A UDP B, 5 3 1508 69, BT RIFEAE - $R5 rhid s 2
1r firewalld Bl SO A H T H AP 5 A HIR AR08 Fe v skms, LU LEZE P s HLIBUH] SRHCR)
G133

[root@linuxprobe ~]# firewall-cmd --permanent --add-port=69/udp
success

[root@linuxprobe ~]# firewall-cmd --reload

success

19.2.3 @& SYSLinux RSBEF

SYSLinux & —/H TG | ik ik 5527 . 5HUL SYSLinux 22— MRS BF, A~
AT R A5 S S0, AR SYSLinux AR S5 FR P 8461 )5 , /usr/share/syslinux H 5%
IR Z 51 330

[root@linuxprobe ~]# yum install syslinux

Loaded plugins: langpacks, product-id, subscription-manager

This system is not registered to Red Hat Subscription Management. You can use
subscription-manager to register.

Resolving Dependencies

--> Running transaction check
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---> Package syslinux.x86_64 0:4.05-8.el7 will be installed
--> Finished Dependency Resolution
Dependencies Resolved

Package Arch Version Repository Size

Installing:
syslinux x86_64 4.05-8.el7 rhel 1.0 M
Transaction Summary

Install 1 Package
Total download size: 1.0 M
Installed size: 2.3 M
Is this ok [y/d/N]: y
Downloading packages:
Running transaction check
Running transaction test
Transaction test succeeded
Running transaction
Installing : syslinux-4.05-8.el7.x86 64 1/1
Verifying : syslinux-4.05-8.el17.x86 64 1/1
Installed:
syslinux.x86_64 0:4.05-8.el7
Complete!

Fefl T Seds ZH4E SYSLinux S5 S3CP 2] TETP 55 R BUBA H sk, dliEay
SCHEENSCIT pxelinux.0, X P EHUBRERS I ISR GRS | 5300 T 735ME RHELT R4¢
RGP AT —SEFRATTRE BEHUY S | 30 ORI C 23 /media/cdrom HSRJE,
A il RO CEE TR AT A —285 | SO 3 TFTP s Rer rOBRIA H %

[root@linuxprobe ~]1# cd /var/lib/tftpboot

[root@linuxprobe tftpboot]l# cp /usr/share/syslinux/pxelinux.0 .
[root@linuxprobe tftpboot]# cp /media/cdrom/images/pxeboot/{vmlinuz,initrd.img}
[

root@linuxprobe tftpboot]# cp /media/cdrom/isolinux/{vesamenu.c32,boot.msg}

SRIGTE TETP RS FE A H s g pxelinux.cfg H 3%, BARIZH AN TFHEER, H
AR H S, AR SO B RGO AL S B ) 2% H St vb, I~ default,
XA default SO TFHLET A ETEE R, A 19-4 FiR

Red Hat Enterprise Linux Server, with Linux 3.18.8-123.el7.xB6_64
Red Hat Enterprise Linux Server, with Linux B-rescue-112e8cb6e855941b2974~>

Use the * and { keys to change the selection.
Press 'e’ to edit the selected item, or 'c’ for a command prompt.
The selected entry will be started automatically in S5s.

Kl 19-4 Linux REMNG]I SR
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[root@linuxprobe tftpboot]# mkdir pxelinux.cfg
[root@linuxprobe tftpboot]# cp /media/cdrom/isolinux/isolinux.cfg pxelinux.cfg/
default

BINTFHE A AT, BASR R ARG, BB LR Bl Tk S . WESRTR
e gife RHIXNESF T N LR RS, BT ENEG EIT kBN AT, K5
MW EE (BMNMETZEE) AT BAETRAN TG A default SCHF, U055 1 1719 default 24k
BN linux, XA RGAEFFHLET LS BOAPA TR A FRN linux AYZET T XA HY linux 355
KATE 64 17, FATEBRINPDEE GG LB Ty AUB MR FTP U =X, IH4E 8 i R R
AR HE L K Kickstart i 25 SCUF 3R EESAL «

[root@linuxprobe tftpboot]# vim pxelinux.cfg/default
default linux
timeout 600

1

2

3

4 display boot.msg
5

6 # Clear the screen when exiting the menu, instead of leaving the menu displa yed.
7 # For vesamenu, this means the graphical background is still displayed witho ut
8 # the menu itself for as long as the screen remains in graphics mode.
9 menu clear

10 menu background splash.png

11 menu title Red Hat Enterprise Linux 7.0

12 menu vshift 8

13 menu rows 18

14 menu margin 8

15 #menu hidden

16 menu helpmsgrow 15

17 menu tabmsgrow 13

18

19 # Border Area

20 menu color border * #00000000 #00000000 none

21

22 # Selected item

23 menu color sel 0 #ffffffff #00000000 none

24

25 # Title bar

26 menu color title 0 #ff7ba3d0 #00000000 none

27

28 # Press [Tab] message

29 menu color tabmsg 0 #f£3a6496 #00000000 none

30

31 # Unselected menu item

32 menu color unsel O #84b8ffff #00000000 none

33

34 # Selected hotkey

35 menu color hotsel 0 #84b8ffff #00000000 none

36

37 # Unselected hotkey

38 menu color hotkey 0 #ffffffff #00000000 none

39

40 # Help text
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41 menu color help 0 #ffffffff #00000000 none

42

43 # A scrollbar of some type? Not sure.

44 menu color scrollbar 0 #ffffffff #£f£355594 none

45

46 # Timeout msg

47 menu color timeout 0 #ffffffff #00000000 none

48 menu color timeout msg 0 #ffffffff #00000000 none

49

50 # Command prompt text

51 menu color cmdmark O #84b8ffff #00000000 none

52 menu color cmdline 0 #ffffffff #00000000 none

53

54 # Do not display the actual menu unless the user presses a key. All that is
displayed is a timeout message.

55

56 menu tabmsg Press Tab for full configuration options on menu items.
57

58 menu separator # insert an empty line

59 menu separator # insert an empty line

59 menu separator # insert an empty line

60

61 label linux

62 menu label "“Install Red Hat Enterprise Linux 7.0

63 kernel vmlinuz

64 append initrd=initrd.img inst.stage2=ftp://192.168.10.10 ks=ftp://192.168.
10.10/pub/ks.cfg quiet

65
““““““““““““ )-SR R = c N

19.2.4 BE vsftpd RBEF

TEFNTEXETMNAT RGNS+, B G EE FTP Pl fehn, N3
T vsftpd MRS FEF . 28K, WAl LU httpd Al 55 #57 R $2 4t Web 935 15 1R) 19 J7 =X
HERE A PO OC B BEARUR % i 25 % 7 s LRI AT o A SRATSRAE ] Web 1935 il 55 o S (1
JCRBEAR, — IO LT SO OB BEAR AR BE A Kickstart R4 SCEFAR IR
HES— T

[root@linuxprobe ~]# yum install vsftpd

Loaded plugins: langpacks, product-id, subscription-manager

This system is not registered to Red Hat Subscription Management. You can use
subscription-manager to register.

Resolving Dependencies

--> Running transaction check

-—--> Package vsftpd.x86 64 0:3.0.2-9.el7 will be installed

--> Finished Dependency Resolution

Dependencies Resolved

Package Arch Version Repository Size

Installing:
vsftpd x86_64 3.0.2-9.el7 rhel 166 k
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Transaction Summary

Install 1 Package
Total download size: 166 k
Installed size: 343 k
Is this ok [y/d/N]: y
Downloading packages:
Running transaction check
Running transaction test
Transaction test succeeded
Running transaction
Installing : vsftpd-3.0.2-9.e17.x86_64 1/1
Verifying : vsftpd-3.0.2-9.e17.x86_64 1/1
Installed:
vsftpd.x86_64 0:3.0.2-9.el7
Complete!

X it S VISR —A), TERC B SCPHEBUERIZ )G, — AR A IR 55 A e s i 2T AL
R, AR TGS A IR TR R TELLIEAEE 1, AT AR B EER 2SS R AR e
PEARRIAIR TS o A B4 (S — i FR X~ 158

[root@linuxprobe ~]# systemctl restart vsftpd

[root@linuxprobe ~]# systemctl enable vsftpd

In -s '/usr/lib/systemd/system/vsftpd.service' '/etc/systemd/system/multi-user.
target.wants/vsftpd.service'

FEHIIA RGERARR O 4 0E # H 3 3 /media/cdrom H 5RJ5 , L H st i 6 8B5S R4
WA E vsfipd BRI FEF I AR H R

[root@linuxprobe ~]# cp -r /media/cdrom/* /var/ftp

XA ARG B 3~5 J0ph . FEMCHIE], FRATRAHF , 7E firewalld By JCn e BT Ao
B FTP BRSO A AR FevFskems, SRS 18 SELinux HSAT FTP 24 -

[root@linuxprobe ~]# firewall-cmd --permanent --add-service=ftp
success

[root@linuxprobe ~]# firewall-cmd --reload

success

[root@linuxprobe ~]# setsebool -P ftpd connect all unreserved=on

19.2.5 Bl#& KickStart M&3Z{4

EB3E, A PXE + Kickstart #iFE—E “TMEFTLRAGMST”, MiAR “TAE
SRR GOCETHENGS” , IR 20 i ENLRES — I ARBO LR, ICREE—i [ 3
M A S b2 Ferh MBI, fag okl WSRAEF=IREEHA 100 GRS AE, BATR 2L,
R RGN, IR AL e b o R A AR S 5 B ROZ AR . R4, 4
AR TR ESRAVFORIE I8 X6, FERMETZEERGNT, TN FoRG A
FREVFHN AEIE, MG T FahimAZ e, WEZERE, WA AR5, PR
TENESF A EHERGE, AR Pal e RIOHEIR .

AT BSOS, RS R ZIAERLZ AT LARE 2 Kickstart HSIF AR — MRS, M2
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— RPN T o R Kickstart N SCPFHELE T RS0 %R e i s Bl AR 240
FE, RGN LLA SRR SN A, IIBIRSEEE T RNEST 2R RS 4, BE
SRS S, MR SR root B H OIS H sk P AT — 144N anaconda-
ks.cfg FISCIE, ERURINZESCHF PR AN SCPFE Hi 3] vsfipd ARk 55 A2 09 TR H sk rf (FETF
P A L B SCPF P B 20 T2 RIS, WA vsftpd Ml a5 7%t H 5%
[ pub - H 3 ). ] chmod B BIZSCIF IR, SR ITA AHERA Al SRR, LAARIIE
P S AL AT LU S BB N7 25 ST B LTI P P 7 -

[root@linuxprobe ~]# cp ~/anaconda-ks.cfg /var/ftp/pub/ks.cfg
[root@linuxprobe ~]# chmod +r /var/ftp/pub/ks.cfg

Kickstart N2 SR BEARE IR AL 2%, EEILEAT 46 IS EHAERNE,
RAE 54 0] LUl S ZHE 44 PR B A G Rige T i S80I o it 2 e X Lk J LA
HAHICRIERN SR TR, HAS B BORK AT

TS 6 AR LR 2B MUK FTP DML, AN & FTP IS5 #ai 1P Huhl:, JF
FIASHB SE A 22l T A AA BEA R . SRSHEER 21 1TAYI XAE O 13 (Asia/Shanghai), #x%
JEHHE 29 FTRYRERL RIS BN T 2 T A RE RN BT LA ARG A -

[root@linuxprobe ~]1# vim /var/ftp/pub/ks.cfg
1 #version=RHEL7

2 # System authorization information

3 auth --enableshadow --passalgo=sha512

4

5

# Use CDROM installation media
6 url --url=ftp://192.168.10.10
7 # Run the Setup Agent on first boot
8 firstboot --enable
9 ignoredisk --only-use=sda
10 # Keyboard layouts
11 keyboard --vckeymap=us --xlayouts='us'
12 # System language
13 lang en US.UTF-8
14
15 # Network information
16 network --bootproto=dhcp --device=enol6777728 --onboot=off --ipv6=auto
17 network --hostname=localhost.localdomain
18 # Root password
19 rootpw --iscrypted $6$pDjJf42g8C6pL069$iI.PX/yFagpo0ENw2pa7MomkjLyoae2ziMz2
UZJ7b H3UO40WtR1.Wk/hxZ3XIGmzGJPcs/MgpYssoi8hPCt8b/
20 # System timezone
21 timezone Asia/Shanghai --isUtc
22 user --name=linuxprobe --password=$6$a9v3InSTNbweIR7D$JegfYWbCdoOok]j9IsodEccdO.
zL, F40SH2AZ2ss2R05B6Lz2A0v2K . RjwsBALL2FeKQVgf6400a/tok6J.7GUt0/ --iscrypted --gecos =
"linuxprobe"
23 # X Window System configuration information
24 xconfig --startxonboot
25 # System bootloader configuration
26 bootloader --location=mbr --boot-drive=sda
27 autopart --type=lvm
28 # Partition clearing information
29 clearpart --all --initlabel
30
31 %packages
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32 @base

33 @core

34 @desktop-debugging
35 @dial-up

36 Q@fonts

37 @gnome-desktop

38 @guest-agents

39 @guest-desktop-agents
40 Q@input-methods

41 @internet-browser
42 @multimedia

43 @print-client

44 @x11

45

46 %Send

WA RGEERIN H A I R SO R D AN BB 2 A PR BE 7oK, T A S Yum
B R G4 system-config-kickstart FXF40, XfE—@XEITEALEY Kickstart [ 22 SCPFAE KT
H, afDIARYE A O iR AR A 2 SCRI R SO, SRJE R A L SRl 8 /var/fip/pub - H S H
¥ 24 FAB R ks.cfg BPAT

19.3 BEEBEFIHEN

FEFE IR _ESCUHR A 2 R B A ARG IR S5 R , kT LA PXE + Kickstart J& AfH
SPRERGET , TR N AR AT R AU, — B P R AR e A I S
—EH A ENBER”, B SRSk i, Wl e A 2% T, HAM AN E
PR EA SRR, KE IS5 5% B BRI .

F14: I SHERUPLN S B, S ol ) O BCERM, RiEnd T
—7" FA, W 19-5 iR,

FESLTAS [

W BT 2 R LA 2

IR BRI LTS ?
© IR
i RrE B Workstaton 11.0
el -

VMWARE

WORKSTATION O BEX(EERNC)

BT SCS1 S . RilEm A
ELEES|EMR VMware PRt SEEAAIR
FIERHAA, =

<40 | (r—sws>] [ =E ]
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Kl 19-5  BE#E B IIPLAYED B SR
£ 25 KERNURIE RGN LRI BN R LR ER S . SRR H B2k
FEIHLE TE MR 3B R G o565 1%,  [R] ) hE 9 VMware Workstation FE B4 IR
Wk AT R RS, B N —27 4, WK 19-6 Fis.

FRENNAS (|

FEEPNEFRE
Bt ANEME, . EERERG - SHINTTET YRERS?

ITERR:
O FHERRFHED):

= DVD RW 3EZH58 (D:)

() IR AR S i (iso ) (M):
F\igf2 7 f+\RHEL-server-7.0-x86_64-LinuxProbe.Com.isc S (R)...

© HEEHEERRGS)-
BIEMENEEE— TaEE-

[<t—s@ ] [Fsw> ][ ma |

Kl 19-6  BLEFEBLIRAE RS ZAORIR

FE 35 W “BEIVEERS” & M “Red Hat Enterprise Linux 7 64 37, SRJ5Hd “F
—7 Hedl, W 19-7 FR

EREPIEERSR
LEEEHAN A I R R

EFHR RS

(@) Microsoft Windows(W)
@) Linux(L)

() Hovell NetWare(E)

(©) Solaris(S)

() VMware ESX(X)

© =i#(0)

WA (V)
[Red Hat Enterprise Linux 7 64 {i -

[<t—s0 | [F—gm> ][ ms |
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K197 BEFE% P LA ERAE R SE

8 4% MBI T A IFBCE LR E . KK AT SR AR, T2
BN PR RS RO P X, SRRy R 287 R, anfEl 19-8

FRELNAS X

fBE
EEA R ER L ER?

EEHALERR):
RHEL7{pxe+kickstart)

fug(L):
F:\WmwareWorkStation\LinuxProbe S (R)...

TEHRE > BN Rl R E -

(<t=$0®) | [F-$m> ][ @ | .

F19-8  fivaa REAUTL I B R AU LAY 2 0

5% EMMARE., XIS “BoRMEIVN BLE N 20GB, fEHE BN RSRER

IR BB, MRS B S, Rk BRSOk — s E X R, RiaHd “F—
AT AL, GE 1929 FR .
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FEERIAS

EEREER
R A7

AR R — 2 T RTEE MR SRR oh o IR RRANTR
v FEE IO AT NG AR SRR A o

AR (GB)(S): 0.0|E

$+#d Red Hat Enterprise Linux 7 64 fi BIEiA]+ 20 GB

O BT i he (o)

© BRI SRR (M)
AR, AIEEHTE R CBRSEIRENA {BRATRSPE R

i34

[<t—#6 | [Fsm> ][ m# |

Kl 199 CKiEiS #3582 20GB

5 6% 4R HHIERNLN SR 5, AR SITHEUILRSE. REEHE A

19-10 Wiy [ SCREE” 4540, ERLR A InEE 19-11 Fros it 8 “MZERas” 5 me
Wi NPT GXAPHARREE), Wafdr “Bie” &4,

FREMAS S|

S E el EN
R EIRE RN, » SATGEILISTEE Red Hat Enterprise Linux 6 64 {ie

BHER TR R EER .

£ RHEL7(pxe-+kickstart)

s F\VmwareWorkStation'\LinuxProbe

i Workstation 11.0

EERG: Red Hat Enterprise Linux 7 64 fi

W 20 GB, if4%

FI7F: 2048 MB

IR NAT

HifigE: CD/DVD, USB {&#IgE, $TE., B+
[ emamo. ]|

[<t=2@ [ =% [ =& ].

Kl 19-10 P BAULAY R SCREPE™ $4
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SRS S|
[as e o
B i s
- | SEATEHEIATES o PR 4 VB
[ 4B 1 Faie
RS 20 63 HEBEIRE(): 204815 s
{Rfﬂ;ﬁli I 64 GE
e 32GB
16 GB
8GB 4 O §ARILATF
468 (B AR
e o q  EEMEERC)
168 6336 MB
T B i
258 MB 2048 MB
128 MB
B4ME O BiS e PR RS
32MB 1024 MB
16 MB
8MB
4MB
U IS B IAER) 768 MB FFERIME - S5AIE
TS NER AT RS
[ EsEna)... |
[ J[ = [ =m |

B 19-11 B B UL 2538 Bl i i 2 A EAUAR S

BAE, BATERFIRHERL T PXE + chkstart TMNEFLEHERGE S B ENL, A7
B, RE R T2 ML S 2 S R 55 % , BEE MRS AR P EALZ ML, SRIE R
& P EHLRITT . 2R kS Jt/\#mrﬁl 19-12 FE 19-13 AR, FIR ML HDCRAFAR ORI i
ITAS RS T —WRE RN T, R0 e m AT Zas 4\ 3 E 4T 77 B )
HAE TAE,

- Press the key to begin the installation process.

.0960571 =d 5:0:0:0: [sdal Assuming drive cache: write through
.0970821 =d 5 [sdal Assuming drive cach write through
.0976311 =d 5 : [sdal Assuming drive cache: write through
1 Started Show Plymouth Boot Screen.
1 Reached target Paths.
1 Reached target Basic System.
initqueuel9051: RTNETLINK ansuers: File exists
initqueuel9051: » Total ¥ Received » Xferd Average Speed Time Time Time Current
dracut-initqueuel9051: Dload Upload Total Spent Left Speed
100 1073 100 1073 ] o 1057 0 0:00:01 0:00:01 - 1058 - 2]
dracut-initqueue[3051: parse-kickstart ERROR: ’network —hostname=1inuxprobe.con’: missing —device
dracut-initgueue[9051: »« Total # Received x Xferd Average Speed Time Tine Time Current
dracut-initgueue[9051: Dload Upload Total  Spent Left Speed
100 2166 100 2166 ] e 2133 0 0:00:01 0:00:01 ——: ' [}
dracut-initqueue[9051: » Total » Received » Xferd Average Speed i i Time Current
dracut-initqueue[9051: Dload Upload Total Spent Left Speed
106 259M 100 259N ] ® 19.7M 0 0:00:13 0:00:13 ——: . : ]
dracut-initqueuel9051: » Total # Received » Xferd Average Speed i i Time Current
dracut-initqueuel9051: Dload Upload Total Spent Left Speed
o ] o 0 o i—i—— 0:00:01 —:i—: = Het] ]
¢ curl: (78) RETR response: 550
! Warning: Dounloading ' ftp://192.168.10.10/cdron/images updates.ing’ failed!
© » Total » Received » Xferd Average Speed Time Tine Time Current
dracut-initqueue[9051: Dload Uplnnd Total  Spent Left Speed
] 0 0 ] ] i——i—— 0:00:01 —-:i——:— Bi——i—- ——i——i—— [}
dracut-initqueue[9051: curl: (7B) RETR respons
drﬂcutflnltqueuE[BOS]: Warning: Downloading ’ ftp://192.168.10.10/cdron. inages product .ing’ failed!
1 Started dracut initgqueue hook.
Starting dracut pre-mount hook.
Started dracut pre-mount hook.
Reached target Initrd Root File System.
Starting Reload Configuration from the Real Root...
Started Reload Configuration from the Real Root.

K19-12 AR tEBESUIF R R S5
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CONFIGURATION RED HAT ENTERPRISE LINUX 7.0 INSTALLATION
Eus

USER SETTINGS

@  usERcREATION

No user will be created

4. Starting package installation process

MANAGE MORE. STRESS LESS.
RED HAT SATELLITE

« rednat

B 19-13 HaZERS, AN T

HIMERT L, A= BRE TARE A R 5 IR 55 A 2 LA R AT, I (BT 2%
AR GEAE SRR AN T MY .

538

1. FETNMNETLRRGE, L HBIPLE IR 55 Fe v 7
&: T2 3 SYSLinux 51555 . DHCP IlR55 . vsftpd SCPFHE4iRS5 (55 httpd 3l
%) . TFTP M55 LA I KickStart Ji 2 S0
2. 7 Vmware Workstation fEfUHLE /4, DHCP IR 45 B2/ B siR 1P ikl 4 K AT i 2
fra
& - BAUBLEY HEADL 2% e 2% v F P Y DHCP IS5 AT RET A OCHT, F ™A= T 85125 IP
Hidik T B

3. e is H TETP k552

% THEAE xinetd AR5 AR AT E SRR disable S50 no.,

4. BLIIE%E SYSLinux ISR E, ATLAFEMRAS H bR 35 | 550k
& TELEAT SYSLinux R4 R P LS, FElusr/share/syslinux Hsgrh s SR 2517
S,
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5. TEFFMLEIRSEE SR, 48 default S48 S AL linux VR RAH47
% HARIERSE AR LS, MAT B s g \ i 2k B L0 R A
1§30k

6. 4% vsftpd UL AR 55 5 httpd 93k I 55 AR T2 AT 47
& LB SR IR AL R 22 o L

7. Kickstart N2 SCUFHFE A4
& Kickstart W& SCHMEE T ARG ZR A B a2 HNEIMSEEE, FPmE

PR 222 R GRS AR R AT L SR O A BEA SCIR RN 2, TS S BT A fE S
rﬁ"%%é‘bo
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fik F LNMP 2844 55 & 20 A5 R il A 5

AEHBETUTARE:

> REAERF;

> LNMP zh7SRu52e44;
> E Discuz!itix;

> ‘MRS =T

LNMP 375 W3 B 4044 /& —4= fy Linux + Nginx + MySQL + PHP ZH i 25 Mk R 455
R4, Bt SRk, R H T RIE AR S R . AR Sex b T RS A
LHENRSS TP 5 H RPM 3 e il 55 B P I DX 1, AR5 VR T anfa] = T4 g IR e g4
BERARSFERE, LA ] Discuz! X3.2 WA IEE R GEIE I BRE

REIEARBESE — T NEE, X I A BN A AT 2R, BRI 2
HEH TR, BAEEREA AR A ORISR RS, JFUC TS, A
C TAEH BN Linux 80 AR =282 N, S FEIFE A Stk A O i

201 REBERER

A 1 ERE LR, 75 RPM (ZLIEHIFRAE BESE ) BRI AT, Linux RETiE4E
NG R RE i PR A ) 7 ARG A R I G R, R —PFAIR o BB ELI B T FE T (8] S5
AR T EL7E 2% | T, HIERR i 25 T 3 5 AL R 7 R B RO OB &R, X
LRI AE N AU ERE L) Linux REEHISHITRLL L = i) SRR, i/ AU
T P i 73 TR U B 7 SR -2 R S b B AP T AN o 5 N1 TN
PR AR A5 LI THT B 239 R — BRI R ] Yum B IRAT7 2OR 2R S5 FEy . EUR, BUTEIK
KA RZ AT DA RSP, WERIRATA M Yum F4FG R T SO LT,
YU TRT T ik 2 A RS A B AR PP IS, A ST, B AT A 3 — 5 A U ik s B
FEFFS S B RPM B F L2 Ja AT, B2 HBE S ARSI R B0 At T (T B AR
BAFE A RPM HAHERIIEA ) e L, aniRis i A b1 R Yum B0 Gk %
PR, B oTE PRI, XF H S Bs 4 TAR R A

ABEARELL A C WA TRs e TAE Pz 5 BRI, X2 i R ok Pra v an i
TR LA 7 2R 2R 5 )T

sz, (Ol FHRRS e 22 M 55 Ry A A3

> AR TRV R A, JLPATRIZEARAT Linux RSP, 1 RPM # 4
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SEET R E RGERA G 82, 2™ A MUAT-& TR A BT 225 (R
wE R RERIRG R ).
> fd TR 6 2 A 55 AR P AT — IR R, DRI RT LS 365 7 22 AL R 8
WL, BT R AL BB 20 T ] RPM AR 2 Ik 95 Ry o 2 i,
A LURE SR IR 6 225 il 55 A P 1 B AR T X R GERY “ AR
—RVE, FELERARAEIS, AREEE Yum BAFGAER LR, WUT Yam G Rz
RGN RPM FAF AR LR WRRAE B BT T, AL R RE(E RS AR 2235 T .
o FHUSRS £ 20 MR 55 P PP B i AR AR A 2%, LSS A RS AT 2 4~5 P IREIAT 58
JNCZRE S i I B R X — PR AT TR

El
BRI, AHRRBEEIAIN, i K FOLEL L, R
BHESFTK, oA 2o At 5.8 7 R AEA R B0, K R SRR
VERF VAL FR A A

S & PESIRIRRY QSO O T ITEERZE i, IR SR R SRS

gzip BY, bzip2 RS TR, I —2 BA targz 5 tarbz2 WJE4%, EARME FHIRAD G208 Ik
ST, UAUCIEHER N AR, SRS RS RS A SRR H S

[root@linuxprobe ~]1# tar xzvf FileName.tar.gz
[root@linuxprobe ~]# cd FileDirectory

£ 2 % HIFIRAEAE, EEM IR 2R S TR A, 6 Z AR AT

YHTRGUHA T— RIVBIEG TAR, AR IRRS GO A2 1) e R 2 [ HOBOC R | Shifeas
e S e TR AT . FRA B T AR A5 ZORIE Fl--prefix 28k, LARRER IR EIRER )22
A, TINS5 AP A 2 RSN AT . A2k TAREE S, WERRGEMEAT G E0R, —
JBes A BRI H SR B AR Makefile 223301

[root@linuxprobe ~]1# ./configure --prefix=/usr/local/program

8 3% AN IR LAY . NIRIAE LY Makefile SCPFHR 2R AP RGN | R4

WA AL HNAF NS, TR AT UG make 5 R Makefile SCPFN AR
A TE AL 198 A B R LT T P 2R A 5 R P ) R TR T SR T

[root@linuxprobe ~]# make

£ 4% s RIS R . TR B A RGN, WA R

0, R T i R AR 55 B P e 2 N 8 i B e PR A B o i SR AE TR 60 G 155 B B Al
HT -—-prefix %k, IBALCET RS FE P st S o 222 28 H ok, Rdeh ATl S E0e X H
SERYTE, — S BUBRIANZe3E 3 lusr/local/bin H sEH

[root@linuxprobe ~]# make install
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S5 & WIS ALImI SCIF . i T2 e o5 A i i R v AT AR 4 1R 1 TAR

R FE 2% I H b 2t B N AR ZImI Bi gl S, A5 AN B S g 35 A it = R] ) JE ]
A LL{# ] make clean fiy4 il Bsf SCAEHEA TR AU TE PR T AE .

[root@linuxprobe ~]# make clean

fFA A S B, NP2 L — RS, IR 43 TAE ( configure )
5 i — RSO TAE (make ) 2 FIX 2K ], 102K FH RPM 3R 40 238 e R il A 3%
Zge HSzFEFRMAE, F RHCA AIER RH401 Zikh, SZR%ZAE /1 RPM HF4,
X jits B A AE AR P B RS T E2 , S RPM B0 st 2 JE A A AR TR A A R — AN X R 2R
0. B BB W REIE T — R TE A4, LR TR P AR A
KGR, W H — NIRRT 2 B AR 2R X RPM 62 (140 1386, x86_64 254844 )
il FH PSR . MRS AL E B E A H R RE I b 2 B 2 R 48 Lim, g
W R Z B P BT T A PR 2 7R i B B ( configure ) SRAG AL FH P 2SR RS RYTE ML,
SRIGHIE B — I AT ST 5, TS ARSI RGURIR, T 2 K A SRR ]

20.2 LNMP miz&mus5e4

LNMP 2h2s P28 4 J—25 i Linux + Nginx + MySQL + PHP ZH 5 (1 875 M 3l R 4%
fifth 5% (H logo VLI 20-1 ). LNMP HHiy5-Bk L J2 Linux REMEE, AT RHEL,
CentOS . Fedora, 1 1] LA /& Debian , Ubuntu % R4t . AN 45 AU L £ 3 5 https://www.linuxprobe.com
BUESET LNMP #% Hk Y, HETIETT— AR e, UnE R AR .

NGk
A@d,, ..

ySsQqL
€1 20-1  LNMP 3l B8 444411 Logo
TEH RS 2R RS BP0, B e e AL G R IR A5, (b2
H& CIEH . CrHfi T | Perl 1H T NGRS, DL AP I 4a e SR R B R . PRI %
BC B2 Yum KPFE T, SRR AN X Lo R iR g e e I

[root@linuxprobe ~]# yum install -y apr* autoconf automake bison bzip2 bzip2*
compat* cpp curl curl-devel fontconfig fontconfig-devel freetype freetype* freetype-
devel gcc gcc-c++ gd gettext gettext-devel glibc kernel kernel-headers keyutils
keyutils-libs-devel krb5-devel libcom err-devel libpng libpng-devel libjpeg* libsepol-
devel libselinux-devel libstdc++-devel libtool* libgomp libxml2 libxml2-devel libXpm*
libtifflibtiff* make mpfr ncurses* ntp openssl openssl-devel patch pcre-devel perl
php-common php-gd policycoreutils telnet tllib tllib* nasm nasm* wget zlib-devel
Loaded plugins: langpacks, product-id, subscription-manager

This system is not registered to Red Hat Subscription Management. You can use
subscription-manager to register.
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- DAEERY Linux RS ZIME RHCE AIE G 9% B 2= 105

.................. R 7SS -

Installing:
apr
apr-devel
apr-util
apr-util-devel
autoconf
automake
bison
bzip2-devel
compat-dapl
compat-db-headers
compat-db47
compat-gcc-44
compat-gcc-44-c++
compat-glibc
compat-glibc-headers
compat-libcapl
compat-1libf2c-34
compat-libgfortran-41
compat-1libtiff3
compat-openldap
cpp
fontconfig-devel
freetype-devel
gcc
gcc-c++

Complete!

x86_64
x86_64
x86_64
x86_64
noarch
noarch
x86_64
x86_64
x86_64
noarch
x86_64
x86 64
x86 64
x86 64
x86_64
x86_64
x86_64
x86 64
x86 64
x86 64
x86_64
x86_64
x86_64
%86 64
%86 64

1.4.8-3.el7 rhel? 103 k
1.4.8-3.el7 rhel? 188 k
1.5.2-6.el7 rhel? 92 k
1.5.2-6.el7 rhel? 76 k
2.69-11.el17 rhel? 701 k
1.13.4-3.el7 rhel? 679 k
2.7-4.el7 rhel? 578 k
1.0.6-12.el7 rhel? 218 k
1:1.2.19-3.el7 rhel? 109 k
4.7.25-27.el7 rhel? 48 k
4.7.25-27.el7 rhel? 795 k
4.4.7-8.el7 rhel? 10 M
4.4.7-8.el7 rhel? 6.3 M
1:2.12-4.el7 rhel? 1.2 M
1:2.12-4.el7 rhel? 452 k
1.10-7.el7 rhel? 19 k
3.4.6-32.el7 rhel? 155 k
4.1.2-44.el17 rhel? 142 k
3.9.4-11.el7 rhel? 135 k
1:2.3.43-5.el7 rhel? 174 k
4.8.2-16.el7 rhel7 5.9 M
2.10.95-7.el7 rhel? 128 k
2.4.11-9.el7 rhel7 355 k
4.8.2-16.el7 rhel? 16 M
4.8.2-16.el7 rhel? 7.1 M

X I 2223 LNMP Sl Rl 8 QU e ity 16 NRPFRIS A 1A H TG A

SRS 5 W R G AL ) S AR B E A SIS 25 Lo RFE T LIFE Windows R 4EH
NG ssh 55 E 2 BT A MRS LNMP shZS M2 Linux iR 5250, tonl LB #EAE
Linux i 55 2% -P 8 weet fir4 T 30X LRG0 3C1F . ARAEER 6 B uFi i FHS B, dpUreE
LA A ALAF T /ust/local/ste H sH
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[root@linuxprobe ~] #
[root@linuxprobe src] # wget
[root@linuxprobe src] # wget
[root@linuxprobe src] # wget http:
[root@linuxprobe src] # wget http:
[root@linuxprobe src] # wget http:
[root@linuxprobe src] # wget http:
[root@linuxprobe src] # wget http:
[root@linuxprobe src] # wget http:
[root@linuxprobe src] # wget http:
[root@linuxprobe src] # wget http:
[root@linuxprobe src] # wget http:
[root@linuxprobe src] # wget http:
[root@linuxprobe src] # wget http:
[root@linuxprobe src] # wget http:
[root@linuxprobe src] # wget http:
[root@linuxprobe src] # wget http:
[root@linuxprobe src] # wget http:
[

root@linuxprobe srcl# 1ls

cd /usr/local/src
http://www.linuxprobe.com/Software/cmake-2.8.11.2.tar.gz
http://www.linuxprobe.com/Software/Discuz X3.2 SC GBK.zip

//www.linuxprobe.com/Software/freetype-2.5.3.tar.gz
//www.linuxprobe.com/Software/jpegsrc.v9a.tar.gz
//www.linuxprobe.com/Software/libgd-2.1.0.tar.gz
//www . linuxprobe.com/Software/libmcrypt-2.5.8.tar.gz
//www.linuxprobe.com/Software/libpng-1.6.12.tar.gz
//www .linuxprobe.com/Software/libvpx-v1.3.0.tar.bz2
//www.linuxprobe.com/Software/mysql-5.6.19.tar.gz
//www.linuxprobe.com/Software/nginx-1.6.0.tar.gz
//www.linuxprobe.com/Software/openssl-1.0.1lh.tar.gz
//www.linuxprobe.com/Software/php-5.5.14.tar.qgz
//www.linuxprobe.com/Software/pcre-8.35.tar.gz
//www.linuxprobe.com/Software/tl11lib-5.1.2.tar.qgz
//www.linuxprobe.com/Software/tiff-4.0.3.tar.qgz
//www.linuxprobe.com/Software/yasm-1.2.0.tar.gz
//www.linuxprobe.com/Software/z1ib-1.2.8.tar.qgz
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z1lib-1.2.8.tar.gz libmcrypt-2.5.8.tar.gz pcre-8.35.tar.gz
cmake-2.8.11.2.tar.gz libpng-1.6.12.tar.gz php-5.5.14.tar.gz
Discuz_X3.2_SC_GBK.zip libvpx-v1.3.0.tar.bz2 tllib-5.1.2.tar.gz

freetype-2.5.3.tar.gz mysqgl-5.6.19.tar.gz tiff-4.0.3.tar.gz
jpegsrc.v9a.tar.gz nginx-1.6.0.tar.gz yasm-1.2.0.tar.gz
libgd-2.1.0.tar.gz openssl-1.0.1h.tar.gz

CMake J2 Linux RG¢H—3CH R4 1 TR o ZAE I IR0 () 2 i o5 fe e, ait— e 22
JEARIESY RS R R R T R IR S iR A AR R
WRET | s dT TR G R R AL o P ORAEMR IR | SRR DR RIS AR R, AR
EORER RN, R SCHPeR AT, i AP if

[root@linuxprobe srcl# tar xzvf cmake-2.8.11.2.tar.gz
[root@linuxprobe srcl# cd cmake-2.8.11.2/
[root@linuxprobe cmake-2.8.11.2]1# ./configure
[root@linuxprobe cmake-2.8.11.2]# make
[root@linuxprobe cmake-2.8.11.2]# make install

20.2.1 BEE MySQL RS

AP 18 FiHEid MySQL H1 MariaDB 4l A8 B AR G2 Al Y IRt , o gRR
W42 T MariaDB Kdli/F, {HUZ MySQL Kdi 4 24 Fip i SR 2 A0 7 BRI Hh 5 (o FH 0 56 2R B AL
TWFEEBARGZ —, PRS0 E, I HE S+ JLFEAR R R FUEN] T [
SRREERZ M. J15h, BUREE 18 TR S Ub T AR M A BN, Hh T
AR G5 I AL, ATRARTEX S T MySQL Hdla RN 2, R AR [R) T A
BT o

TERH Yum PG RZER MRS FEFPRT, RGT2: A SR E RPM AP R S SR 58 B 4K
PFECE S TAR. (HR— BRI ) 20O 2%, X —UIiw 2 A ok T . #H4
MySQL #fls ek, AN 1HEAER G H IR — 128 mysql B, LI THstatT
MySQL %4l g o 15 105 BT 28K 7 1Y) Bash 28313 & A nologin ffRE#s , i o A & E iz H]
FUESFBIIRSS A, NI RGU L etk

[root@linuxprobe cmake-2.8.11.2]1# cd ..
[root@linuxprobe srcl# useradd mysgl -s /sbin/nologin

BT MySQL B AR 17 RSl e SC ki H 5f, IF I H S BT A & FLr
JBAEIMEYUCH mysql, HA, /ust/local/mysql 5&H T4F MySQL ds FE IR 55 7 1 H 5%,
fust/local/mysql/var W2 T ORAF B S E e SO H 5k

[root@linuxprobe srcl# mkdir -p /usr/local/mysgl/var
[root@linuxprobe srcl# chown -Rf mysql:mysgl /usr/local/mysqgl

PEFORMEE . i, 4% MySQL i IR 45 F2 7 o 7R 2 PR30 e it FH A9 2 cmake 1y
4, Hf, -DCMAKE_INSTALL PREFIX Z%(H T & X0 IR 55 72 90 A7 H 5%, -
DMYSQL DATADIR Z % H + 5 X H S84 % SC R B 5%, -DSYSCONFDIR | 2 i X
MySQL B FERC & SCHE A B 5% o i T MySQL 308 R S5 A2 e e ek, DRI 4 iR 0 3 7
AR, RS AT IR UK S — T
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[root@linuxprobe srcl# tar xzvf mysgl-5.6.19.tar.gz

[root@linuxprobe srcl# cd mysgl-5.6.19/

[root@linuxprobe mysgl-5.6.19]# cmake . -DCMAKE INSTALL PREFIX=/usr/local/mysql -
DMYSQL_DATADIR=/usr/local/mysql/var -DSYSCONFDIR=/etc

[root@linuxprobe mysqgl-5.6.19]1# make

[root@linuxprobe mysgl-5.6.19]1# make install

9T ik MySQL B¥i R 7 1 # s it i ok, T B eMibR/ete HSRh i BOARCE SO, SR)E
7E MySQL Hdi A2 15 i 4-A7 H 5% scripts PR E]—A4>44 0 mysql_install_db [JIASER T,
AT XA A T 5 948 ] --user 25045 72 MySQL IR 45 F4 %6 7 5 4% Bk ( e T v AL TR E 2018 ),
ffi H]--basedir 244 E MySQL IR 55 F P IR H 5%, il --datadir 284572 MySQL FL5:
Bl R SCUHORAE B 5, SORERI AT A B R e300 P S, 2 AR L BT MySQL il 55 i
SO

[root@linuxprobe mysqgl-5.6.191# rm -rf /etc/my.cnf

[root@linuxprobe mysqgl-5.6.19]# cd /usr/local/mysqgl

[root@linuxprobe mysqgll# ./scripts/mysqgl_install db --user=mysgl --basedir=/usr/
local/mysgl --datadir=/usr/local/mysqgl/var

RS HE A MySQL £ ds FEBC & SOk R fete Bk, SRFHREY H Ry FpLER
A i 2 fete/re.d/init.d HSEH, DRI service fir 2 K B MySQL udi 5 AR 55 727 o
TCASHEEE 2R AR SO AR BR B BRORE, 755 LIME Tk oA AT A A AR

[root@linuxprobe mysqgll# 1ln -s my.cnf /etc/my.cnf
[root@linuxprobe mysgll# cp ./support-files/mysqgl.server /etc/rc.d/init.d/mysqgld
[root@linuxprobe mysqgll# chmod 755 /etc/rc.d/init.d/mysgld

SN A2 ) MySQL B JZEBEIAS SC:, HE56 46, 47 171 basedir 5 datadir S50 71&
oA MySQL BIHE AR 1 PRAT H SRR LSO PR 1 S N 25

[root@linuxprobe mysqgll# vim /etc/rc.d/init.d/mysqgld
““““““““““““ )-SR R = c N
39 #
40 # If you want to affect other MySQL variables, you should make your changes
41 # in the /etc/my.cnf, ~/.my.cnf or other MySQL configuration files.
42
43 # If you change base dir, you must also change datadir. These may get

44 # overwritten by settings in the MySQL configuration files.
45

46 basedir=/usr/local/mysql

47 datadir=/usr/local/mysql/var

.................. A W A A B

Pic B A BAAS SCUF S A T LAFH service fin4 )i 8l mysqld 2 # RS T o mysqld /& MySQL
BAREREF RS SR, ERATEEH . A chkconfig v 4 mysqld RSG5 FEF A
FFFHLG B,

[root@Linuxprobe mysqgl]l# service mysgld start
Starting MySQL. SUCCESS!
[root@linuxprobe mysqgl]# chkconfig mysgld on
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MySQL B =T A T4 24, {HJ& Bash £ PATH A8 A2 fid & ix s 4
FRAETCY B 5%, PRI FRATTd I A 6 MySQL 08l FEHE TR0 a4k, sl ASBEM T MySQL
AR HA a4 T o MBS RN B K APERLE X B PATH AFhirh, W5 24w
Jete/profile S FFH NGB I a4 H ok, XA YY) IR ASTE B — K E I IS R A BT -
SRR o A 0 EOR AR, T LIS source 4 Zk — T /ect/profile U, R HT
() PATH A8 it nf LIST BPA LT

[root@linuxprobe mysql]# vim /etc/profile

.................. BB S B
64
65 for i in /etc/profile.d/*.sh ; do
66 1f [ -r "$i" ]; then
67 1f [ "${-#*i}" != "$-" ]1; then
68 . "s$i"
69 else
70 . "$i" >/dev/null
71 fi
72 fi
73 done

74 export PATH=$PATH:/usr/local/mysql/bin
75 unset 1

76 unset -f pathmunge

[root@linuxprobe mysqgl]# source /etc/profile

MySQL Ky 75 il 55 T i 2 e 11 28— L8 PP SR BRSO ST oy 7 24 e e A
7524 MySQL ¥, R IRTE A0 LA T8l 5 A ik 26 SO el ok

root@linuxprobe mysql]# mkdir /var/lib/mysql

root@linuxprobe mysgll# 1n -s /usr/local/mysqgl/lib/mysqgl /usr/lib/mysqgl

[ ]
[ ]
[root@linuxprobe mysqgll# 1ln -s /tmp/mysgl.sock /var/lib/mysgl/mysgl.sock
[ ]

root@linuxprobe mysgll# 1ln -s /usr/local/mysqgl/include/mysgl /usr/include/mysqgl

BAE, MySQL $#li ER S5 F2 )7 O 2)a g, WA sRECC T 28, PATH 55748
HEHWIIA T MySQL $58 i 4 B 7 H 5o 2 N ORIMER X MySQL $idls E T in i, X
MHIRARELE T FE 5 MariaDB $#fi & —FE0Y, FUZRJ528RL T Thanks for using MySQL!

[root@linuxprobe mysqgl]# mysqgl secure installation
NOTE: RUNNING ALL PARTS OF THIS SCRIPT IS RECOMMENDED FOR ALL MySQL

SERVERS IN PRODUCTION USE! PLEASE READ EACH STEP CAREFULLY!
In order to log into MySQL to secure it, we'll need the current
password for the root user. If you've just installed MySQL, and
you haven't set the root password yet, the password will be blank,
so you should just press enter here.
Enter current password for root (enter for none): IAMRERTEERE
OK, successfully used password, moving on...
Setting the root password ensures that nobody can log into the MySQL
root user without the proper authorisation.
Set root password? [Y/n] y (EH root BEERIGEHIEEMNZ )
New password: BINEN root BIERIEENEIEERG
Re-enter new password: HEIN—RZ
Password updated successfully!
Reloading privilege tables..

. Success!
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By default, a MySQL installation has an anonymous user, allowing anyone
to log into MySQL without having to have a user account created for
them. This is intended only for testing, and to make the installation
go a bit smoother. You should remove them before moving into a
production environment.
Remove anonymous users? [Y/n] y (HBREZKA)

. Success!
Normally, root should only be allowed to connect from 'localhost'. This
ensures that someone cannot guess at the root password from the network.
Disallow root login remotely? [Y/n] y (ZEIE root BEIERMNIZTIEER)

. Success!
By default, MySQL comes with a database named 'test' that anyone can
access. This is also intended only for testing, and should be removed
before moving into a production environment.
Remove test database and access to it? [Y/n] y (MR test HIEEHBGEXTEKH DR )

- Dropping test database...
. Success!
- Removing privileges on test database...

. Success!
Reloading the privilege tables will ensure that all changes made so far
will take effect immediately.
Reload privilege tables now? [Y/n] y (RIFHENRE, 8B EHIEEIRIER )

. Success!
All done! TIf you've completed all of the above steps, your MySQL
installation should now be secure.
Thanks for using MySQL!
Cleaning up...

20.2.2 #E& Nginx RS

Nginx J&—3AH 240075 00 H T30 sh S Mk (2 m RIS 17, Bl MRS T
uh I A, IR EME . TifedE .« WA BT AR s &5z P 5. BaiE
PIEAETR . M5 EHRAET TP al s e A T ek %S o

Nginx 55 F2 )7 AREMETR T RA T M B IRA LR A, BT CPU 5M4ER 4
FH7, FrLME A Nginx P70 B S M At . sk, 1 HIHFER R R
R, BeAh, Neinx HAGRREECR S Apache Ha& FIRREECR JLFAHIE, i I EE 45847
¥ proxy. rewrite, mod_fegi. ssl. vhosts &5 5 FREL . BHEE AR, Neinx b ZFFGEEHA,
ATLL 7 x 24 AN[RIWTEAEIR 55, 180T DAFE NS IR S5 OG0 T B3R Nginx RS FEF AT o

WEEYE, BAR Neinx BIpr9S TR s &, (AR, BORMEEL, By RER
255, ABMRERAFAEA/ DS, H A RS BT AT R B9, Bt AFESORESCR A IE AR 238,
SCERR) R R R IR AR, A2 Nginx RS BF AR K EL VR, HESHERER
Web 55 a5 T HA REEIARE

FEIE % Neinx /RS HFET 200, AT ZE R HAR DO SR BRI OC &R, B T4
HE Perl 15 5 A IE N IR E AR pere, HE Nginx A5 7 H FSL B b FRSDIRE A A
AL POREL . N IRDRARE . Sk, B, e Neinx RS TRT IIRAS SO

[root@linuxprobe ~]# cd /usr/local/src
[root@linuxprobe srcl# tar xzvf pcre-8.35.tar.gz
[root@linuxprobe srcl# cd pcre-8.35
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[root@linuxprobe
[root@linuxprobe
[root@linuxprobe

pcre-8.351#
pcre-8.35]1# make

./configure --prefix=/usr/local/pcre

pcre-8.35]# make install

openssl ZR AL FH T HRAE 0 i e 5 R 55 O A
FRETNLRE S, UMETRERA TR sEE T,

SO, TREHAZRE T 2 A E

root@linuxprobe
root@linuxprobe
root@linuxprobe
root@linuxprobe
root@linuxprobe

[
[
[
[
[
[

root@linuxprobe

pcre-8.35]# cd /usr/local/src

srcl# tar xzvf openssl-1.0.lh.tar.gz

srcl# cd openssl-1.0.1h

openssl-1.0.1hl# ./config --prefix=/usr/local/openssl
openssl-1.0.1h]# make

openssl-1.0.1h]# make install

openssl B4 2255 J5 BRIN 227 lust/local/openssl/bin H st IR Z Ayl a4, A1
FUGHTH P EAEAIREE , KX HSRE N E] PATH 554w, J15 ASIRCE X, Sai
2 LMELLH) PATH PRI A 28 AT LAST RIAE 2L

4T source i3

[root@linuxprobe pcre-8.35]# vim /etc/profile

.................. BIE AT B
64
65 for i in /etc/profile.d/*.sh ; do
66 if [ -r "$i" ]1; then
67 1f [ "S{-#*1}" != "$-" 1; then
68 . "Si"
69 else
70 . "$i"™ >/dev/null
71 fi
72 fi
73 done
74 export PATH=$PATH:/usr/local/mysql/bin:/usr/local/openssl/bin
75 unset 1
76 unset -f pathmunge

[root@linuxprobe pcre-8.35]# source /etc/profile

zlib FAF LR T BRI RER) sREUZSCIF . S Nginx Al 555 Fr I8 841X 26112 55 e

FPICHIRA T, RERE T MHAEHE 22 T .

root@linuxprobe pcre-8.35]# cd /usr/local/src

srcl# tar xzvf zlib-1.2.8.tar.gz

srcl# cd zlib-1.2.8

z1ib-1.2.8]1# ./configure --prefix=/usr/local/zlib
z1lib-1.2.81# make

z1ib-1.2.81# make install

root@linuxprobe
root@linuxprobe
root@linuxprobe
root@linuxprobe

[
[
[
[
[
[

root@linuxprobe

TEZEFRF I HA KB R )5, B — P TIET Neinx ISR FFEIEF
WP AR LA RE S, H—ERlic, WO Ee S 290 -

[root@linuxprobe zlib-1.2.81# cd ..
[root@linuxprobe srcl# useradd www -s /sbin/nologin

e AT 2 g Nginx RS FRIFET, TFERER 2S5, Hr, —prefix 28 HFE
SRS RS G 2B A E, —-user H--group SEUH TH8E AT Neinx k5P 4
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FIH 4 . TR HSE0F openssl, zlib. pere FAEEY, THS HAAIRAD AL A0 M7 R BEAE, 10

AR Y 2 A

[root@linuxprobe srcl# tar xzvf nginx-1.6.0.tar.gz

[root@linuxprobe srcl# cd nginx-1.6.0/

[root@linuxprobe nginx-1.6.0]# ./configure --prefix=/usr/local/nginx --without-

http memcached module --user=www --group=www --with-http stub status module --with-

http ssl module —--with-http gzip static module --with-openssl=/usr/local/src/openssl-
1.0.1h --with-zlib=/usr/local/src/z1ib-1.2.8 --with-pcre=/usr/local/src/pcre-8.35
[root@linuxprobe nginx-1.6.0]# make

[root@linuxprobe nginx-1.6.0]# make install

FAEUR 3 Nginx AR5 727 USRS A SIS shth , tors 24 A SO nl 2,
TE 58 Nginx B2 )5 BRI BA g TP SR BUIIASC - DRI 2 25 25007 352 1 o
T3l B R shIA SO, KRR R e fete/re.d/init.d  H S QI EIIAS SO B2 0 R 1H
MIIAS S RIRT (AHTE A DL AR AR T8 4 MINAZ G, ROZa] LUBTRIE XA AR SC

7 )e

>

i

AR NEER 5, ik Tl K45 09 AL M 3h 2 R RAF, ik A

https://www.linuxprobe.com/chapter-20.html,

[root@linuxprobe nginx-1.6.0]# vim /etc/rc.d/init.d/nginx
#!/bin/bash

# nginx - this script starts and stops the nginx daemon
chkconfig: - 85 15

description: Nginx is an HTTP(S) server, HTTP(S) reverse \
proxy and IMAP/POP3 proxy server

processname: nginx

config: /etc/nginx/nginx.conf

config: /usr/local/nginx/conf/nginx.conf

pidfile: /usr/local/nginx/logs/nginx.pid

HH= H H H H H H

Source function library.

/etc/rc.d/init.d/functions

# Source networking configuration.
/etc/sysconfig/network

# Check that networking is up.

[ "SNETWORKING" = "no" ] && exit O

nginx="/usr/local/nginx/sbin/nginx"

prog=$ (basename $nginx)

NGINX CONF FILE="/usr/local/nginx/conf/nginx.conf"

[ -f /etc/sysconfig/nginx ] && . /etc/sysconfig/nginx

lockfile=/var/lock/subsys/nginx

make dirs () {
# make required directories
user="$nginx -V 2>&l | grep "configure arguments:" | sed 's/["*]*--user=\([" ]*\).
*/\1/g' -~
if [ -z "'grep $Suser /etc/passwd'" ]; then

useradd -M -s /bin/nologin Suser
fi
options="$nginx -V 2>&1 | grep 'configure arguments:'’
for opt in S$options; do
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if [ ‘echo S$Sopt |

grep

'.*—temp-path'"’
cut -d "="

value="echo S$opt |

if [ ! -d "$Svalue"

17

then

1;
-f

# echo "creating" $value

mkdir -p $value && chown -R $user $value

fi
fi
done
}
start () {
[ =x $nginx ] || exit 5

[ =f SNGINX CONF_FILE ] ||
make dirs
echo -n $"Starting $prog:

exit 6

daemon $nginx -c S$NGINX CONF FILE

retval=$?

echo

[ $retval -eq 0 ] && touch $lockfile

return $retval

}

stop () {

echo -n $"Stopping $prog:
killproc $prog -QUIT
retval=$?

echo

[ Sretval -eq 0 ] && rm -f $lockfile

return $retval

}

restart () {

#configtest || return $?
stop

sleep 1

start

}

reload() {

#configtest || return $?

echo -n $"Reloading $prog:

killproc $nginx -HUP
RETVAL=$?

echo

}

force_reload() {
restart

}

configtest () {

$nginx -t -c S$NGINX_CONF_FILE

}

rh status () {

status $prog

}

rh_status_qg() {

rh_status >/dev/null 2>&l
}

case "$1" in

start)

rh_status_g && exit O

then

2"
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stop)

$1

rh status g || exit O
$1

rr

restart|configtest)

$1

rr

reload)

rh status g || exit 7
$1

rr

force-reload)

status)

force reload

o

rh_status

i

condrestart|try-restart)

*)

echo $"Usage:

rh status g || exit O

o

reload|configtest}"

exit 2

esac

$0 {start|stop|status|restart|condrestart|try-restart|reload|force-

TRAFIIA SCPF IS 10 0 HIK T 755 AR, DMERERSIATIXIMAIAS . SRS DA4E XS %42 10 T

A PATIEAEA,

e 25 R BRI IFALS S0 . Ky

It restart Z4UH T Nginx RS, HJo FHHH chkeonfig 74K Nginx

[root@linuxprobe
[root@linuxprobe
Restarting nginx

(via systemctl) :

[root@linuxprobe nginx-1.6.0]# chkconfig nginx on

nginx-1.6.0]# chmod 755 /etc/rc.d/init.d/nginx
nginx-1.6.0]# /etc/rc.d/init.d/nginx restart

[ OK ]

Nginx IR&HF

2 Ffis o

TR B

AT ATE R A A A IR 55 45 1Y TP Hiuhik ok A7 FIERIA R 5T 1

AT Apache AR5 FEFAULL A ERIN T, Nginx AR S5 FE 7 (1) BRI\ 0 i A5 S nfagy, anf&l 20-
o e Sy R—— o] oo
[ Welcome to nginx! x \
C [§192.168.10.10 By =
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.~ Welcome to nginx!

If you see this page, the nginx web server is successfully installed and
waorking. Further configuration is required.

For online documentation and support please refer to nginx.org.
Commercial support is available at nginx.com.

Thank you for using nginx.
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[ 20-2  Nginx IR 55 127 (1 BRIA T

20.2.3 FE& PHP RS

PHP ( Hypertxt Preprocessor, i SCA AN IS ) J&—Fhil HHFRIATE S, KT 1995
AR, BT CIEF . Javaifi s M Perl IEFMARZALA, BATHR . Adh. Y3, B¥a1
SR RCRE AL R AR, JE H AT Web AR SR H AT Z—. ARECER S UE R T
PHP i 545 1.

IR Y 07 N ek PHP T S BRSO 2%, MERUTE Tk PHP ORI AL
AR A MR O 2R o T 5 2 R R i A T4 2 0 sl D T ) SR PR e, AR
JEAREIEZ 2% PHP 1)

yasm PRI LR —FCR WAL gnas, O . it eed B e AR Ui 5 2392
B

root@linuxprobe
root@linuxprobe
root@linuxprobe
root@linuxprobe
root@linuxprobe

[
[
[
[
[
[

root@linuxprobe

nginx-1.6.0]# cd ..

srcl# tar zxvf yasm-1.2.0.tar.gz
srcl# cd yasm-1.2.0

yasm-1.2.01# ./configure
yasm-1.2.0]# make

yasm-1.2.0]# make install

libmerypt U ELE M TINE R L B0Y RIERE RS, UM . gwidk . 2oeid R b AR nnd i i

FRT AN
[root@linuxprobe yasm-1.2.0]# cd ..
[root@linuxprobe srcl# tar zxvf libmcrypt-2.5.8.tar.gz
[root@linuxprobe srcl# cd libmcrypt-2.5.8
[root@linuxprobe libmcrypt-2.5.8]# ./configure
[root@linuxprobe libmcrypt-2.5.8]1# make
[root@linuxprobe libmcrypt-2.5.8]# make install

libvpx PR f 2 I T4 U S fth e (0 e 55 R, AT | e

AR AR S

HEBC AN, HESABRSHONEEINMFERT tar i xzvf S50, HURAFAIES
e &P libvpx JRAS LAY 5 4% 02 tarbz2 , BV RN bzip2 #3170 548, R IER RO &

SR ZAE xjvi:

root@linuxprobe
root@linuxprobe
root@linuxprobe

[
[
[
[

libmcrypt-2.5.8]# cd ..
srcl# tar xjvf libvpx-v1.3.0.tar.bz2
srcl# cd libvpx-v1.3.0

shared --enable-vp9

[root@linuxprobe
[root@linuxprobe

libvpx-v1.3.0]# make
libvpx-v1.3.0]1# make install

root@linuxprobe libvpx-v1.3.0]# ./configure --prefix=/usr/local/libvpx --enable-

tiff PO L T IR IR RGOSR IR 5 R0y, Ui | i . 20ad R v 2R By

TR EFSEC RN E

[root@linuxprobe
[root@linuxprobe
[root@linuxprobe

libvpx-v1.3.01# cd ..
srcl# tar zxvf tiff-4.0.3.tar.gz
srcl# cd tiff-4.0.3
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[root@linuxprobe
[root@linuxprobe
[root@linuxprobe

tiff-4.0.3]# ./configure --prefix=/usr/local/tiff --enable-shared
tiff-4.0.3]# make
tiff-4.0.3]# make install

libpng W fLIE HI T 924k png B R AR A SRR R BURE IS B7 . R . Shik . 2o
‘*EE E':I/_:EbkE/J%J H:'I,flihl_nyj E’é HJ%’

3t

[root@linuxprobe
[root@linuxprobe
[root@linuxprobe
[root@linuxprobe
shared

[root@linuxprobe

[root@linuxprobe

tiff-4.0.31# cd ..

srcl# tar zxvf libpng-1.6.12.tar.gz

srcl# cd libpng-1.6.12

libpng-1.6.121# ./configure --prefix=/usr/local/libpng --enable-

libpng-1.6.121# make
libpng-1.6.12]# make install

freetype RS ELE ] THME P USRI BRI IR P, HUMRIR | i . B e b AR By

%J H:'I,fliln_‘\jija/é HJ%
[root@linuxprobe libpng-1.6.121# cd ..
[root@linuxprobe srcl# tar zxvf freetype-2.5.3.tar.gz
[root@linuxprobe srcl# cd freetype-2.5.3
[root@linuxprobe freetype-2.5.3]1# ./configure --prefix=/usr/local/freetype -

enable-shared

[root@linuxprobe freetype-2.5.3]1# make

[root@linuxprobe freetype-2.5.3]1# make install

jpeg A ELIE T THEAE jpeg B M A SRR R BRI IR S R, HOW R . dwide . il 72
H AR BB DR B A

[root@linuxprobe freetype-2.5.31# cd ..

[root@linuxprobe srcl# tar zxvf jpegsrc.v9a.tar.gz

[root@linuxprobe srcl# cd jpeg-9a

[root@linuxprobe jpeg-9al# ./configure --prefix=/usr/local/jpeg —--enable-shared

[root@linuxprobe jpeg-9al# make

[root@linuxprobe jpeg-9al# make install

libgd PR AL e THEBEEIE AL BRI IR G e, HMRIE . gwide . i R rh A At th A5

B AEWE . FEPE libgd IRISEIRT, 15ICI55E AJE jpeg. libpng. freetype. tiff, libvpx %5
55 FEPAE RGP I 25 1A%

, BUFE b2 20 A vp (i --prefix S50 1) H s #$4E

[root@linuxprobe
[root@linuxprobe
[root@linuxprobe
[

root@linuxprobe

jpeg-9al# cd ..

srcl# tar zxvf libgd-2.1.0.tar.gz

srcl# cd libgd-2.1.0

libgd-2.1.01# ./configure --prefix=/usr/local/libgd --enable-

shared --with-jpeg=/usr/local/jpeg --with-png=/usr/local/libpng --with-freetype=
/usr/local/freetype --with-fontconfig=/usr/local/freetype --with-xpm=/usr/ --
with-tiff=/usr/local/tiff --with-vpx=/usr/local/libvpx

[root@linuxprobe
[root@linuxprobe

libgd-2.1.0]1# make
libgd-2.1.0]# make install

t1ib PSS TR AL Fr A sl R AU Rl 55 R, LA I L 2 i3

LS R AR Y

G B E A, 2350 ust/libod H 5t i ) BRECCEEE R /use/lib H s, LIME RS e
A T 181 22 R 5 S
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root@linuxprobe cd libgd-2.1.0]# cd ..
root@linuxprobe srcl# tar zxvf tllib-5.1.2.tar.gz
root@linuxprobe srcl# cd tllib-5.1.2

[
[
[
[root@linuxprobe tl1l1ib-5.1.2]# ./configure --prefix=/usr/local/tllib --enable-

shared

[root@linuxprobe tllib-5.1.2]1# make

[root@linuxprobe t1lib-5.1.2]# make install

[root@linuxprobe tllib-5.1.2]# 1ln -s /usr/lib64/libltdl.so /usr/lib/libltdl.so
[root@linuxprobe tl1lib-5.1.2]# cp -frp /usr/lib64/libXpm.so* /usr/lib/

UEATZE T 4m1¢ php MRS5S IRAS AR A SRR O 2 2 E 22 1 . FEF IR ik php
JRRS AL Z B, S6E X —/ 447 LD_LIBRARY PATH f{4xJmAssds e, %3R8 i 1 P2 4
W R G AR BN 5 8 B ShAS B UM, X2 g% php IRSFIFEAS LA AT RZ —. i
php R4 IERSART, B T B B B sk ISR, i 75 2R UCE LS php IR45F2 7 BL & SC
PR PRAF B 5k . MySQL £t 2R 55 87 B 7E H 5k . MySQL il 2 i 95 48y il & SCE T e H
sE, LI libpng ., jpeg. freetype. libvpx. zlib. tllib ZFR 45 F2/7 14055 H s (AL, IRl id S5
Jii 8 php R55FEIF 11 2 BRIA D) BE

root@linuxprobe tl1llib-5.1.21# cd ..
root@linuxprobe srcl# tar -zvxf php-5.5.14.tar.gz

root@linuxprobe php-5.5.14]# export LD LIBRARY PATH=/usr/local/libgd/lib
root@linuxprobe php-5.5.141# ./configure --prefix=/usr/local/php --with-config-
file-path=/usr/local/php/etc —-with-mysqgl=/usr/local/mysql --with-mysgli=/usr/local/
mysqgl/bin/mysgl config --with-mysgl-sock=/tmp/mysql.sock --with-pdo-mysgl=/usr/local/
mysgl --with-gd --with-png-dir=/usr/local/libpng --with-jpeg-dir=/usr/local/
jpeg --with-freetype-dir=/usr/local/freetype --with-xpm-dir=/usr/ --with-vpx-dir=
/usr/local/libvpx/ --with-zlib-dir=/usr/local/zlib --with-tllib=/usr/local/tllib
--with-iconv --enable-libxml --enable-xml --enable-bcmath --enable-shmop --enable-

[
[
[root@linuxprobe srcl# cd php-5.5.14
[
[

sysvsem --enable-inline-optimization --enable-opcache --enable-mbregex --enable-
fpm --enable-mbstring --enable-ftp --enable-gd-native-ttf --with-openssl --enable-
pcntl --enable-sockets --with-xmlrpc --enable-zip --enable-soap --without-
pear --with-gettext --enable-session --with-mcrypt --with-curl --enable-ctype
[root@linuxprobe php-5.5.14]1# make

[root@linuxprobe php-5.5.14]1# make install

7E php PG 2 SE UG , it ZEMER S AT BN RO BC & S, S8 php e d5 ReiF H
SRR A BSOS ok

rm -rf /etc/php.ini

cp php.ini-production /usr/local/php/etc/php.ini
In -s /usr/local/php/etc/php.ini /etc/php.ini

cp /usr/local/php/etc/php-fpm.conf.default /usr/

root@linuxprobe php-5.5.14
root@linuxprobe php-5.5.14
root@linuxprobe php-5.5.14
root@linuxprobe php-5.5.14
local/php/etc/php-fpm.conf
[root@linuxprobe php-5.5.14]1# 1ln -s /usr/local/php/etc/php-fpm.conf /etc/php-

fpm.conf

php-fpm.conf /& php it 55 27 EE AR E A2 —, FRATFE LR FHIZHC & SO 2R 25 17
ZEATH) pid SUAFRRAFH SR, SRIG 5K 56 148 F1 149 1719 user ‘ﬁ group ST BB www
RE ) DRE B¢

[root@linuxprobe php-5.5.14]# vim /usr/local/php/etc/php-fpm.conf

[
[
[
[

L oiiiisiiisiiiiiiiiiiii
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2 ; FPM Configuration ;

; All relative paths in this configuration file are relative to PHP's instal 1

4
5
6 ; prefix (/usr/local/php). This prefix can be dynamically changed by using t he
7 ; '-p' argument from the command line.

8

9 ; Include one or more files. If glob(3) exists, it is used to include a bunc h of
10 ; files from a glob(3) pattern. This directive can be used everywhere in the
11 ; file.

12 ; Relative path can also be used. They will be prefixed by:

13 ; - the global prefix if it's been set (-p argument)
14 ; - /usr/local/php otherwise

15 ;include=etc/fpm.d/*.conf

16

Y7 Giiiiiiiiiiiiiiiii

18 ; Global Options ;

19 pisiiiivicisiviiii

20

21 [globall

22 ; Pid file

23 ; Note: the default prefix is /usr/local/php/var
24 ; Default Value: none

25 pid = run/php-fpm.pid

.................. E) ST T R = S S—

145 ; Unix user/group of processes

146 ; Note: The user is mandatory. If the group is not set, the default user's g roup
147 ; will be used.

148 user = www

149 group = www

150

““““““““““““ ) ST = S S—

PiC B 2 2 A T T B php [l 55 ROBIAS SCPE S 1 2 ete/re. d/init.d H T o oA T RERBIRAT
A, TEICTR IIAIK T 755 AR o BEAE php-fpm ik 552 LA BITFHLIS St «

[root@linuxprobe php-5.5.141# cp sapi/fpm/init.d.php-fpm /etc/rc.d/init.d/php-fpm
[root@linuxprobe php-5.5.14]1# chmod 755 /etc/rc.d/init.d/php-fpm
[root@linuxprobe php-5.5.141# chkconfig php-fpm on

HF php IS5 F2IF WL E S B S 2] Web IR55 IR 55 021 T3A5E, Dk, ansfskik
Fia T—8 g s farydhae Can e P ZEM AT Linux /74 ), U”J/\F&ﬁﬂlﬁ%ﬁ/\
REGHMERE , ARA R LIRS Web 5525 1 HEACPR o PR FRATT 75 244w php.ini FiC
B, #E 305 171 disable_functions Z4U5 1B N EEAR R DIBE . T RIS T REAS HLR
X ity S DA R S 121 T A 2R B0 T 8 Y, A WASEE A B =30 EE, @R K AE I AEA AR
P F B T AT R E R I -

[root@linuxprobe php-5.5.141# vim /usr/local/php/etc/php.ini
.................. B HEE S HAE B

301 ; This directive allows you to disable certain functions for security reasons.
302 ; It receives a comma-delimited list of function names. This directive is
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303 ; *NOT* affected by whether Safe Mode is turned On or Off.

304 ; http://php.net/disable-functions

305 disable_functions = passthru, exec, system, chroot, scandir, chgrp, chown,shell
exec,proc_open,proc_get_status,ini_alter,ini _alter,ini_restor e,dl,openlog,
syslog, readlink, symlink,popepassthru, stream socket server,escapeshellcmd,dll,
popen, disk_free space,checkdnsrr, checkdnsrr,g etservbyname, getservbyport,disk_
total space,posix termid,posix get last error,posix getcwd,posix getegid,posix_ geteuid,
posix _getgid,po six getgrgid,posix_getgrnam, posix_getgroups,posix _getlogin, posix
getpgid, posix _getpgrp,posix _getpid,posix getppid,posix_getpwnam,posix getpwuid,
posix _getrlimit,posix getsid,posix getuid,posix isatty,posix kill,posix mkfifo,
posix setegid,posix _seteuid,posix_setgid,posix_ setpgid,posix setsid,posix setuid,
posix_strerror,posix _times,posix_ttyname,posix uname

306

.................. ) TG T LS S

XEEHE php IREFEFELEZ YT . Wfa, BFHEgE Nginx R4 25 1) 30 & S0,
U5 2 1735 (#) MR, SREHER TS LM 5ia1T Neinx RS FEF 19 2B P 444
FR; 7EHS 45 171 index ZHURTAE LM E WAFR. Ba 2525 65~71 1r28miiH-5
(#) MBRKE S5, EZRBUEE 69 TTHINAZ TR S5, Hr$document root A8 I
J (s BAEREROIR B SRR, AA R EZ R, W Nginx MRSFEF TOEHR B M5,
LR “404 TURIARE]” MRS S o FEFIIASEE BIES 1B 6 5 68 0] )5 Nginx k55
5 php-fpm R %5 .

root@linuxprobe php-5.5.14]1# vim /usr/local/nginx/conf/nginx.conf

user wWww WwWw;

worker processes 1;
#error_log logs/error.log;
#error_log logs/error.log info;

[
1
2
3
4
5
6 #error log logs/error.log notice;
7
8
9 #pid logs/nginx.pid;

1

1

0
1
.................. BRGNS B
40
41 #access_log logs/host.access.log main;
42

43 location / {

44 root html;

45 index index.html index.htm index.php;
46 }

.................. B EAR B
63 #pass the PHP scripts to FastCGI server listening on 127.0.0.1:9000
65 location ~ \.php$ {
66 root html;

67 fastcgi_pass 127.0.0.1:9000;
68 fastcgi_index index.php;
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69 fastcgi param SCRIPT FILENAME $document_root$fastcgi_script name;

70 include fastcgi params;

71}
72

.................. BT AT
[root@linuxprobe php-5.5.141# systemctl restart nginx
[root@linuxprobe php-5.5.14]1# systemctl restart php-fpm

Z I, LNMP 325 R s PR A0 i i B S0 0 4R A

120.3 #% Discuz!itiz

1K LNMP 378 Mt B S A I 2, f LMEHITE FE % Discuz! R4¢, RE 4
BHR . WIRAEETE LNMP 325 Wt F5E b i) 22 8 Discuz i8Iz 248, Wil EREXE
RS2 AT MY . Discuz! X3.2 & ENEH WA KIRIZ RS, R4 T 2EM R R &l
TARRRBUAE R . R IR M R —

Discuz! X3.2 MR G S0 zip #%28, LR S L FH Y unzip 2 R TR . %
FEJG 27 4100 B s i B —A 444 upload WSO H S, X BUEIRAEATELZ Discuz! RIZM
RYFET o AT Nginx IR 55 F2 7 PR H BN BB 25, 80T AR I 2654 H s iy 3¢
PR R T o 10 Nginx AR5 27 09 Wb AR B S i i G 35 0 T 248 A0 R i)
www HIF (B 7E 20.2.2 /NN E ), I AHMRT 755 BPRDME TRegi . 5 . PUTIZIRIE R

LN Y S
[root@linuxprobe php-5.5.14 ]# cd /usr/local/src/
[root@linuxprobe srcl# unzip Discuz X3.2 SC GBK.zip
[root@linuxprobe srcl# rm -rf /usr/local/nginx/html/{index.html,50x.html}*
[root@linuxprobe srcl# mv upload/* /usr/local/nginx/html/
[root@linuxprobe srcl# chown -Rf www:www /usr/local/nginx/html
[root@linuxprobe srcl# chmod -Rf 755 /usr/local/nginx/html

1 % #:5Z Discuz! % %< [0 1R ] P 7E4E Discuz! itz RGEFET ( BIRIA" upload

FI st g N 2 )5 ) Nginx Il 55 0 st AR H 535 46 RT3 30 B g 0 T, 5o0ff A sl k% 2] Discuz!
X3.2 WIRRGMY LRSI, AL ity “FRFERE” 8, BEA T i aiad it , Wi 20-

3 s
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€ - C [1192.168.10.10/install/

Discuz! ZEES

Discuz!X3.2 M2 20150609

SRRIREAY ST AR D

RS (<) 2001-2013 , SFREF AR NEREC\SREFEH.

. RERIISHEN SR
5 http://www.comsenz.com , 71

TBENAS. BHENES

 RELTRITE

©2001 - 2013 Comsenz Inc.

{1203 H2%% Discuz! X3.2 45 RGN 2R/ TT

58 2% it Discuz! X3.2 IEIA RGUAY LRI M H AR . FA T (Y LNMP 3li75 K4

SR RRAS FIAR PF#R S Discuz IR R EORAIATE , WSRIE 20-4 HEH Y H SRS IATE , 37
AATR A H SRR & TR AL www HIP, ARCGR AR HSRIEE T 755 AR, 2805 5
o R

¥ Discuz! @#mS x

€« C [ 192.168.10.10/install/index.php?step=18wuichidden=8submit=%CE%D2%CD%AC%HD2%E2

Discuz! &®ERS

1, s

L EEEFRE RIES S

DiscuziX3.2 S48 20150609

Discuz! FERE Discuz! B =SS

T unix ¥ Linux

51 53

T M

¥ 554

v
1.0 2.0 ¥ bundied (2.1.0 compatible)
104 Fos v

unknow

R, XARRES
BRRH

I
3
#

fconfigiconfia_global.php
fconfig/config_ucenter.php
fconfig

/data

/datafcache

/datafavatar
[datafpiugindata
fdataldownload
[datafaddonmds
/datatemplate
/datafthreadcache
[datafattachment
/data/attachment/album
fdata/attachment/forum
/data/attachment/group
/datafiog
uc_client/data/cache

Juc_server/data/

SE M BN ENERE NS

fuc_server/data/cache

fuc_server/data/avatar

fuc_server/data/backup

Juc_server/data/iogs

¥Fv

fuc_server/datajtmp

LLLLLELLELLLLLeeesstsees

G m
fue_server/datajview

BRI
e
mysal_connect()
gethostbyname()
file_get_contents()

xmi_parser_create()

fsockopen()

& 20-4 K#¥ Discuz! X3.2 815 R A LIRSS I H AR
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£ 3%, EEE B3 Discuz! X (& UCenter Server )”, UCenter Server Sl s 145 FH

VB, REBTEZ DU R Z B F 2 G P KRR S, Sl R 207 =4, Ak 20-5 FR .

€« C | [3192.168.10.10/install/index.php

ISCUL. ﬁ%ﬂ%

) REEEFR

EERMRR BEETHR ok ey =3
L)

[* 257 piscuzt X (& ucenter serven)]

%% Discuz! X (FIHEECERAM UCenter Server)

©2001 - 2013 Comsenz Inc.

B 20-5 LA Discuz!itIz K UCenter Server

%48 WERSHRNBIEFE RS ISIERRE B RAGE . Wl RGE h R55 2 A

(localhost ) FEAUEMIEIEEEMSS , Bl R S8 R A% nT f -~ AT, Hopgdia g m H
JA 24 R I S FH T8 5% My SQL it R A% 8. ( LUIRT iR ik MySQL il 55 18 7 B S 115 B o0
TE ). WIE RGNS TR P A S5 . S Discuz SIS B IE S B, Horh g ar L
BEEAFE e —2, (BRI AR R A — T . 7FEEHEE EMEHRE “T—
A7 AL, A 20-6 FIR

- € [ 192.168.10.10/install/index.php?step=3&install_ucenter=yes

WISLUL. ﬁ%@g

Discuz!X3.2 fATTHE 20150609
3, BREIEE
==
o EEMGMRERE
HEZETE SEEGTE DIEREIRE =
®
localhost SRS, —87 localhost

i JEOMEES MysqUEIBREEETS

pre_

(R Email: root@linuxprobe.com BT

GSERARE  mtIEEERES  REREER,
SEAKS: RE
SREZH:  [reeess sERERfENS
EETEH: 000 eeeens
=25 Email root@linuxprobe.com

Kl 20-6 S5 55 A% RS B SRR RGBS B

% 5% SFfF Discuz! X3.2 I RGE R EEE, WK 20-7 iR, XAZ3E B EIE

WA, RMERTE 30 #7eA, RIFHENT A FNEIE 2 E U WG A T . i TR
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MLEMLAT BEFF AT 2 B H N, UG 5 AT RE JC VA IE & SR DiscuzliIts RS
HE R T?ﬁATEE&EME’JH&%%&LﬁE%Zf%%’U Discuz! X3.2 iBIn REZ )5, HEH WA
20-8 iR, RGN Ia T e R, sk viim” HeHl, BRI Be s o,
&l 20-9 Ffs o

+ Discuz! 8T B W

€ = X [1192168.10.10/install/index.php

Discuz! Z%&BS

4. T

= RS BE

Discuz!X3.2 i&#74k 20150609

=

E73B= pre_common_secquestion ... 551
RUMIEE pre_common_session ... &
HIK8F pre_common_setting ... &%)
BIEE pre_common_smiley ... B
358 pre_common_sphinxcounter ... &Ly
78R pre_common_stat ... &ZE
BUMIRE pre_common_statuser ... &
BER pre_common_style ... &%)
R pre_common_stylevar ... &Ly
RIIRE pre_common_syscache ... &5
pre_common_tag ... &%

= pre_common_tagitem ... &%

RUMIRE pre_common_taskvar ... 65

73R pre_common_template ... B3

RIS pre_common_template_block ... &5
RIS pre_common_template_permission ... &

=1

[ 20-7 4% Discuz! X3.2 Wi RS A ekl

€ 2 C ()192168.10.10/install/index.php?method=ext_info

Discuz! &E&EMS

Discuzl¥3.2 FHF=3IE 20150600

Discuz! siffidaty

7 MAERGRE S SECRTe TR AN, RS,

i TMETE s B
MTF C%"ﬁ ;mgmmm; ol
Elmexxﬁwfn neopax |5 Sy

= zeﬂamnm m:.'.mris“ SEOTTMENS:
p£ 103 =538 L

: 5,:‘:.5;3 B o s @um:u
BEE~
=g e 0
% 20-8 N IHEE%E Discuz! X3.2 115 R 585 BIWGH L
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20.4 IXMWARSSEREL

FATH B IR A R A | TR R A AL R A, Heb, U T

TR B PRARAS I RERE AL I 5L A B s 2 T I 55 45 o AEAR T RIDREAS SR B, X1 2 il 122
W JUAIAT MR 55 2% LA RN L S a5 X5, X S PR SR 7R I T LAF MR sl i S 5 R Y
i BREXT KA i

> EMEN: 75— G MRSFa R > —E R RESL A R PSR 5 R AR A
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AR TR . Rl S R ae ;s BRI R MR AT 28], ILT-A
s 2 P SRAES W3 US55 5 3 /N R

VPS ( Virtual Private Server, EINEARSES ): E—G IS8 FIH OpenVZ, Xen ¥

KVM SEREMEEARBAU L 26 “FHL7 (R VPS), B FHUEA NI 1P Hihlk | #ER
8¢, AR VPS ZIRIfRESASE]) . NAF. CPU., MRS RETICE e 2, FP T | i
SR ENLFRIFTABEIR, N S B AP RGRE ST Gl N

ECS ( Elastic Compute Service, Z=RRSEs ): & F&G T 7265, M4, BRISIEE]

SEPERARITT RS s EHIERAS VPS JLTP—HE, 28R B lidsdmdar fe— ST
e, MRS S IR (1), WITAORET 1R Er:; 7
SR RIGYE S I P RS A9 EI AT 5 S Ao/ N R

MILARS RS X G MRI AR ORI — DN, el AT o A S e

Jrae AT 2R AR AR 55 4 O RE L 2R &5 1 IDC M5 1y, 4208 H L . 4F
AR ENTARECF & o IXLERE R A i IDC BRSS ByRIBLE: T s Edr, AP —fik
s 2 AT 2R R AR AT P A 55, s T P R R B RIBEA, 1A
R B o FEAE D7 MR AT 75 28 AT I B S5 aR B o, IR HACSs IDC iRkg5
PR R T B (75 2N IR S5 9% Do P X AR 55 AR B 1R OB A S8 A T HIAL,
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AR, (AR AT B Sa RS, AR P AR
I BRI B, TR R ST A% EHLBE I R — 2 B AR L, IR S
M e PR E S o SESE BN BT AT BRI NBE . SRS L RO SR 4 S A
1109, TESAEH —E TR, A !

EIF

1. A FH USRS AL 22 IR 55 R P e R i RN s AT 47
& I IR AL R S5 FR P A e KL, RS FEF R AT RS AR P4, 1T L RE S 4 £ 7t
R 55 FRIF B ATR0% s SRAVR IR EREP ALt . R EIER4ED# LR R
2. IR ALY 7 AR e A IR 55 M R BUL IR & AT 47
B BRI AR, T SR R RS A S IR LR | AR R
By N e et v 1 )1 & s A o
3. LNMP Sl ot 8 2 SRR 38 4 75 1 WIRLE i 55 A 2
& LNMP ShZ M08 40 b0 #4075 Linux 248 . Nginx Rl 55 . MySQL Hidii 45 Bl
A48, VUK PHP JHIAIE S .
4. 7E MySQL Bia 2R %5 F27H,  /usr/local/mysql 5/ust/local/mysql/var H sAVE A 47

% : lusr/local/mysql FHF#AF MySQL ¥ FE R 55 F2 7/ H 5%, fusr/local/mysql/var I H T
DR A7 LSRR PE SO E

5. #ZF Apache R4, Nginx i B & LR ET 42
2+ Nginx IRFSFFIEFDE, RPEUERM TP, FRT CPU SAFEMR LT,
FITLMIEHT Nginx RER B i shaS MRS A0 . Ak, T ELIMAFERY REETIRIAR
6. nfa%E ik php IS5 AR )T R 2 GE?
% YuiB php MRSFFEFFAONCE SO (Jusr/local/phpletc/php.ini) , HEEZS A ThfEE N3
disable_functions 242 J5 I .

7. XFTAET OB BN AR UL, 55 I S Al 55 s S T Wi 2
& Xt I BARA T 2 IR 55 2828, AMEP IR (B A A 100 TTAR
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